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As wireless devices are more widely used, it is clear that security and energy consumption are major

concerns. From a energy perspective, it is increasingly evident that marginal gains in battery energy density

necessitate energy e�cient protocols. In the security realm, growth in the value and amount of information

being transmitted over wireless channels demands con�dentiality and integrity.

In the energy e�ciency domain, this dissertation focuses on the wireless interface since this has been

identi�ed as a major source of energy consumption on devicessuch as sensors. Within this domain, many

previous approaches propose using �xed listening and sleeping intervals regardless of the network conditions.

We propose adaptive listening and sleeping techniques where these intervals are adjusted based on obser-

vations of tra�c patterns and channel state. Another shortc oming of many power save protocols is that

they wastefully listen for entire packets as a wake-up signal. In this dissertation, we propose carrier sensing

techniques that reduce the cost of checking for such signals.

In the security domain, this dissertation looks at key distribution in wireless sensor networks. Because

such devices may face severe resource constraints, symmetric keys are used since public-key cryptography may

be infeasible. Previous approaches to this problem includekey predistribution, and broadcasting plaintext

keys, under the assumption that few eavesdroppers are present during key discovery. However, drawbacks

to these approaches include poor secure connectivity or degraded security when several eavesdroppers are in

the network. Our work exploits the underlying wireless channel diversity to address the problem. In doing

so, our key distribution protocol e�ectively addresses thedrawbacks of previous techniques.

The major contributions of this dissertation are: (1) leveraging multiple channels to improve the con-

nectivity and security of key distribution, (2) proposing a daptive power save mechanisms to reduce energy

consumption, and (3) improving power save protocols by using carrier sensing to enhance their energy e�-

ciency.
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Chapter 1

Introduction

The use of wireless networks in our society is increasing at arapid pace. The number of 802.11 [7] hotspots

is expected to have a 31.5% compound annual growth rate during a four year period [8]. RFID production

is projected to increase by a factor of 25 in the next four years [9]. During a �ve year period, the number

of Bluetooth devices expects a 60% compound annual growth rate [10]. TinyOS [11], a popular open-source

sensor operating system, typically has between 50 and 200 downloads per day [12].

Most existing wireless networks aresingle hop which means that devices communicating wirelessly are

within range of each other. By contrast, multihop wireless networks may transmit packets over multiple

wireless hops before reaching their �nal destination. While single-hop wireless networks are widespread,

multihop networking o�ers several additional advantages:

� Cost of Deployment: Installing network wiring can be expensive. Their is a labor cost that often

includes burying or running wires through walls, 
oors, or t he ground. In addition, there may be

costs associated with considerations such as ownership of the property across which the wires need

laid, preservation of historical structures, and conservation of environmentally protected areas. By

contrast, wireless infrastructure can be cheaper and less invasive to deploy. O�-the-shelf wireless

routers can be used to extend the infrastructure hundreds ofmeters. Mesh networking [13] is an area

of research that aims to do just that.

� Rapid Deployment: When the wire infrastructure is destroyed or unavailable, wireless networks can be

used to quickly extend the reach of the wired infrastructure to areas of need. An example is military

applications where a temporary network must be set up quickly. Another illustration is improving

network coverage in a disaster area. This was attempted by some wireless enthusiasts in the wake of

hurricane Katrina [14]. Vehicular [15,16] and underwater networks [17] are two more applications where

wired communication may be impossible and, hence, are conducive to multihop wireless networking.
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Sensors [18] are another example that may bene�t from quickly deployed networks that can monitor

the environment and/or detect events.

� Capacity Improvement: In a single-hop network, the capacity available to each nodewill decrease

linearly with the size of the network. That is, given a channel bitrate of W and N nodes in the network,

the maximum available capacity per node will be W
N . In a seminal work on multihop wireless networks,

Gupta and Kumar [19] showed that the per node capacity in a multihop environment decreases with

the square root of the number of nodes (i.e.,O
�

Wp
N

�
). Thus, we can observe aO(

p
N ) improvement

in the available capacity per node by using multihop wireless networks (as compared with single hop

networks). Intuitively, this occurs because multiple communications can occur simultaneously among

non-interfering pairs of nodes.

However, despite their promise, there remain research challenges associated with multihop wireless net-

works. Some issues include improving reliability, increasing throughput, and providing incentives to e�ciently

share resources. In this dissertation we focus on two areas of importance: energy e�ciency and security.

As wireless devices are more widely used, clearly security and energy consumption are major concerns.

From an energy perspective, it is increasingly evident thatmarginal gains in battery energy density necessi-

tate energy e�cient protocols. In the security realm, growt h in the value and amount of information being

transmitted over wireless channels demands con�dentiality and integrity. Both are problems that need to be

addressed if ubiquitous wireless networks are to become a reality.

Energy E�ciency: The necessity of energy e�cient protocols for wireless devices is motivated by the fact

that battery capacity has improved at a much smaller rate than that of other wireless device components.

This trend is quanti�ed in Table 1.1, that shows the relative improvement over a decade of various laptop

components. While all of the other major components of the laptop showed one to three orders of magnitude

improvement, the battery energy density increased by only adisappointing factor of less than three. The

problem of available energy is further exacerbated by trends toward smaller devices (e.g., cell phones, sensors,

lightweight laptops) which will have less available physical space for batteries. Thus, it is safe to assume

that energy-constrained devices are a reality for the foreseeable future and that wireless protocol designers

must cope with this rather than hoping for Moore's Law improvements in available energy.

In this work, we aim to reduce the energy consumption of the wireless networking interface by modifying

network protocols. Table 1.2 shows an experimental energy breakdown, by component, for data tra�c on

a laptop and voice tra�c on a cell phone. From this, we see that reducing the wireless interface energy

consumption is only one aspect of a comprehensive solution towards energy e�cient wireless devices that

2



Table 1.1: Improvement of various laptop components between 1990 and 2001 [20{22].

Laptop Component Relative Improvement from 1990 to 2001
Disk Capacity 1200�

CPU Speed 393�
Available RAM 128�

Wireless Transfer Speed 18�
Battery Energy Density (J/kg) 2.7�

also requires research in the areas of architecture, operating systems, and application design [23]. Though

our design techniques are applicable to multihop wireless networks in general, we note that our work is

particularly bene�cial for devices with no display (e.g., sensors) or small displays (e.g., cell phones, iPods,

PDAs). Table 1.2 shows that the wireless interface energy consumption of such devices can account for over

60% of the device's overall energy usage.

Table 1.2: Fraction of energy used by device components for di�erent hardware and tra�c [24].

Data Tra�c on a Laptop Voice Tra�c on a Cell Phone

Display 45% 2%
Transmit 5% 24%

Receive/Idle 10% 37%
CPU 40% 37%

Wireless interfaces often have four power levels corresponding to the following states: transmitting,

receiving, listening, and sleeping. Typically, the power required to listen is about the same as the power

to receive. The power to transmit is generally slightly higher than the receive/listen power. However, the

sleep power is usually one to four orders of magnitude less than the receive/listen power. For Mica2 Mote

sensors [25], these power levels are shown in Table 1.3. Thus, to save energy, the interface should sleep as

much as possible when it is not engaged in communication.

Table 1.3: Characteristics of a Mica2 Mote radio [25].

Radio State Power Consumption (mW)
Transmit 81

Receive/Idle 30
Sleep 0.003

Motivated by the large reduction in energy consumption that is possible from entering the sleep state,

we focus onpower save protocols. Our work looks at three techniques to improve energy e�ciency in power

save protocols:
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� Carrier Sensing for Energy-E�cient Signaling: Many power save protocols wastefully check for wake-

up signals by listening to the channel on the order of the timeit takes to receive a packet. In Chapter 3,

we explore the use of carrier sensing to reduce the energy consumption of such protocols.

� Adaptive Energy-Saving Protocols:A common design used in both 802.11 [7] and sensor protocols [3,26]

is to use �xed listening and sleeping intervals regardless of the network environment. Building on our

previous work [27{29], in Chapter 4 we propose methods to dynamically adjust these intervals in

response to indicators such as the sending rate and desired latency.

� Energy-E�cient Broadcast Dissemination: Prior to our work, doing a broadcast 
ood in a power save

network gave a designer only two choices: a low-latency, high-energy 
ood or a high-latency, low-energy


ood. We provide a framework to allow more �ne-grained control where the broadcast latency can be

lowered to a desirable level without immediately resortingto the highest energy state. Thus, devices

can save more energy while still providing an acceptable latency for a broadcast dissemination.

Security: Multihop wireless networks give rise to a new set of securityand privacy issues. The most

obvious di�erence is the ease with which the channel can be eavesdropped. With wired networks, it takes

signi�cantly more skill to �nd and access a network cable, splice it, and interpret its signals. With wireless

networks, even so-called \script kiddies" with little hack ing expertise can download programs to tap the

wireless channel and view packets [30,31].

This real-world implications of this problem were greatly exacerbated when a fundamental 
aw was

discovered in 802.11's security protocol, WEP, by Fluhrer,Mantin, and Shamir [32] that allows the network

key to be discovered by sni�ng encrypted packets. A popular implementation of this attack, AirSnort [33],

requires about 5-10 million packets to be overheard to crackthe key, but other tools, such as aircrack [34] use

statistical methods to signi�cantly reduce this number to t he order of hundreds of thousands of packets on

average. Additionally, these tools can use packet injection techniques to actively force a vulnerable network

to generate more packets for collection. Even with the WPA protocol that replaces WEP, many users remain

vulnerable to standard dictionary-based password attacksthat circumvent encryption.

A second issue with multihop wireless networks is that devices may be pushed farther away from a

trusted infrastructure. Thus, protocols must allow nodes to establish security among neighbors and multihop

endpoints without having a direct connection to a trusted entity.

Finally, the resource constraints of many devices may require new techniques to provide security and

privacy. On wired networks, public-key cryptography has been extremely e�ective in creating a secure
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system of communication. However, the hardware used for sensors may have the resources to do only

symmetric key operations which are orders of magnitude moree�cient.

Our work looks at the problem of key distribution in the context of wireless sensor networks where

devices are resource-constrained, can do only symmetric key cryptography, and cannot communicate with

a trusted source after deployment. Shared keys are fundamental in providing con�dentiality and integrity

of data packets in such systems. In Chapter 6, we proposeleveraging the channel diversity available in

wireless networks for key distribution. Our work exploits the underlying wireless channel diversity to address

the problem. In doing so, our key distribution protocol e�ectively addresses drawbacks in connectivity and

attacker resilience of previous techniques. Additionally, we look at using path diversity to further improve

security.

1.1 Main Contributions

The main contributions of our work are as follows:

� We propose carrier sensing techniques to improve the energye�ciency of power save protocols and

demonstrate its use with both in-band and out-of-band protocols (these terms will be de�ned in Chap-

ter 2).

� We propose adaptive sleeping and listening for in-band protocols to reduce energy consumption. This

compliments our earlier work of adaptive sleeping for out-of-band protocols [27{29].

� We propose a probabilistic approach for broadcast dissemination that allows a tradeo� in energy, la-

tency, and reliability. This gives users �ne-grained control of these metrics to reduce energy consump-

tion while maintaining a desired latency and reliability. W e implemented our protocol in TinyOS [11]

to demonstrate its e�ectiveness on sensor hardware.

� We propose using the underlying channel diversity to improve security in resource-constrained networks.

We design a protocol for symmetric key distribution that imp roves connectivity and resilience to

adversaries when compared with previous work.

1.2 Dissertation Outline

In Chapter 2, we review past work related to our dissertation. In Section 2.1, we discuss power save

protocols and describein-band, and out-of-band protocols. In Section 2.2, we give an overview of protocols
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for the e�cient propagation of broadcasts. Section 2.3 reviews work in symmetric key distribution for sensor

networks.

In Chapter 3, we propose carrier sensing techniques to improve energy e�ciency. In particular, we observe

that the energy nodes spend listening to detect a signal to wake up can be signi�cantly reduced by using the

carrier sensing capabilities. We demonstrate how this technique can be used to augment both synchronous

and out-of-band protocols.

Chapter 4 explores methods of adaptive energy saving. By dynamically adjusting listening and sleeping

intervals, we reduce the energy consumption of in-band protocols (our previous work addressed adaptive

techniques for out-of-band protocols [27{29]). We look at both link layer and network layer protocols.

In Chapter 5, we quantify the e�ects on energy-saving on the latency and reliability of applications which

propagate information via multihop broadcast. We develop asimple, lightweight protocol that can augment

existing power save protocols to achieve a desired tradeo� among energy, latency, and reliability. This allows

broadcast propagation to be energy e�cient while still achieving a desired latency and reliability. We also

describe our implementation of the protocol in TinyOS [11].

In Chapter 6, we develop a protocol for symmetric key distribution to address security in multihop

wireless networks. Our approach leverages the underlying channel diversity to create pairwise symmetric

keys that, with high probability, are known to only the two co mmunicating nodes. Our results demonstrate

that the protocol performs well in connectivity and resilience to adversary devices.

Chapter 7 concludes the dissertation and o�ers some directions for future work.
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Chapter 2

Related Work

In this chapter, we discuss related work for power save and key distribution in multihop wireless networks.

In Section 2.1, we give an overview of the power save problem and de�ne in-band and out-of-band protocols

in Section 2.1.1. In Section 2.1.2 and Section 2.1.3, we focus on related work for our carrier sensing and

adaptive energy saving techniques, respectively. Section2.2 reviews previous work in e�cient broadcast

propagation. We discuss key distribution in sensor networks in Section 2.3.

2.1 Power Save Protocols

The fundamental question power save protocols seek to answer is: When should a radio switch to sleep mode

and for how long? In Section 2.1.1, we broadly categorize protocols as eitherin-band or out-of-band. In-band

protocols do all wake-up signaling on the data channel. By contrast, out-of-band protocols use a separate,

orthogonal channel to do the wake-up signaling.

We note that the focus of this dissertation is on power save protocols to reduce idle listening energy.

A vast area of research exists in energy e�cient wireless transmission (e.g., power control, physical layer

encoding) that is independent from our work. We do not discuss these techniques in this work, but refer

interested readers to [35{38] and references therein for discussion of these techniques.

2.1.1 Taxonomy

In-Band Protocols: These protocols use one channel for both wake-up signaling and data communica-

tions. The most obvious advantage to this approach is that devices only need one half-duplex channel, which

is available on any wireless device. A disadvantage is that the signaling overhead may now interfere with data

communication. Protocols in this class can be sub-categorized assynchronousor asynchronousas described

below.
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� Synchronous Protocols: Nodes schedule a time in the future to wake up. The scheduled time can be

absolute (e.g., using synchronized clocks to wake up at certain epochs) or relative to some event (e.g.,

a node wakes upT seconds after the last packet reception). One example [7] isIEEE 802.11's Power

Save Mode (PSM) where all nodes wake up and remain on for a �xedtime at the start of each beacon

interval. Another example [27{29] is two communicating nodes that wake up T seconds after the last

packet reception andT is adjusted dynamically based on tra�c patterns.

Protocols that require global synchronization need some external synchronization mechanism. If

available and operating in the proper environment (e.g., outdoors), GPS could be used for this pur-

pose. For a survey of other synchronization protocols, see [39]. Recent synchronization protocols for

sensors [40] demonstrate precision on the order ofa microsecond. For the purposes of our work, we

assume that some such external mechanism is available.

� Asynchronous Protocols: Nodes wake up independently according to their own scheduleand try to

discover other nodes that are also awake. When the wake-ups of two nodes overlap, they can com-

municate. For example [41,42], nodes may choose deterministic schedules to guarantee overlap within

a bounded latency. Another example [43, 44] is nodes that wake up non-deterministically such that

overlap is within a bounded time with high probability.

Generally, these techniques are orthogonal. For example, anode could use an asynchronous protocol

to discover neighbors and, after discovery, use a synchronous protocol to schedule subsequent wake-ups.

Similarly, an out-of-band protocol (described later in this section) could be used to wake up a neighbor to

send the �rst data packet and synchronous wake-ups could be scheduled for later packets (see [27{29] for an

example of this combination of techniques).

We begin by describing 802.11 PSM [7]. Most of our work on in-band protocols focuses on improving

the 802.11 PSM design. The reasons for this are two-fold. First, it has the most complete speci�cation of

any open standard power save protocol. Second, almost any protocol that schedules a wake-up time when

a node and all of its neighbors will be awake bears a strong resemblance to 802.11 PSM's design. As an

example, S-MAC [45], a synchronous wake-up protocol for sensors, basically uses the same design as 802.11

PSM with minor di�erences. So, the 802.11 PSM design is versatile and is the basis for many synchronous

protocols.

In 802.11 PSM [7], nodes are assumed to be synchronized and awake at the beginning of eachbeacon

interval. After waking up, each node stays on for a period of time called the Ad hoc Tra�c Indication

Message (ATIM) window. During the ATIM window, since all nodes are guaranteed to belistening, packets
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that have been queued since the previous beacon interval areadvertised. These advertisements take the

form of ATIM packets. More formally, when a node has a packet to advertise, it sends an ATIM packet

to the intended receiver during the ATIM window (following I EEE 802.11's CSMA/CA rules). In response

to receiving an ATIM packet, the destination will respond wi th an ATIM-ACK packet (unless the ATIM

speci�ed a broadcast or multicast destination address). When this ATIM handshake has occurred, both

nodes will remain on after the ATIM window and try to send thei r advertised data packets before the next

beacon interval (subject to CSMA/CA rules). If a node remains on after the ATIM window, it must keep

its radio on until the next beacon interval [7]. If a node doesnot send or receive an ATIM, it will enter

sleep mode at the end of the ATIM window until the next beacon interval. This process is illustrated in

Figure 2.1. The dotted arrows indicate events that cause other events to occur. NodeA sends a data packet

to B , while C, not receiving any ATIM packets, returns to sleep for the rest of the beacon interval.
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Figure 2.1: IEEE 802.11 IBSS power save mode [7].

S-MAC [45] is similar to 802.11 PSM, but with some modi�cations speci�cally for sensor networks. It

reduces energy consumption at the expense of fairness and latency. S-MAC uses a simple scheduling scheme

to allow neighbors to sleep for long periods and synchronizewake-ups. A group of nodes synchronize by one

node broadcasting a duration of time it will be awake. After this period, the node will sleep for the same
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amount of time. Each node will follow this sleep/awake schedule also and broadcast it to their neighbors. If

a node receives two di�erent schedules, it will remain awakeaccording to both schedules. In S-MAC, nodes

enter sleep mode when a neighbor is transmitting and fragment long packets to avoid costly retransmissions.

After each fragment, an ACK is sent by the receiver so that nodes waking up in its vicinity will sense the

transmission.

TRAMA [46] uses TDMA to schedule queued packets. The TDMA scheduling is done based on an

election algorithm within a node's two-hop neighborhood to ensure that every node has a slot to transmit

data to its receiver while avoiding collisions. Also, when anode does not have anything to send in its assigned

slot, other transmitters may use the slot.

Other protocols use TDMA to schedule \
ows" of data packets [47, 48] where periodic 
ows try to �nd

slots to transmit data at regular intervals without interfe ring with existing 
ows. Thus, in these protocols, the

wake-up procedure requires the sender/receiver pair to wake up during a slot when they will have exclusive

access to the medium. In both [47] and [48], non-interferingslots are discovered listening to the beginning

of a slot for transmissions. If no transmission is detected within a speci�ed time, a node can claim the slot

for its 
ow. Then, in subsequent cycles, the node can always transmit a packet in that slot without other

nodes interfering.

In the asynchronous protocol presented in [42], nodes choose their awake times such that they are guar-

anteed to overlap with each neighbor's awake time within a bounded time period. In [42], three protocols

are proposed that allow neighbors to advertise to each otherby guaranteeing some overlap in their awake

windows. The �rst protocol calls for nodes to be awake for at least half of each beacon interval and alternate

their advertisement windows at the beginning and end of intervals. This guarantees overlap but requires

signi�cant energy consumption. The second approach requires the nodes to stay awake for a long active

interval only once every T beacon intervals. During the other T � 1 intervals, the node will wake up for

only the duration of an advertisement window. The �nal appro ach is quorum-based. In this approach, each

node picks 2n � 1 out of n2 intervals (where n is a speci�ed value) in such a way that at least two chosen

intervals are guaranteed to overlap with a neighbor's. Eachchosen interval, the node will stay awake for the

entire interval. During the other intervals, the node will s tay awake for only an advertisement window. The

authors note that broadcast is still di�cult in such a scheme . Also, these methods require all nodes to have

the same advertisement window and beacon interval lengths.

In [41], a deterministic protocol for neighbor discovery ispresented. Sleep schedules are chosen such that

every pair of neighbors is guaranteed to overlap for at leastone slot. Thus, if a node is awakeX out of Y

slots, energy consumption is reduced and all neighbors can contact each other within Y slots to synchronize
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their communication.

In [44], a non-deterministic approach is used for neighbor discovery. Nodes wake up probabilistically

in each slot and can communicate only with other nodes that are also on in that slot. Thus, this is a

nondeterministic protocol where a node is awake for randomly chosenX time slots out of Y (where X � Y ).

Each node enters a listen or transmit mode with a speci�ed probability such that, with high probability,

neighbors will discover each other over some time interval.

The protocol in [43] is based on continuum percolation theory. Packets are broadcast throughout a

network of nodes following independent sleep schedules. A packet sender broadcasts a packet until most of

its neighbors are likely to have received the packet with high probability.

Out-of-Band Protocols: In this domain, a node's data radio sleeps until an out-of-band channel alerts it

to wake up. An example [49,50] is a low-power radio idly listening on a separate, wake-up channel. Another

example [2, 3] is a wake-up radio that periodically idly listens to the channel. In both examples, when a

wake-up signal is detected, the data radio turns on. The out-of-band channel is non-interfering with respect

to the data channel. The disadvantage of this approach is thehardware complexity and potentially increased

bandwidth usage. However, the advantage is that no coordination is required to avoid interfering with data

packets and that the wake-up radio may be designed to use lesspower than the data radio.

Examples of out-of-band protocols include PicoRadio [49,51{53] which uses a low-power hardware device

to serve as a wake-up channel with a low idle listening cost. AMAC protocol has been designed that allows

nodes to wake up a neighbor when data needs to be sent. When a node wishes to send data, it encodes the

neighbor's receiving channel in a beacon on the wake-up channel. The nodes then communicate over the

high powered data channel of the receiver. This design uses aCDMA scheme that requires each neighbor

within a 2-hop range to be assigned a unique channel and discover and maintain the channel IDs for each

1-hop neighbor, which is di�cult in a distributed setting. A lso, the channel ID is encoded in the wake-up

signal, which increases the hardware complexity. Table 2.1shows the target speci�cations for the PicoRadio

hardware.1

Similar to PicoRadio, in [54] as well, a hardware design for awake-up radio is presented. A wake-up

channel is also used in [50]. Here, a low-power radio is integrated with a PDA. The protocol is implemented

from o�-the-shelf hardware. The devices register their presence with a server via a proxy. When another

node wishes to communicate, the proxy will send a short wake-up packet over the low power, low bit rate

1These values were obtained in an email correspondence with B rian Otis, while he was at the University of California{
Berkeley.
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Table 2.1: Target speci�cations for PicoRadio hardware.

Wakeup Radio Data Radio

Transmit Power ( � W) 1000 1000
Receive/Idle ( � W) 50 1000
Sleep ( � W) | 0
Bitrate � 100 bps 50 kbps
Range (m) 10 10
Transition Energy, sleep ! idle | 1 � s � 1 mW
Transition Energy, idle ! sleep | 1 � s � 0 mW

channel. This will cause the high powered radio to turn on so that data communication can begin. However,

this protocol is designed for systems with centralized access points or proxies.

In [55], paging interfaces are used so a base station can wakeup certain nodes when it has data to send.

Here a base station uses RFID tags to wake up devices that could be in any one ofL sleep states. Each

sleep state uses less power in steady state, but requires more delay and power when transitioning to the fully

awake state. A device will remain in a power save state at least long enough to get a positive energy gain

before transitioning to the next lower power state. The basestation tracks this cycle for each device and

when it has data to send, it waits as long as possible before waking the device and transmitting subject to

QoS requirements. When the base station wishes to wake a device up, it pages all devices in that current

sleep state. The non-target devices in the paged sleep statewill then start the sleep cycle again once they

determine that the data is not for them. This allows the size of the paging message to be on the order of

the number of sleep states instead of the number of nodes.

Another work [56] uses out-of-band channels to pipeline wake-ups. This allows a node receiving a data

packet to start waking up the next node on the path using the out-of-band channel. Thus, the data reception

and wake-up process occur in parallel.

STEM and STEM-BT [2, 3] are also out-of-band wake-up protocols. In Chapter 3, we propose carrier

sense techniques can be applied to these protocol. Thus, we defer a detailed description of these protocols

to Section 3.2.1.

The PAMAS protocol [57] adapts basic mechanisms of IEEE 802.11 [7] to a two-radio architecture.

PAMAS allows a node to sleep to avoid overhearing a packet intended for a di�erent destination or to avoid

interfering with another node's reception by transmitting . The control channel is used to exchange RTS/CTS

packets, emit busy tones to eliminate interference, and probe ongoing communications for their duration.

Whenever a node awakes and detects another transmission, itcan probe the control channel to determine

how much longer this transmission will continue. Unlike our work, it ignores the idle listening problem.
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2.1.2 Carrier Sense Techniques

The idea of preamble sampling has been used with B-MAC [26]. The basic idea of preamble sampling is that

the packet preamble is long enough to be detected by all nodesthat are periodically sampling the channel

in between sleep periods (i.e., the preamble must be slightly longer than the sleep time between sampling

periods). When sleeping nodes sample the channel and detectthe preamble, they remain on to receive the

entire packet.

WiseMAC [58] improves on B-MAC by having nodes store the nextsampling time of a node with which

it is sending packets. Thus, after accounting for the maximum clock drift since the last packet was sent,

a node can usually transmit a much shorter preamble than is required by B-MAC and, therefore, greatly

improves energy consumption. While preamble sampling is similar to one of our proposed carrier sensing

techniques in Section 3.1, some key di�erences are discussed in Section 3.1.2.

2.1.3 Adaptive Energy-Saving Techniques

Most adaptive protocols try to adjust sleeping and/or listening intervals based on tra�c in the network.

Another class of adaptive power save protocols adjust in response to the topology. We primarily focus on

the tra�c-based approaches because they relate closely ourwork. However, at the end of this subsection,

we mention the topology-based research.

In Table 2.2, we give classify our previous work [27{29] in relation to our work in this dissertation.

In [27{29], we used synchronous wake-ups to adaptively sleep in an out-of-band protocol. Nodes engaged

in communication schedule times in the future to wake up based on past tra�c patterns. In our proto-

cols [27{29], nodes dynamically adapt to changing tra�c rat es try to minimize energy consumption for their

communication. The adaptive listening techniques from Section 4.1 could be applied to our previous work

as well.

Table 2.2: Classi�cation of our work.

Adaptive Listening Adaptive Sleeping

In-Band Section 4.1 Section 4.2
Out-of-Band Techniques from Section 4.1 applicable Our previous work [27{29]

In [59], it is shown that the static ATIM window of 802.11 PSM d oes not work well for all tra�c loads.

Intuitively, higher tra�c loads need larger ATIM windows. T his observation motivates our adaptive design

in Section 4.1 that dynamically adjusts the ATIM window.
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Other works have also proposed dynamic ATIM window adjustment. DPSM [60] is designed for single-

hop networks (i.e., WLANs) and uses indications such as the listening time at the end of the ATIM, the

number of packets pending for a node, and the number of packets that could not be advertised in the previous

beacon interval. Unlike our work, this protocol adjusts the current ATIM window based on tra�c in past

beacon intervals. By contrast, our protocol adjusts the current ATIM window based on the tra�c in the

current beacon interval. IPSM [61] is similar to our work in t hat the ATIM window ends when the channel

is idle for a speci�ed amount of time. However, IPSM works in only single-hop networks since it relies on a

node and all its neighbors having a consistent view of channel activity. Unlike DPSM and IPSM, all of our

protocols are designed for multihop networks.

In TIPS [62], the ATIM window is divided into two slots. If a be acon packet is received during the �rst

slot, it indicates that nodes should stay on to receive ATIMs later in the ATIM window. If the �rst beacon

packet is not received until the second slot, then the node can return to sleep since no more advertisements

will follow. In our work, carrier sensing is used as an indication that nodes should remain on longer. The

time it takes to carrier sense is usually much shorter than the time it takes to access the channel and send

an entire packet. Additionally, TIPS uses only static ATIM w indow sizes whereas our techniques allows

dynamic adjustment of the window.

T-MAC [63] extends S-MAC by adjusting the length of time sensors are awake between sleep intervals

based on communication of nearby neighbors. Thus, less energy is wasted due to idle listening when tra�c is

light. In the T-MAC work, the authors refer to the early sleepingproblem that occurs when a node returns

to sleep when one of its neighbors has data to send to it but is deferring to another sender. Essentially,

this early sleeping problem is the main problem that we address in Section 4.1. The two techniques that

T-MAC proposes to address the problem are not applicable to advertisement windows. One reason is that

T-MAC is designed for relatively large data packets and relies on short RTS and CTS control packets to

address the early sleeping problem. By contrast, since the ATIM and ATIM-ACK packets exchanged in the

advertisement window are about the same size as RTS and CTS packets, it would be a signi�cant increase

in overhead to precede the ATIM/ATIM-ACK handshake with RTS and CTS packets. Also, T-MAC results

in an increase in energy consumption to improve throughput. In our work, we prefer reducing energy

consumption over increasing throughput. Our work addresses the early sleeping problemwithout inducing

any extra control overhead (since the ATIM/ATIM-ACK packet s are already small) and is designed to reduce

energy consumption, not improve throughput.

In [64, 65], modi�cations are made to S-MAC to reduce the multihop delay of packet forwarding. Also

in [64], a global scheduling algorithm is developed for S-MAC to converge to one sleep schedule in the
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network. The carrier sensing techniques in Section 3.1 could be used to complement the S-MAC protocols.

In [66], a protocol is proposed that works with on-demand routing and uses 802.11's PSM when a node

is not engaged in sending, receiving, or forwarding data. When a node is communicating, soft-timers are

used to transition the node to an idle listening mode that reduces latency and preserves throughput better

than using only 802.11's power save. However, the timers do not adjust to the tra�c rate, so if tra�c is not

frequent enough to refresh the timers, the bene�ts of the protocol are lost. Nodes must promiscuously listen

to the packets of neighbors to determine if they are disconnected or in power save mode. In this sense, the

protocol does a coarse-grained form of adaptive sleeping based on whether a node is forwarding tra�c. Our

approach in Section 4.2 takes a much more �ne-grained adaptive sleeping approach based on the desired

latency of an application. TITAN [67] extends the work from [66]. In TITAN, route requests are delayed by

sleeping nodes to allow the route discovery procedure to favor nodes that are already in the idle listening

state. This helps reduce the overall energy consumption in the network.

LISP [68] is an extension to 802.11 PSM where nodes try to predictively remain on after the ATIM

window to forward multihop tra�c at a lower latency. When a no de is scheduled to sleep at the end of

an ATIM window, it may remain on based on correlations between overheard ATIM-ACKs and previous

ATIM/ATIM-ACK handshakes. Our adaptive sleeping techniqu e, on the other hand, attempts to achieve a

latency bound while still conserving as much energy as possible.

In [69], ESSAT is designed to handle Constant BitRate (CBR) tra�c in sensor networks. In particular,

ESSAT predictively wakes up downstream neighbors based on past reception times for CBR 
ows. The wake

up times are adjusted when phase shifts occur in the 
ow due topacket loss and contention. Our protocols

are designed for tra�c that is not necessarily CBR.

Topology Adaptive Protocols: Another common strategy is for nodes to remain awake based ontheir

local topology and/or tra�c [70, 71]. Work in this area inves tigates how a subset of the nodes in a system

can enter a low power state without signi�cantly degrading the performance achievable if all nodes were to

remain in high power mode.

The AFECA algorithm [72] allows nodes to sleep based on the size of their neighborhood. If node density

is large, then more nodes can sleep without greatly increasing the latency of data 
ows. GAF [71] assumes

the nodes have some location information and form virtual grids. The size of the grids is chosen such that

the nodes in two adjacent grids are equivalent with respect to forwarding packets. Then, within each grid,

a discovery protocol tries to ensure that most of the time onenode remains active while the rest enter a

low-power state. As mobility increases, the discovery process should be more frequent.
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The goal of SPAN [70] is to save energy while not degrading thelatency and throughput achievable

in 802.11 without power save mode. This protocol operates between the MAC and routing layers. The

system allows all nodes to enter power save mode except for elected coordinators. At the MAC layer, nodes

periodically exchangehello messages that contain its set of neighbors, coordinators, and whether it is a

coordinator. Nodes will then elect themselves coordinators if their neighbors would get better connectivity

by it doing so. A random delay is introduced before nodes declare themselves coordinators. This delay varies

inversely with the amount of connectivity that would be achieved and inversely with the amount of energy

remaining at the node. For fairness, the coordinators will periodically withdraw.

2.2 E�cient Broadcast Propagation

Broadcast is prevalent in wireless networks as a means to propagate information. The application on which

we focus in testing our protocol in Chapter 5 is code distribution, whereby a source periodically sends out

patches for sensors to apply to their software. In [73], the authors demonstrate a software architecture to

allow the application of such updates. In other works [74{76], the focus is on reducing the 
ooding overhead

for disseminating code updates. In our work, we look at the e�ects on energy-saving on the reception

rate of code updates. Other applications of multihop broadcasts include route discovery in ad hoc routing

protocols [77,78] and querying for sensor data [79].

One popular method for reducing the overhead of broadcast isto form a backbone in the network where

only certain nodes forward data [80{82], which can reduce overhead. Another method, which is most similar

to our work in Chapter 5, is probabilistic broadcast [83{85], where nodes only forward a broadcast with

some probability, p. By doing this, the broadcast is capable of reaching most of the nodes in the network

while reducing the overhead. This is based on the observation that a broadcast 
ood typically has a high

level of redundancy [86]. In our protocol, we try to use this redundancy to reduce theenergy consumed by

the broadcast.

2.3 Symmetric Key Distribution

In Chapter 6, we propose a novel method of symmetric key establishment for a sensor network that uses

channel diversity, as well as spatial diversity, to create link keys for one-hop neighbors. Given this protocol,

we characterize the tradeo�s that arise in energy and security. Establishing such keys is important because

public keys are too computationally intensive for many sensors. Sharing a symmetric key with neighbors
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allows for secure aggregation as well as transmitting data used to authenticate hash chains, for example. In

this section, we give an overview of �ve approaches to the problem.

Trusted Intermediary: This approach is similar to that of Kerberos [87], which is used widely on wired

networks. Every node shares a secret symmetric key with a trusted intermediary that is loaded before

deployment. The key establishment protocol requires two sensors that wish to establish a pairwise key to

communicate with the trusted intermediary to create the key. SPINS is an example of this approach [88]

A disadvantage of this approach is that the server may becomea bottleneck in large networks and that the

trusted intermediary must be online whenever key establishment is desired.

Key Predistribution: Eschenauer and Gligor [89] were among the �rst to consider key predistribution for

sensor networks. In their work, referred to here as the basicscheme, sensors are loaded with randomly chosen

keys out of a master key pool before deployment. After deployment, a sensor can securely communicate with

its neighbors if it shares at least one key in common with the neighbor. Chan et al. [90] extend the basic

scheme to require neighbors to shareq keys in common before a link is possible. This improves security at

the cost of decreased connectivity. Their work also proposes the idea of using multiple node disjoint paths

to strengthen security. This is a di�erent form of diversity than what we propose, but demonstrates how

the concept can improve security in diverse path selection.Other schemes propose that keys be distributed

deterministically based on a sensor's ID [91,92].

Du et al. [93] adapt a key predistribution scheme originallyproposed by Blom [94] for sensor networks by

using �nite �elds to generate multiple key spaces that can be randomly deployed to sensors. Liu et al. [95]

extend a key distribution method proposed by Blundo et al. [96] that uses polynomial based distribution

methods.

In Section 6.5.1, we discuss the advantages and disadvantages of our approach compared with key pre-

distribution.

Transitory Keys: The LEAP architecture [97] provides a method of establishing pairwise keys provided

sensors cannot be compromised during a short initialization phase after deployment and the sensor hardware

that can be trusted to completely erase a master key after initialization. Thus, the master key is transitory

at each device and only available during the initialization. Some disadvantages of this approach are that (1)

if a node is compromised during the initialization period, the entire network may be compromised and (2)

the low-end sensor hardware must ensure that the master key is erased from memory such that recovery is

not possible.
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Public Key Exchange: Public key exchanges to generate the symmetric keys for bulkencryption are

used in many Internet protocols (e.g., IPsec). The Di�e-Hel lman key exchange [98] and Elliptic Curve

Di�e-Hellman (ECDH) [99] are two widely used protocols designed for this purpose. The primary reason

for not using such protocols in sensor networks is the large computational overhead incurred by asymmetric

key cryptography when compared with symmetric key protocols. However, elliptic curve cryptography has

been implemented in TinyOS [100, 101]. In Table 2.3, we give the performance metrics for the two Mica2

Mote public key implementations of which we are aware, EccM 2.0 [100] and Sizzle [101].

Table 2.3: Performance of public key exchange implementations on Mica2 Motes.

EccM 2.0 [100] Sizzle [101]

Key Size (bits) 163 160
Bits of Security a 80 80

RAM Usage (KB) 1.03 3.08
ROM Usage (KB) 33.5 60
ECDH Time (s) 34.173 3.8

a \An algorithm that has a ` Y ' bit key, but whose strength is compa-

rable to an ` X ' bit key of such a symmetric algorithm is said have a

`security strength of X bits' or to provide ` X bits of security'. Given

a few plaintext blocks and corresponding cipher, an algorit hm that

provides X bits of security would, on average, take 2 X � 1T of time

to attack, where T is the amount of time that is required to per-

form one encryption of a plaintext value and comparison of th e

result against the corresponding ciphertext value." [102]

While computationally expensive, this approach may be acceptable in long-lived sensor networks where

the cost of the key exchange is amortized over the lifetime ofthe sensors. We are unaware of any rig-

orous quantitative analysis comparing the public key exchange implementations with pure symmetric key

approaches in security, performance, and memory usage. We believe that the research community could

greatly bene�t from such a detailed comparison. In the absence of such results, our work explores a pure

symmetric key exchange approach.

Broadcasting Plaintext Keys: The work that is most similar to ours is that of Anderson et al. [6]. The

protocol is based on the assumption that the number of adversary devices in the network at the time of

key establishment is small (in their results, less than 3% ofthe nodes are adversaries). Thus, during the

initialization phase, a sensor,u, will broadcast a randomly generated plaintext key, ku , that is overheard

by all its one-hop neighbors (including adversaries). Eachone of u's neighbors replies with the message
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f v; kuv gku , wherev is the ID of the neighbor and kuv is a pairwise key randomly generated byv.2 After this

exchange,u and v use keykuv for communication. Power control is used to reduce the number of devices

that overhear the key exchange.

In Section 6.5.2, we discuss in detail the di�erences between our work and Anderson's. We brie
y

mention these di�erences here. First, our protocol is much more resilient to eavesdropping by attacking

devices since we leverage channel diversity and use location diversity more.3 Second, a link cannot be

authenticated in Anderson's scheme sinceu or v has no way to verify the sender of the messages. In

contrast, we provide mechanisms that allow a trusted sourceto authenticate sensor IDs and broadcasted

keys. Refer to Section 6.5.2 for more details about these di�erences.

2We use the notation f M gk to indicate a message, M , encrypted using key k.
3We note that the goal in [6], unlike our work, is not to make it d i�cult for a nearby attacker to compromise a link or to

operate in hostile environments where there may be many adve rsaries.
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Chapter 3

Carrier Sensing for Energy-E�cient
Signaling

Many power save protocols described in Section 2.1 follow a common design where potential receivers peri-

odically awake to listen for some type of wake-up signal in between long periods of sleep. However, many

such protocols are ine�cient from an energy perspective in that this listening period is on the order of a

packet transmission time. The increase in energy consumption is particularly signi�cant in networks with

light tra�c, as might be expected in many sensor application s.1

Based on this observation, we propose using the carrier sensing capabilities that are available at the

physical layer to reduce the listening period for wake-up signals to be on the order of the time it takes to

detect the channel busy. This detection time is typically much smaller than a packet transmission time. In

this chapter, we demonstrate how this technique can be applied to both a in-band protocol (Section 3.1.1)

as well as out-of-band protocols (Section 3.2.5 and Section3.2.6).

3.1 Carrier Sensing for In-Band Protocols

In this section, we further discuss our proposed techniquesto leverage carrier sensing for energy e�ciency

and demonstrate their application to an in-band power save protocol. Speci�cally, we look at techniques

to improve the IBSS Power Save Mode(PSM) in IEEE 802.11 [7]. IBSS (Independent Basic Service Set)

is the protocol set for ad hoc networks. While the techniqueswe propose are tested with 802.11 PSM,

in Section 3.1.1 we discuss how they can augment other power save protocols. Our results show that the

proposed improvements to 802.11 PSM can greatly reduce energy consumption with little increase in the

average packet latency. Our carrier sensing protocol will be combined with an adaptive listening and adaptive

1We note that if tra�c is heavy in a network, then using any type of power save is generally not useful.
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sleeping scheme in Section 4.1 and Section 4.2, respectively. We defer the presentation of simulation results

to these sections.

3.1.1 Protocol Description

We use a short carrier sensing period preceding the ATIM window where nodes can indicate whether they

intend to advertise any data. Thus, when none of a node's neighbors are going to advertise any data, the node

can return to sleep without remaining on for the ATIM window. In Section 4.1.1, we further improve the

energy consumption of the protocol by allowing nodes that participate in the ATIM window to dynamically

adjust the size of their ATIM window. By using this technique , nodes that do not receive any ATIMs can

usually return to sleep sooner than if a static ATIM window size is used.

We make the assumption that the nodes in the network are time synchronized by some out-of-band

means. For example, the nodes may be GPS-equipped. Later, wediscuss modi�cations to the protocols to

handle some synchronization errors. Thus, the timing synchronization function (TSF) of 802.11 is disabled

and beacons are never sent. For consistency with the terminology in related work, we will still refer to the

time between ATIM windows as a \beacon interval" even though no beacons are sent.

From the description of 802.11 PSM in Section 2, we observe that it is possible that most beacon intervals

have no packets to be advertised. In this case, the ATIM window needlessly wastes energy. However, when

tra�c is queued at the beginning of a beacon interval, nodes need a mechanism to advertise their packets.

Thus, the ATIM window concept cannot be completely removed. What is needed is a energy-e�cient binary

signal so that a node can let neighbors know when it has tra�c to advertise and, hence, an ATIM window

is needed for that beacon interval.

For this purpose, we proposeCarrier Sense ATIM (CS-ATIM) that adds a short carrier sensing period

at the beginning of each beacon interval as shown in Figure 3.1. The basic idea is that the time it takes to

carrier sense the channel busy or idle,Tcs, is signi�cantly smaller than the ATIM window, Taw . Rather than

every node waking up forTaw at the beginning of every beacon interval, the nodes will wake up for only Tcs

at the beginning of every interval when no packets are to be advertised in their neighborhood. When packets

are to be advertised, the nodes will wake up for an entire ATIMwindow after the carrier sensing period.

Using Figure 3.1, we will explain how CS-ATIM works. The shaded regions in Figure 3.1 indicate that

a node is transmitting a packet. At time t0, no packets are to be advertised so all nodes wake up forTcs

time and return to sleep when the channel is detected idle. Attime t1, the nodes wake up for the start of

the next beacon interval. This time, node A has a packet to advertise, so it transmits a \dummy" packet

to make the channel busy. When nodesB and C �nish carrier sensing the channel at time t1 + Tcs, the
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Figure 3.1: CS-ATIM protocol ( Tcs and Taw are not drawn to scale).

channel is detected busy because ofA 's packet transmission. Thus, all nodes who carrier sensed the channel

busy or transmitted a \dummy" packet will remain on for an ATI M window of length Taw after the carrier

sensing period. During the ATIM window, A sends an ATIM to B and B replies to A with an ATIM-ACK.

Because of this exchange,A and B will remain on for the rest of the beacon interval. BecauseC did not

send or receive an ATIM during the ATIM window, it returns to s leep at the end of the ATIM window at

time t2. After the ATIM window, A and B exchange the data packet and corresponding ACK. At timet3,

a new beacon interval begins and all of the nodes return to sleep after carrier sensing the channel as idle.

The value ofTcs is chosen to be long enough to carrier sense the channel as idle or busy with a desired level

of reliability. According to the 802.11 speci�cation [7], t he clear channel assessment (CCA) for compliant

hardware must be less than 15� s. In our experiments, we use a much larger value forTcs to mitigate the

e�ects of short-term fading. The dummy packet transmitted b y a node with packets to advertise does not

contain any information that needs to be decoded; its only purpose is to cause other nodes to detect the

channel as busy. The advantage of not having information in the dummy packet is that multiple nodes can

transmit simultaneously, causing collisions at the receivers, without hindering the protocol. If a collision

occurs at the receiver, it can still detect the channel as busy and remain on for the ATIM window. In the

ATIM window, nodes use the standard 802.11 CSMA/CA protocol to send their ATIMs and ATIM-ACKs

while avoiding collisions. A node that transmits a dummy packet cannot carrier sense dummy packets being

sent by other nodes at the beginning of the beacon interval. However, this does not a�ect the protocol since
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a node stays on for the ATIM interval whenever it transmits a dummy packet or carrier senses the channel

busy.

From this description of CS-ATIM, clearly nodes can use signi�cantly less energy than 802.11 PSM

listening at the beginning of each beacon interval when no packets are to be advertised. When packets are

to be advertised, CS-ATIM uses only slightly more energy than 802.11 PSM because of the short carrier

sensing period. For packet latency, 802.11 PSM does slightly better than CS-ATIM. One reason is that

data packets that arrive after the carrier sensing period but before the end of the ATIM window may be

sent in the current beacon interval in 802.11 PSM. In CS-ATIM, such packets may have to wait until the

next beacon interval. Also, CS-ATIM has a slightly larger delay since the ATIM window does not end until

Tcs + Taw , whereas the 802.11 PSM ATIM window endsTaw after the beginning of the beacon interval.

With CS-ATIM, we note that carrier sensing for energy on the channel, as opposed to actually decoding

a packet, runs the risk that nodes may erroneously carrier sense energy that is due to interference in the

frequency band rather than the dummy packet transmission. In this case, a node remains on for the ATIM

window even though none of its neighbors sent a dummy packet.We refer to this as a false positive. In

Section 4.1.3, the e�ects of false positives on CS-ATIM are tested.

As mentioned, CS-ATIM can be adapted to operate in networks without perfect synchronization. We

assume that the node's clocks are always within � seconds of each other. Thus, � represents the maximum

error between the clocks ofany two nodes in the network. To handle synchronization errors,the following

changes are made to CS-ATIM:

� At the beginning of a beacon interval, a dummy packet is transmitted for 2� + Tcs time instead of Tcs

time.

� Nodes that do not have packets to advertise begin their carrier sensing period � time after the beginning

of the beacon interval (according to their local clock). Originally, these nodes would begin carrier

sensing immediately at the beginning of a beacon interval.

� For dummy packet transmitters, ATIM windows last for 2� + Taw time instead of Taw time. A node

is not allowed to transmit any ATIMs for the �rst � time of the A TIM window and the last � time

of the ATIM window. However, a node may send ACKs, ATIM-ACKs, and receive packets during the

entire 2� + Taw duration of the ATIM window.

� For nodes that sense a dummy packet, ATIM windows last for 3� + Taw time instead of Taw time.

Such a node may reply to any ATIMs that they receive during this 3�+ Taw period with ATIM-ACKs.
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To preserve the 
ow of the dissertation, we move the discussion of the correctness of these modi�cations to

Appendix A.

The basic idea from CS-ATIM can be adapted to other power saveprotocols besides 802.11 PSM. When-

ever a node is scheduled to listen in a power save protocol, itcan do carrier sensing at the start of its

scheduled wake-up time to determine if it can return to sleepbecause no nodes have data to send. For

example, in a TDMA protocol, nodes can carrier sense at the beginning of their scheduled slot and return

to sleep if no data needs to be sent.

3.1.2 Comparison with Preamble Sampling

We note that the technique described in Section 3.1.1 is similar to the preamble sampling used in protocols

such as B-MAC [26] and WiseMAC [58]. However, our proposed carrier sensing technique has some key

di�erences when compared with these preamble sampling protocols. The advantage of preamble sampling is

that it works in completely unsynchronized environments.2 However, because the nodes may transmit their

preamble at any time (which serves as the wake-up signal), the probability increases that the preamble will

collide with an ongoing data transmission (e.g., due to hidden terminals). By contrast, our protocol restricts

wake-up signals to a speci�c time when data packets are not being transmitted. Also, because the wake-up

signal in our protocol serves as only a binary indication of whether or not the channel is busy, interference

among wake-up signals is tolerable, as discussed in Section3.1.1. With preamble sampling, interference may

a�ect packet reception since the preamble may synchronize the bits of the incoming data packet.

Another disadvantage of preamble sampling is that broadcast, which is commonly used in wireless com-

munication, requires a large preamble transmission. In particular, the preamble must be slightly longer than

a beacon interval (which isat least on the order of tens of milliseconds and longer if less energyconsumption

is desired). This is the only way to ensure that all of a node'sneighbors are able to detect the preamble.

By contrast, in our protocol, the overhead for a wake-up signal is slightly longer than the time to reliably

carrier sense the channel (e.g., typically on the order of tens of microseconds) for both unicast and broadcast

packets.3 Thus, the well-known overhead problem associated with broadcast storms [86] is exacerbated by

the preamble sampling protocols whereas our protocol does not add any extra overhead to broadcast packets

when compared with unicast packets.

2WiseMAC [58] does require nodes to keep track of their last co mmunication time with each neighbor as well as the maximum
possible clock drift of the hardware.

3To do broadcast in our protocol, a dummy packet is transmitte d causing all of a node's neighbors to remain on for an ATIM
window. At this point, the transmitter can simply transmit a broadcast ATIM packet as discussed in Section 2.1.1 and foll ow
the standard 802.11 PSM protocol [7].
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3.1.3 Simulation Results

See Section 4.1.3 for CS-ATIM simulation results.

3.2 Carrier Sensing for Out-of-Band protocols

In this section, we demonstrate how carrier sensing can be applied to an out-of-band power save protocol.

An advantage of this technique is that, unlike synchronous protocols, no clock synchronization is needed.

Unlike asynchronous protocols, nodes do not have to probe the channel whenever they wake up (i.e., less

channel contention and control overhead). Also, out-of-band protocols have a deterministic bound on wake-

up latency, which is not true of asynchronous protocols withnon-deterministic schedules. However, tradeo�s

exist when using out-of-band protocols. One disadvantage is the increased hardware complexity and cost to

provide an extra wake-up channel. Also, the wake-up channelrequires extra bandwidth to avoid interference

with the data channel. Finally, the wake-up channel must be designed such that its monitoring does not

consume much energy. Obviously, the wake-up channel is of little use, from an energy perspective, if it

consumes a large amount of energy idly listening to the channel while the data radio is saving energy by

sleeping.

STEM [2, 3] and STEM-BT [3] (STEM Busy Tone) are out-of-band protocols that use periodic idle

listening on the wake-up channel. In this section, using carrier sensing, we identify ways to make each of

these protocols more e�cient.

3.2.1 Protocol Descriptions

In STEM [2, 3], a two-radio architecture achieves energy savings by letting the data radio sleep until com-

munication is necessary while the wake-up radio periodically listens according to a duty cycle. When a node

has data to send, it begins transmitting continuously on thewake-up channel long enough to guarantee that

all neighbors will receive the wake-up signal. STEM-BT [3] is a variant of STEM where the wake-up radio

uses a busy tone, instead of encoded data, for the wake-up signal. Both protocols are orthogonal to the data

radio MAC layer transmission scheduling scheme.

In this section, we describe the operation of STEM and STEM-BT. Based on this discussion, we make

some observations about how the protocols could achieve better energy e�ciency using carrier sensing. Based

on this, we present two new protocols, STEM-H and STEM-BT2, which reduce the energy consumption for

STEM and STEM-BT, respectively. For each of the protocols, we have two sub-protocols. One is the

transmitting sub-protocol, which is performed when a node has data to sendand tries to wake up the
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Figure 3.2: STEM protocol [2,3].
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intended receiver. The other sub-protocol is formonitoring ; typically, the nodes spend most of their time in

the monitoring state where they periodically listen to the wake-up channel to determine if a signal is being

sent and they need to wake up their data radio. In STEM and STEM-H, the wake-up radio must be able

to send and receive data packets. By contrast, in STEM-BT andSTEM-BT2, the wake-up radio needs to

be able to only send and detect a busy tone (i.e., making a binary decision whether the channel is busy or

not). Figures 3.2, 3.3, 3.4, and 3.5 give a pictorial exampleof the protocols described below. In each of

these �gures, the arrows show a \causes" relationship between events. The key for the �gures is:F is a �lter

packet, D is a data packet, A is an ACK packet, and BT is a busy tone. WhenF, D , A , or BT is in a
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shaded area, a node is sending; otherwise, a node is receiving.

3.2.2 STEM Description [2, 3] (Figure 3.2)

Sending Protocol: When a node has data to send, it begins a continuous cycle of transmitting a FILTER

packet on the wake-up channel followed by a idle listening period for the correspondingFILTER-ACK packet.

The idle listening time in between FILTERs, denoted as TA , has to be long enough to receive a FILTER-

ACK. Thus, TA is the time to transmit a FILTER-ACK plus extra time due to fac tors such as propagation

delay and hardware switching time.
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When a sender gets the corresponding FILTER-ACK, it turns on its data radio and begins sending data

packets according to the data radio MAC protocol. At this point, the sender stops sending FILTERs and the

wake-up radio enters the monitoring state. For a discussionof how wake-up channel collisions are handled,

see [2, 3]. When a node with its data radio on does not send or receive packets for an idle threshold time,

Tth , it returns the data radio to sleep.

Monitoring Protocol: Nodes periodically wake up long enough to receive a FILTER and respond with a

FILTER-ACK if they are the intended receiver. After idly lis tening for some time, Twi , the node's wake-up

radio returns to sleep for a period of time, Tws . The Tws value is chosen by the user. A longTws saves

more energy in the monitoring state, but increases the wake-up process latency.Twi is a function of TF and

TA [2].

When a node receives a FILTER and it is the intended receiver,it sends a FILTER-ACK and turns its

data radio on to idly listen for packets on the data channel. On the wake-up channel, the node continues

in the monitoring state. When a node with its data radio on does not send or receive packets for an idle

threshold time, Tth , it returns the data radio to sleep.

3.2.3 STEM-BT Description [3] (Figure 3.3)

Sending Protocol: When a node has data to send in STEM-BT, it starts transmittin g a busy tone on the

wake-up channel. The busy tone is sent forTwt time, long enough to guarantee overlap with every neighbor's

wake-up channel carrier sensing period.

After the sender has transmitted a busy tone forTwt time, it turns on its data radio. Once the data radio

is on, a FILTER packet is sent on the data channel indicating which receiver will receive more data. The

sender then begins transmitting the data to the receiver on the data channel. As in STEM, when a node

with its data radio on does not send or receive packets forTth time, it returns its data radio to sleep.

Monitoring Protocol: For monitoring nodes, the protocol is similar to STEM's. A di �erence between the

monitoring protocol of STEM and STEM-BT is the length of Twi , the carrier sensing time. In STEM-BT,

Twi is shorter because a monitoring node has to only detect a busytone. On the other hand, in STEM, the

monitoring node has to decode a packet and send a FILTER-ACK if it is the intended receiver.

When a node detects a busy tone, it turns on its data radio and idly listens for a FILTER packet on

the data channel. When the FILTER packet is received, the node remains on if it is the intended receiver.

Otherwise, its data radio returns to sleep. If a node keeps its data radio on to receive data packets, it

returns the data radio to sleep when no packet has been sent orreceived forTth time. One key point about
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STEM-BT's monitoring protocol is that all one-hop neighbors of the sender must turn their data radio on

and idly listen until the FILTER packet is received.

3.2.4 Discussion of STEM and STEM-BT

Based on these protocol descriptions, we make a couple of observations. First, the wake-up process of STEM

is relatively inexpensive (in energy consumption) for all nodes other than the sender when compared with

the steady-state monitoring process. In particular, neighbor nodes use almost the same amount of energy

whether they are monitoring the channel or receiving the FILTER packet.4 The receiving node uses slightly

more energy because it responds with a FILTER-ACK packet. While the sender uses more energy due to

its FILTER transmissions, it transmits FILTERs for only Twt =2 time on average. By contrast, the wake-up

procedure for STEM-BT is relatively expensive compared with STEM. In STEM-BT, every neighbor node

that detects the busy tone turns its data radio on to listen for the FILTER packet on the data channel.

Thus, on average, each neighbor node idly listens to the datachannel for half of the time that the busy

tone is emitted. Based on this, we can conclude that STEM-BT's performance degrades when (1) a large

number of neighbor nodes are in the vicinity of the sender5 or (2) wake-ups become more frequent (e.g., due

to a higher tra�c load). STEM's wake-up procedure, however, is relatively inexpensive and does not greatly

increase energy consumption as the size of the sender's neighborhood increases.

The second observation is that STEM's steady-state monitoring process is relatively expensive when

compared with STEM-BT. Since Twi is proportional to TF and TA , it can be large for sensor networks which

tend to have a relatively low bitrate (e.g., 19.2 kbps for Mica2 Motes [25]). All nodes in the network must

spend Twi
Tws + Twi

fraction of the time idly listening even if no network tra�c i s present. In STEM-BT, Twi is

signi�cantly smaller since it is only long enough to detect if a busy tone is being emitted. In STEM-BT, Twi

is independent of the size of FILTER and FILTER-ACK packets. Thus, the monitoring process in STEM-BT

uses much less energy than STEM. For example, as we will see inSection 3.2.8,Twi is about 80 times larger

for STEM than for STEM-BT for our simulation parameters. Thu s, when the tra�c load is low in a network,

STEM-BT is more energy e�cient than STEM because of its low monitoring costs.

3.2.5 Proposed Protocol Description: STEM-H (Figure 3.4)

Based on the discussion in Section 3.2.4, we see that STEM's energy consumption can be improved by

reducing the monitoring costs while retaining its relatively low wake-up cost. Thus, we propose STEM-H

4We assume the idle listening power and receiving power are ab out the same.
5Many applications assume that sensor networks can be rather dense for reasons such as increased reliability, connectiv ity,

and adequate sensing coverage.
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(STEM Hybrid) which combines aspects of STEM and STEM-BT to create a protocol more energy e�cient

than STEM. The basic idea of STEM-H is to idly listen only long enough to carrier sense whether the

wake-up channel is busy during the monitoring phase. This detection time is relatively small (e.g., similar to

STEM-BT). When the wake-up channel is carrier sensed busy, then the monitoring node leaves its wake-up

radio on to receive and decode a FILTER packet.

Sending Protocol: The sending protocol is identical to STEM's, described in Section 3.2.2. The only

di�erence is in the length of Twt , which guarantees su�cient overlap with STEM-H's monitori ng protocol.

Monitoring Protocol: For STEM-H's monitoring state, nodes wake up only long enough to carrier sense

whether the wake-up channel is busy or idle. This di�ers from STEM's monitoring protocol, where nodes

wake up long enough to receive FILTER packets and send FILTER-ACKs. STEM-H's monitoring protocol

has two phases. In the �rst phase, nodes sleep forTws time. In the second phase, nodes wake up and

periodically carrier sense the wake-up channel, then return to the �rst phase. This is shown in Figure 3.4,

where in between phase one periods of lengthTws , nodes probe the wake-up channel multiple times. During

the second phase, if the wake-up channel is detected as busy,a node stays on to receive the next FILTER and,

if necessary, send a FILTER-ACK. Like STEM, nodes reply with a FILTER-ACK if the FILTER is for them.

Otherwise, the node returns to its regular monitoring state. Once the FILTER/FILTER-ACK handshake

occurs, nodes follow the same procedure for turning on theirdata radios as described in Section 3.2.2. They

also follow the same protocol for returning their data radios to sleep. It is important to note that in STEM-H,

Twi , the carrier sensing time when probing the wake-up channel,is comparable to that of STEM-BT since

only a binary decision on the channel status is necessary. STEM, on the other hand, requires a much longer

Twi because it must completely decode packets during its idle listening period on the wake-up channel.

Discussion: STEM-H improves the energy consumption of STEM by reducing the monitoring process cost

while keeping the bene�ts from the relatively inexpensive wake-up process discussed in Section 3.2.4. As we

see in Section 3.2.8, STEM-H does no worse than STEM, in energy consumption, and in most environments

does signi�cantly better. This is true even with substantia l degradation from false positive detection on the

wake-up channel. Intuitively, even if every carrier sensing period results in a false positive for STEM-H,

monitoring nodes will stay on, in this worst case, about as long as STEM's idle listening period.
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3.2.6 Proposed Protocol Description: STEM-BT2 (Figure 3.5 )

From Section 3.2.4, we see that STEM-BT's energy consumption can be improved by reducing the wake-up

cost while retaining its relatively low monitoring cost. Th us, we propose STEM-BT2 to augment STEM-BT's

wake-up protocol with data channel probing for improved energy e�ciency. The basic idea of STEM-BT2

is to perform the same wake-up protocol as STEM-BT while avoiding excessive idle listening on the data

channel while waiting for the FILTER packet to be sent. Rather than turning on the data radio and doing

continuous idle listening like STEM-BT, STEM-BT2 will peri odically carrier sense the data channel to detect

whether it is busy or not. When the data channel is detected busy, then STEM-BT2 remains on to receive

the FILTER packet like STEM-BT.

Sending Protocol: The sending protocol is nearly identical to that of STEM-BT d escribed in Sec-

tion 3.2.3. The only di�erence is that two FILTER packets are sent on the data channel rather than

one. The �rst FILTER packet is a \dummy" packet that allows pr obing nodes to detect the channel as busy

and the second packet is the one that actually gets decoded.

Monitoring Protocol: The monitoring cycle is the same as STEM-BT. The di�erence in STEM-BT and

STEM-BT2 is the reaction after a monitoring node detects a wake-up channel busy tone. STEM-BT's

protocol is described in Section 3.2.3. STEM-BT2 reacts by turning on its data radio and carrier sensing for

Twi time.6 If the data channel is detected as busy, the data radio remains on in anticipation of receiving a

FILTER packet. If the data channel is detected as idle, the data radio returns to sleep for Tws2 time before

attempting to sense again. This cycle continues until either the channel is detected busy or a timeout occurs.

Once the FILTER packet has been received, nodes behave the same as in STEM-BT. The intended

receiver, as speci�ed by the FILTER packet, remains on whileall other nodes return their data radios to

sleep. The sender and receiver return their data radios to sleep when the data channel has been idle forTth

time.

Discussion: STEM-BT2 improves the energy consumption of STEM-BT by reducing the cost of the expen-

sive wake-up process while maintaining the bene�ts from therelatively inexpensive steady-state monitoring

process discussed in Section 3.2.4. As we see in Section 3.2.8, STEM-BT2 rarely does worse than STEM-BT,

in terms of energy consumption, and in most environments does signi�cantly better. This is true even with

signi�cant degradation due to false positives (i.e., carrier sensing the channel busy when it is idle) being

6More generally, the carrier sensing time for the data radio a nd wake-up radio can be Twi 2 and Twi , respectively, where
Twi 2 6= Twi .
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detected on the data channel. Intuitively, in the worst case, where every carrier sensing period on the data

radio detects the channel as busy, STEM-BT2 will behave identical to STEM-BT except that it sends two

FILTER packets instead of one. Thus, in this case, STEM-BT2 uses extra energy to transmit the extra

FILTER packet, but otherwise behaves the same as STEM-BT.

3.2.7 Parameter Values

In this section, we discuss the values needed for theTwi , Twt , Tws2 parameters described in Section 3.2.1.

The values for STEM and STEM-BT were discussed previously in[2, 3], but we mention them here for

completeness.

STEM: The idle listening period, Twi , must be long enough that a node will successfully receive a FILTER

packet even if the node wakes up in the middle of a FILTER transmission (and hence cannot correctly decode

the �rst FILTER packet). In the worst case, the node wakes up just after a FILTER transmission has begun.

Thus, the node has to wait for this �rst, undecodable FILTER p acket to �nish, which takes about TF time.

It then must wait for the sender to idly listen for a FILTER-AC K, which takes �T A time, where � accounts

for propagation delays and hardware switching time. Finally, it must stay on long enough to receive thenext

FILTER packet, which takes TF time. Thus, Twi = TF + �T A + TF = 2 TF + �T A .

Now, we discussTwt , the duration for which the sending protocol must be performed to ensure enough

overlap that every neighbor doing the monitoring protocol will receive a FILTER and have time to respond

with the FILTER-ACK, if necessary. In the worst case, a monitoring node's idle listening period ends just

before the sender's �rst FILTER transmission ends, which takes TF time. The sender must continue the

process forTws time since the monitoring node will be asleep for that duration. When the monitoring node

begins idly listening again, it may wake up just after a FILTE R transmission began (TF time). After the

sending node idly listens for�T A time, it sends another FILTER packet ( TF time) which will successfully

be decoded by the receiver. Finally, the sending node must wait long enough to receive the corresponding

FILTER-ACK, if necessary, which takes �T A time. Thus, summing up the terms mentioned in this paragraph,

we get: Twt = TF + Tws + TF + �T A + TF + �T A = 3 TF + Tws + 2 �T A .

STEM-BT: In STEM-BT, Twi is a �xed value based on how long the radio must listen to detect a busy

tone with a speci�ed level of con�dence (see [56] for a discussion on this). The busy tone transmission

time, Twt , must be su�ciently long to ensure enough overlap such that every neighbor doing the monitoring

protocol receives the busy tone. In the worst case, a monitoring node's idle listening period begins just before

the sender starts transmitting the busy tone. In this situat ion, the busy tone is not detected at the speci�ed
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level of con�dence. Thus, the sending node must transmit thebusy tone long enough that the monitoring

node'snext idle listening period will completely overlap with the busy tone. Thus, Twt = Twi + Tws + Twi =

2Twi + Tws .

STEM-H: We begin by determining Tws2 and wi , the sleeping time between idle listening periods and

the number of idle listening period required to guarantee a FILTER is detected, respectively. To determine

the frequency and number of times a nodes must wake-up duringthe monitoring periods, we observe the

following constraint. If a node begins its idle listening period after the sender has started its FILTER packet

transmissions, Tws2 and wi must be chosen to guarantee at least one of theTwi duration wake-ups will

completely overlap with one of the sender's FILTER transmissions. Similar to STEM-BT, we assume that

Twi is the minimum amount of time required to classify the wake-up channel as busy (with su�ciently low

error probability). Thus, if a FILTER packet only partially overlaps with a Twi period, the channel may not

be detected as busy.

In the worst case, a wake-up idle listening period begins just before a FILTER transmission begins. For

example, the listening period begins at timet0 and the FILTER transmission begins at t1 = t0 + � , where �

is a small positive number close to zero. In this case,t0 + Twi < t 1 + Twi , which means that the FILTER

transmission will not be detected for Twi , the minimum required time for correct detection. Thus, Tws2

needs to be chosen such that the next idle listening period will begin and end before the current FILTER

transmission ends. The FILTER transmission will end at t1 + TF . Thus, the next idle listening period needs

to begin by t1 + TF � Twi = t0 + � + TF � Twi to allow the minimum detection time. The �rst idle listening

period ended at t0 + Twi . Thus, subtracting the �rst idle listening period's end tim e from the second idle

listening period's start time, we get: (t0 + � + TF � Twi ) � (t0 + Twi ) = TF � 2Twi + � . Thus, we need:

Tws2 � TF � 2Twi + � . Because� ! 0 and the Tws2 inequality must be valid for the smallest � possible, we

get:7 Tws2 � TF � 2Twi to ensure that the second idle listening period completely overlaps with part of the

FILTER packet transmission. To avoid unnecessary wake-ups, we set:8

Tws2 = TF � 2Twi (3.1)

Next, we considerwi , the number of times these idle listening periods must occuron the wake-up radio to

ensure that one overlaps with an adequate part of a FILTER packet transmission. This is necessary since the

7 It is assumed that TF > 2Twi . If this is not true, then it is impossible to guarantee su�ci ent overlap between the FILTER
and carrier sensing periods without synchronizing the boun daries of TF and Twi .

8 If false negatives are a problem with detecting the wake-up c hannel busy, Tws 2 and wi could be adjusted to provide
redundancy in the amount of times idle listening periods are guaranteed to overlap with FILTER packet transmission. The
obvious tradeo� is that more energy is consumed during the mo nitoring phase as Tws 2 becomes smaller and wi becomes larger.
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idle listening periods may occur during the �T A time that the sender is idly listening for a FILTER-ACK.

We assume thatTws2 is set according to Equation 3.1.

In the worst case, the �rst wake-up idle listening period ends just after a FILTER transmission ends. For

example, the FILTER packet transmission ends att1 and the �rst idle listening period ends at t2 = t1 + � .

Thus, that idle listening period began at t0 = t2 � Twi . In this case, t0 + Twi > t 1, which means that the

FILTER transmission will not be detected for Twi , the minimum time required for correct detection. After

this most recent FILTER transmission, the sender will wait for �T A time before beginning the next FILTER

transmission (i.e., it begins at t1 + �T A ). We need to guarantee that enough idle listening periods with the

Tws2 spacing will occur such that the last one begins at or aftert1 + �T A (and hence is detects the next

FILTER transmission). The next (second) idle listening period begins at t2 + Tws2. If another one occurs

(the third), it will begin at t2 + Tws2 + Twi + Tws2. If we have wi such idle listening periods, the last one

will begin at t2 + ( wi � 1)Tws2 + ( wi � 2)Twi (trivially, wi � 2). Using Equation 3.1, the last idle listening

period begins at: t2 + ( wi � 1)(TF � 2Twi ) + ( wi � 2)Twi = t2 + ( wi � 1)TF � wi Twi . Thus, we need:

t1 + �T A � t2 + ( wi � 1)TF � wi Twi

t1 + �T A � t1 + � + ( wi � 1)TF � wi Twi

�T A � � + ( wi � 1)TF � wi Twi

(3.2)

Because� ! 0 and the inequality in Equation 3.2 must be valid for the smallest � possible, we get:

�T A � (wi � 1)TF � wi Twi (3.3)

Therefore, we needwi to be the smallest integer which satis�es the inequality in Equation 3.3. This gives

us:

wi =
�

�T A + TF

TF � Twi

�
(3.4)

To determine Twt , we consider the worst case where the �rst FILTER transmission starts just after the

last idle listening period begins for a monitoring node (i.e., just before the last idle period of length Twi

returns to sleep for Tws time). In this case, the sender has to do the wake-up procedure for the length

of that idle listening period (i.e., Twi ) plus the subsequent sleeping time (i.e.,Tws ). Additionally, it must

transmit for the time it takes the monitoring node to do wi idle listening periods (i.e., wi Twi + ( wi � 1)Tws2).

Recall that Tws2 and wi were set in Equation 3.1 and Equation 3.4, respectively, to ensure that the channel

is carrier sensed busy during one of thesewi idle listening periods. Thus, in the worst case, the beginning
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of the FILTER transmission is detected during the monitorin g node's last idle listening period. Thus, the

monitoring node will keep its wake-up radio on to receive thenext FILTER. The next FILTER transmission

occurs after the sender idly listens for a FILTER-ACK. In this case, the ti me needed is enough to detect

(but not correctly receive) the �rst FILTER packet, then wai t for the transmitter to listen for the FILTER-

ACK, and then for the monitoring node to receive the next FILTER packet send by the transmitter (i.e.,

2TF + �T A ). Finally, the sender must continue the wake-up process long enough to receive the FILTER-ACK

which follows the last FILTER transmission (i.e., �T A ). Combining all this time, we get:

Twt = Twi + Tws + wi Twi + ( wi � 1)Tws2 + 2 �T A + 2 TF

= ( wi + 1) Twi + Tws + ( wi � 1)Tws2 + 2 �T A + 2 TF

(3.5)

STEM-BT2: The value of Twt in STEM-BT2 is computed exactly the same as for STEM-BT, as described

previously. We set Tws2 = TF � 2Twi for the same reasons discussed for STEM-H.

3.2.8 Simulation Results

To test the protocols from Section 3.2.1, we implemented them by modifying the 802.11 MAC and physical

layer code in ns-2 [103]. We use the values from Table 3.3. These values are based on Mica2 Motes [104]

and TinyOS [11]. For STEM-BT, STEM-H, and STEM-BT2, we set Twi = 1 ms [56]. This is the time it

takes to reliably detect that the wake-up and data channel are busy when a busy tone or packet is being

transmitted. 9 Each data point is averaged over 20 runs. The standard deviation for the �gures is given in

Table 3.1 and Table 3.2.

Table 3.1: Standard deviation as percentage of mean for Section 3.2.8 �gures (Average j Maximum).

Fig. 3.6 Fig. 3.7 Fig. 3.9 Fig. 3.12 Fig. 3.13 Fig. 3.14 a

STEM 3.54 3.99 2.18 2.90 2.096 2.628 1.00 1.00 1.60 2.58 1.93 3.18
STEM-BT 1.90 2.61 1.08 1.50 1.96 2.76 0.44 1.43 20.10 24.57 0.53 0.80
STEM-H 2.27 2.86 1.61 2.57 1.84 2.45 1.59 15.87 18.63 22.04 1.92 3.13

STEM-BT2 1.84 2.41 1.13 1.52 1.64 2.28 0.37 0.84 21.34 24.14 0.83 1.36
a In Figure 3.14, STEM-BT, STEM-H, and STEM-BT2 all have 50% fa lse positive probabilities.

Initially, we look at a single-hop scenario with 10 sensors in range of each other. A random sender and

receiver are chosen to communicate with Poisson tra�c at a �x ed rate of one packet per second (unless

otherwise noted). Each simulation runs for 500 seconds. Because each data packet has a corresponding ACK

9While we do not explicitly consider switching energy and del ay, Twi can be adjusted to this cost into account. We note
that radios on earlier versions of Mica Motes had transition times of less than 10 � s [105].
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Table 3.2: Standard deviation as percentage of mean for Section 3.2.8 �gures with false positive curves
(Average j Maximum).

Figure 3.10 Figure 3.11

STEM 3.66 4.04 | |
STEM-H, 0% 2.17 2.95 | |
STEM-H, 1% 2.31 3.17 | |
STEM-H, 5% 2.77 3.71 | |
STEM-H, 50% 3.87 4.98 | |
STEM-H, 100% 3.71 4.72 | |

STEM-BT, 0% | | 0.31 1.10
STEM-BT2, 0% | | 0.09 0.16
STEM-BT, 5% | | 0.79 1.09
STEM-BT2, 5% | | 0.91 1.29
STEM-BT, 50% | | 0.40 0.69
STEM-BT2, 50% | | 0.42 0.58
STEM-BT, 95% | | 0.44 0.87
STEM-BT2, 95% | | 0.47 1.12

Table 3.3: Protocol parameter values.

Parameter Value
Physical Layer Header 28 bytes

MAC Layer Header 6 bytes
Payload per Packet 30 bytes
Total Packet Sizea 64 bytes

Bitrate 19.2 kbps
PT X 81 mW
PI 30 mW
PS 3� W
Tth 30 ms

a We assume that FILTER, FILTER-

ACK, data, and ACK packets are the

same size.

packet, 128 bytes (see Table 3.3) are transferred per data packet. This translates to a 5.33% utilization of

the channel bitrate. The sleep interval, Tws , for the protocols is varied to determine its e�ects on energy and

latency. The goal of these experiments is to investigate properties of the protocols in a simple environment.

We also evaluate performance in a more realistic, multi-hopscenario. We de�ne the node density of a

network, �, as � = N ��r 2

A , whereN is the number of nodes in the network,r is the range of a node's radios,

and A is the geographic area of the network. Given this de�nition, we place 50 sensor nodes uniformly at

random in a square region such that � � 9:8. For each topology tested, a path exists between every node

in the network. We vary the number of connections per scenario while keepingTws and the Poisson tra�c
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Figure 3.6: Energy consumption of the protocols.

rate �xed. For each connection the sender and receiver of the
ow is chosen uniformly at random. For the

sensor network application at Great Duck Island [106], the tra�c rate is one data packet every 70 seconds.

To keep our simulation execution times reasonable, the tra�c rate per 
ow is set to be one data packet every

20 seconds and each simulation runs for 1000 seconds.

Energy and Latency Comparison: We adjust Tws from 60 ms to 250 ms to see the performance of the

protocols, shown in Figure 3.6. The energy metric we use is Joules per bit, which is the aggregate energy used

by all nodes during the simulation divided by the total number of data bits received by the destination(s).

The simulation results are presented in Figure 3.6. We see that STEM uses the most energy of the

protocols, but shows a large improvement asTws increases. Recall that STEM's major weakness is its large

energy cost to monitor the wake-up channel in steady-state.As Tws increases, the relative amount of sleep

time for the monitoring process increases. Thus, the monitoring process uses less energy while the wake-up

process uses only slightly more energy (due to the increase in Twt for the sender). STEM-H consistently

does much better than STEM. STEM-H's energy consumption also decreases asTws increases, though it is

much less dramatic than STEM's decrease.

Figure 3.6 also shows that STEM-BT2 consistently outperforms STEM-BT. Both STEM-BT and STEM-

BT2 show the same trend, a linear increase in energy consumption as Tws increases. This is because the

wake-up cost for these protocols increases while the monitoring cost decreases only slightly. In particular,

the busy tone is transmitted for a longer time and, hence, neighbors have to keep their data radios idly

listening (or probing) for a longer period of time on average.
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In Figure 3.7, we see a linear increase in latency for all protocols asTws increases. This is because

the wake-up process takes longer asTws grows. STEM and STEM-H show a more gradual increase in

latency because the time of their wake-up processes are proportional to roughly 1
2 Tws , whereas STEM-BT

and STEM-BT2's wake-up processes are proportional toTws . We also note that STEM-H and STEM-BT2

have a latency that is larger than that of STEM and STEM-BT, re spectively, by a constant amount. This

constant amount is approximately equal to TF since STEM-H has to wait for an extra FILTER to be sent

on the wake-up channel (when compared with STEM) and STEM-BT2 has to wait for an extra FILTER to

be sent on the data channel (when compared with STEM-BT).
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Figure 3.7: Latency of the protocols.

To gain a better understanding of the energy-latency tradeo� for the protocols, we plot the average

latency versus the energy consumption for each �xedTws value. The result is shown in Figure 3.8. We can

see that STEM-BT2 outperforms all of the other protocols in this metric. However, we notice that STEM-BT

and STEM-BT2 show an increase in energy consumption as latency increases while STEM and STEM-H

show a decrease in energy consumption. Thus, comparing the energy of STEM-H to that of STEM-BT when

the average latency is about 220 ms is misleading because STEM-H has lower energy consumption at that

point, but STEM-BT has lower energy consumption when the average latency is smaller.

In Figure 3.9, we test the protocols at a higher sending rate.The rate is set to three packets per second

(i.e., 16% channel utilization). From this graph, we see that the relative di�erence in energy consumption

between STEM and STEM-H decreases. This is because a higher rate reduces the amount of monitoring

time between wake-up procedures. Thus, STEM does better at higher data rates due to less monitoring time

per packet arrival. STEM-H, however, shows less relative improvement since its monitoring cost is already
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Figure 3.8: Energy versus average latency.

low by design.
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Figure 3.9: Energy consumption at a higher rate.

Also in Figure 3.9, we see that the relative di�erence between STEM-BT and STEM-BT2 increases at

a higher rate. This is because, at a higher rate, the wake-up procedure becomes more frequent. Thus,

STEM-BT2, which has a lower wake-up cost than STEM-BT, will f urther outperform STEM-BT.

The E�ects of Spurious Wake-Ups: One of the disadvantages of doing the FILTER transmission

detection on the wake-up channel in STEM-H is that interference in the frequency band may cause a node to

detect the channel as busy when no FILTER is being transmitted. For example, such interference may come
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from other sensor nodes that are not within communication range, but still transmit with enough power

to interfere. Another example of interference is other electronic devices that share the same unlicensed

bandwidth as the sensors. Thus, we study how the performanceof STEM-H degrades in the face of such

interference.

Figure 3.10 shows the energy consumption of STEM and STEM-H.For STEM-H, we vary the probability

that when a monitoring node idly listens on the wake-up channel, it erroneously detects a FILTER transmis-

sion (i.e., a false positive). For STEM-H, the percentage values shown in the key of Figure 3.10 indicate the

probability a false positive occurs each carrier sensing period. For example, \STEM-H, 5%" indicates that

each idle listening period on the wake-up channel a monitoring node falsely detects a FILTER transmission

with probability 0.05. Thus, 0% false postive value indicates that every detection of the wake-up channel as

busy is caused by a FILTER transmission. A 100% false positive value is the worst case where every carrier

sensing period a monitoring node detects the wake-up channel as busy regardless of its actual state.
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Figure 3.10: E�ects of false positives on STEM-H.

From Figure 3.10, we see that a low false positive percentage(e.g., less than 5%) does not a�ect the

performance of STEM-H much and it still signi�cantly outper forms STEM. As the false positive percentage

increase, the performance of STEM-H converges to that of STEM (the line for STEM and STEM-H with

100% false positives almost overlaps). This con�rms the intuition discussed in Section 3.2.5. Thus, with

completely unreliable FILTER transmission detection, STEM-H does no worse than STEM.

We do similar tests with STEM-BT and STEM-BT2. In STEM-BT, fa lse positives a�ect the detection

of busy tones on the wake-up channel. In STEM-BT2, false positives a�ect both the detection of busy tones

on the wake-up channeland the detection of FILTER packets on the data channel. Figure 3.11 shows the
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results. At a low false positive percentage (i.e., 0% and 5%), STEM-BT2 saves more energy than STEM-

BT because the bene�ts from data channel carrier sensing aresigni�cant. However, as the false positive

percentage becomes large (i.e., 50% and 95%), the performances of STEM-BT and STEM-BT2 converge

since both protocols are using a large amount of energy on thewake-up channel. In this situation, STEM-

BT2's data channel carrier sensing will exhibit similar behavior to STEM-BT's data channel idle listening

since the false positives from carrier sensing cause STEM-BT2 to frequently resort to idle listening.
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Figure 3.11: E�ects of false positives on STEM-BT and STEM-BT2.

Our �nal experiment to test spurious wake-ups investigatesthe relation between the false positive per-

centage and energy consumption. In Figure 3.12, we �xTws = 100 ms and see that only at low percentages

does STEM-H perform worse that STEM-BT. This is because carrier sensing occurs more frequently for

STEM-BT than for STEM-H and, thus, shows more degradation asa higher percentage of carrier sensing

periods detect false positives. STEM-BT2 also outperformsSTEM-BT at low percentages, and their perfor-

mance converges at high percentages. STEM is not a�ected by spurious wake-ups; its performance is shown

for reference relative to the other protocols.

Multi-Hop Performance: We tested the protocols in multi-hop, multi-
ow environmen ts. We note that

this is the �rst time, of which we are aware, that such tests have been done on STEM or STEM-BT. In [2,3],

the simulation results are limited in that they consider only a single 
ow.

In Figure 3.13, we setTws = 100 ms and incrementally increase the number of concurrent
ows in the

network. At the low rate of one packet every 20 seconds, STEM does much worse than the other protocols

for reasons discussed in Section 3.2.4. The performance of STEM-BT and STEM-BT2 is almost identical
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Figure 3.12: E�ects of false positives on protocols.

since wake-ups are rare. STEM-H does slightly worse than STEM-BT and STEM-BT2 because, as shown

in Figure 3.4, STEM-H has a higher monitoring cost since it must wake up multiple times in between sleep

intervals.
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Figure 3.13: Multi-hop energy consumption.

From Figure 3.13, one could conclude that the busy tone protocols are always superior to STEM and

STEM-H. However, STEM-BT and STEM-BT2 rely heavily on carri er sensing and are, therefore, more

susceptible to the e�ects of spurious wake-ups. In contrast, STEM is una�ected by false positives since no

carrier sensing is needed to determine when the radios should remain on. STEM-H shows some e�ects from

spurious wake-ups, but as shown in Figure 3.12, large false positive percentages are not as detrimental as
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they are for STEM-BT and STEM-BT2. Thus, in Figure 3.14, we see that STEM and STEM-H outperform

STEM-BT and STEM-BT2 when the sensors operate in an environment where spurious wake-ups are a

signi�cant problem.
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Figure 3.14: Multi-hop energy consumption with false positives.

3.3 Summary

In this chapter, we have proposed and demonstrated two methods where carrier sensing at the physical

layer can reduce the energy consumption of power save protocols. The technique signi�cantly reduces the

energy spent listening for wake-up signals. We have shown how this can be applied to both an in-band

protocol, IEEE 802.11 PSM [7], (Section 3.1.1) and an out-of-band protocol, STEM [2, 3], (Section 3.2.1).

This technique is particularly bene�cial when tra�c is ligh t and, most of the time, no packets need to be

advertised.
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Chapter 4

Adaptive Energy-Saving Protocols

Many power save protocols use a similar design where nodes sleep for some �xed interval and, at the end

of that interval, wake up for a �xed listening interval to che ck for wake-up signals. This design is used in

802.11 PSM [7] as well as sensor network protocols, such as B-MAC [26] and STEM [2]. As discussed in

Section 2.1.3, the disadvantage of such an approach is that is results in a \one size �ts all" protocol that is

agnostic of the tra�c rate in the network or desired latency o f an application, for example.

In this chapter we propose adaptive techniques to improve the energy e�ciency of in-band power save

protocols. Our previous work [27{29] has looked at adaptiveintervals for out-of-band protocols. In Sec-

tion 4.1, we propose dynamic listening intervals based on the tra�c near a node. In Section 4.2, we explore

dynamic sleeping intervals based on the desired latency requirements of an application.

4.1 Dynamic Advertisement Windows

From the description of 802.11 PSM in Section 2, we can see that the ATIM window wastes a signi�cant

amount of energy when the tra�c load is low. For example, in pr evious work [60, 68] some typical values

for the ATIM window and beacon interval are 20 ms and 100 ms, respectively. Thus, even whenno tra�c is

being sent, nodes listen to the channel for 20% of the time. Itis obvious that more energy could be conserved

by reducing the size of the ATIM window when tra�c is sparse. H owever, if the ATIM window becomes

too small, then nodes cannot advertise their data since the window ends before they are able to access the

channel and send an ATIM. Thus, our techniques reduce the overhead of the ATIM window when tra�c is

sparse and provide larger ATIM windows when more data needs to be advertise.

The major contribution of this work is that we dynamically re -size the ATIM window based on the

number of advertisements to be sent in the current window. While the dynamic adjustment of the ATIM
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window has been explored previously [60,107], this is the �rst work of which we are aware that achieves this

in a multi-hop environment using a single channel.

4.1.1 Protocol Description

The CS-ATIM protocol discussed in Chapter 3 is more energy e�cient than 802.11 PSM when there are a

large number of beacon intervals in which no nodes have packets to advertise. However, if a small number

of packets need to be advertised in a beacon interval, then requiring nodes to listen for the entire ATIM

window wastes energy. Ideally, the ATIM window should be long enough for all the ATIMs that need to

be transmitted and then the ATIM window should end right afte r the last ATIM-ACK is received. 1 This

is what past work tries to achieve either through heuristics[60] or dynamically extending the window when

packets are received [61,107]. Unlike the previous work that dynamically extends the ATIM window based

on packet reception, our goal is to have a protocol that worksin multi-hop environments and does not use

a second channel (e.g., a busy-tone channel). We refer to this extension of CS-ATIM asDynamic CS-ATIM

(DCS-ATIM).

First, we distinguish between two types of packet receptionin IEEE 802.11. When a packet is received

at a power level above the RXTHRESHOLD, we say that the receiver is within the transmission range

of the sender. When a packet is received at a power level belowthe RX THRESHOLD, but above the

CS THRESHOLD (carrier sense threshold), the receiver is said to be within the carrier sensing rangeof the

sender. Packets received by nodes in the carrier sensing range cannot be decoded, but do cause the node's

clear channel assessment to classify the channel as busy. Weassume that, most of the time, a node's carrier

sensing range is at least twice as big as its transmission range [108]. Thus, whenS sends a packet andR is

within the transmission range of S, the nodes within the transmission range ofR are likely to be within the

carrier sensing range ofS.

We note that in several cases a node may receive a packet abovethe RX THRESHOLD, but its neigh-

bors do not receive the packet above the CSTHRESHOLD. This may occur due to short-term fading or

obstructions in the line-of-sight of a node pair. While DCS-ATIM can recover from such occurrences, we

assume such events are rare.2 In the worst case, when a node detects little or no correlation between its

packet receptions and a neighbor's carrier sensing of thesepackets, then the node can fall back to CS-ATIM

to advertise packets to that neighbor.

In DCS-ATIM, two carrier sensing periods follow the beginning of the beacon interval:

1This statement assumes tra�c is not so heavy that the ATIM win dow grows large enough that data packets can never be
sent.

2We do not test these situations in our simulations.
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� CS1: As in CS-ATIM, DCS-ATIM begins with a carrier sensing period of length Tcs during which

time nodes use the protocol from Section 4.1.1 to indicate whether they have packets to advertise. We

refer to this carrier sensing interval asCS1.

� CS2: DCS-ATIM adds a second carrier sensing period,CS2, (of duration Tcs) that immediately follows

CS1. If a node wants its neighbors to use a static ATIM window, as in CS-ATIM, then it transmits

a dummy packet during CS2. Otherwise, its neighbors use the dynamic window scheme described

below. For example, a node may use a static ATIM window if it has not been able to advertise a

packet for the past k intervals. This is a fail-safe mechanism when a packet is unable to be advertised

after attempting for several dynamic windows.

We now describe the protocol after the above two carrier sensing periods when nodes have decided

to use dynamic ATIM windows. First, we give ATIM packets a di� erent maximum contention window

size (CWaw ) than data packets (CWmax ). In the IEEE 802.11 speci�cation [7] for direct-sequence spread

spectrum (DSSS), the defaultCWmax is 1023 slots and the default slot time,Tslot , is 20 � s. Using such a

large contention window for ATIMs is unnecessary when the entire ATIM window is typically on the order of

tens of milliseconds. Also, only one ATIM is sent per sender-receiver pair whereas multiple data packets may

then be sent over that link after the ATIM window. Thus, the nu mber of ATIM packets sent in the ATIM

window should be less than or equal to the number of data packets sent following the ATIM window. This

means there should be less nodes contending for access during the ATIM window since each sender-receiver

link contends for the channel only once during the ATIM phase, but potentially multiple times during the

data phase. Therefore, it is not unreasonable to makeCWaw < CW max in most scenarios. Thus, nodes that

have ATIMs to send during the ATIM phase use the same protocolas 802.11 CSMA/CA, but useCWaw as

the maximum contention window size rather than the default CWmax .

At the start of the dynamic ATIM window, every node listens to the channel and sets a timer to expire

after:

Tidle = DIF S + Tslot � CWaw + propmax

+ Tatim + SIF S + propmax + Tack

+ DIF S + Tslot � CWaw + propmax

(4.1)

whereDIF S and SIF S are the DCF and Short Interframe Space as speci�ed by IEEE 802.11 [7], respectively.

The valuesTatim and Tack are the time durations required to send an ATIM and ATIM-ACK, respectively.3

3Tatim and Tack are constant since ATIM and ATIM-ACK packets have a �xed, spe ci�ed size.
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The maximum propagation delay between two nodes is denoted as propmax . Tidle is long enough to give a

node the chance to access the channel after it was in the carrier sensing, but not transmission range, of an

ATIM/ATIM-ACK handshake.

If a node sends or carrier senses a packet before the timer expires, the timer is reset to endTidle time

after the packet is sent or carrier sensed. To avoid starvation, an upper limit is set on the size that the

dynamic ATIM window can reach. We set this upper bound equal to the default, static ATIM window size,

Taw , used for unmodi�ed 802.11 PSM.

A node may transmit ATIM packets as long as it has sent a packetor received a packet above the

RX THRESHOLD within the past Tidle time. When one of these two conditions is met, it implies that the

node's neighbors have either received or carrier sensed a packet within the past Tidle interval and, hence,

refreshed their timers to continue listening for ATIM packets. If a node has carrier sensed a packet within

the past Tidle time, but not sent or received a packet during that time, then it must continue to listen for

ATIMs until its timer expires, but it cannot send anymore ATI Ms until the next beacon interval. If a node

is unable to send an ATIM for k consecutive intervals, it usesCS1 to let its neighbors know to resort to a

static ATIM window size.

Whenever a node does not send or carrier sense a data packet for Tidle time, or the upper bound on the

dynamic ATIM window is reached, the node ends the ATIM phase and waits for the data phase to begin.

As in 802.11 PSM, if a node sent or received an ATIM during the ATIM window, it remains on for data

communications. Otherwise, the node returns to sleep untilthe beginning of the next beacon interval. The

data phase beginsTaw after the start of the ATIM window. It is postponed until this time to avoid sending

potentially long data packets while other neighbors are trying to transmit ATIMs.

An example of DCS-ATIM compared with 802.11 PSM is given in Figure 4.1. First, DCS-ATIM has

an additional carrier sensing period at the beginning of thebeacon interval. BecauseA has a packet to

advertise, it sends a dummy packet at the start of the beacon interval. In this example, A desires a dynamic

ATIM window, so no dummy packet is sent during the second carrier sensing period. After both carrier

sensing periods have ended,A sends an ATIM to B . In this example, C does not carrier sense anymore

transmissions after B 's ATIM-ACK. Thus, with DCS-ATIM, C returns to sleep Tidle time after receiving

the ATIM-ACK rather than waiting for the entire Taw duration of the ATIM window. With 802.11 PSM,

C must remain on for the entire Taw time of the static ATIM window.

From this description, we see that, in the worst case, the ATIM window for DCS-ATIM uses only slightly

more energy in the ATIM window than 802.11 PSM (for the carrier sensing periods) and may use much less

energy when a small number of ATIMs are sent. In terms of latency, DCS-ATIM may perform worse than
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Figure 4.1: 802.11 PSM vs. DCS-ATIM.

802.11 PSM if a data packet arrives at the node towards the endof 802.11 PSM's static ATIM window. In

this case, 802.11 PSM can advertise the packet and send the data in the current beacon interval. By contrast,

if DCS-ATIM's dynamic ATIM window has already ended, the nod e may wait until the next beacon interval

to advertise the packet. Additionally, DCS-ATIM may not be a ble to advertise as many packets as 802.11

PSM if a node with a packet to advertise does not send or receive any packets above the RXTHRESHOLD

as discussed above (e.g., a node cannot transmit since it lost contention to the access). In this case, the node

will wait until the next ATIM window to advertise the packet.

4.1.2 Design Discussion

Tidle Length: As shown in Equation 4.1, we setTidle (the time a node waits before returning to sleep) to

be a static value that is long enough for a sender to lose channel access once and still have its receiver remain

listening to the channel. We chose this value to design for systems where tra�c, and, hence, contention, is

rather low. We feel that many power save protocols may operate in such environments where tra�c is sparse,

such as sensor networks. In Section 4.1.3, we show that this value works relatively well in the environments

we tested.

If tra�c is extremely sparse and usually only one node is transmitting in an area, then using an even

smaller value ofTidle may perform better due to the lack of contention. However, if the environment is such
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that contention increases, then it may be better to choose a larger value ofTidle . Such a situation may occur

in event detecting applications, where a geographically clustered group of sensors may begin contending for

the channel at the same time in response to an event.

The value of Tidle should be chosen appropriately for the expected tra�c patterns of the application. If

the amount of tra�c has a high deviation (e.g., event detecti on), it may be bene�cial to explore dynamic

values of Tidle . In this scenario, a sender may track a contention metric, such as how often it is unable to

transmit its packet within Tidle time or how many other nodes in its neighborhood are contending. If the

contention metric increases, then a sender can piggyback a new Tidle value on advertisement packets. When

nodes receive newTidle values from their neighbors, they will choose the largest value as the time that they

use to accommodate their neighbor that expects them to remain on the longest.

In the dynamic scenario, a mechanism must be introduced to allow nodes to reduce theirTidle value when

the contention decreases. A node could keep track of whatTidle value was requested by each neighbor and

when. Then a node would no longer consider that value in deciding which value to use if (1) a soft timer

expires without hearing from that particular neighbor or (2 ) the neighbor explicitly sends a new, lowerTidle

value, which is then used in future decisions of how long to extend listening. Thus, the Tidle value associated

with each neighbor may be changed implicitly or explicitly. Whenever a neighbor'sTidle value expires or

changes, the node will again look at its neighbor table to determine which one has the largestTidle value

and, hence, should be used by the node.

The dynamic adjustment could be further optimized by a sender specifying Tidle times per receiver rather

than using one valued for every neighbor. The main reason that we do not use such a dynamic scheme is

that it signi�cantly increases the amount of coordination a nd complexity of the protocol. However, future

work could include incorporating such a modi�cation to determine how much tra�c variance is necessary

before such a scheme o�ers signi�cant bene�ts over our scheme.

Dynamic Thresholds: In our current protocol description, we use RX THRESHOLD and CS THRESHOLD

as the signal strengths necessary for a node to consider its neighbors as still listening and to continue listen-

ing to the channel, respectively. We use these values because they are already speci�ed for other purposes.

However, it is not necessary to use these two values. More generally, we could refer the thresholds asT hr tx

and T hr listen and adjust them as necessary. That is,T hr tx and T hr listen are not necessarily equal to

RX THRESHOLD and CS THRESHOLD, respectively.

These thresholds could then be adjusted dynamically in response to the environment. By increasing

T hr tx , a node becomes more conservative in when it considers its neighbors to still be listening and, hence,
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transmits. By decreasingT hr listen , a node becomes more liberal in when it continues listening to the channel

and, hence, may receive more of a transmitter's packets, butexpends more energy.

If a sender fails to successfully communicate with its receiver using DCS-ATIM and has to fall back to the

original 802.11 PSM protocol, as discussed in Section 4.1.1, then it can increase itsT hr tx by some speci�ed

amount. Each sender could also maintain aT hr tx per receiver based on past history. If the sender still

has di�culty in communicating with the receiver, it could pi ggyback some information (e.g., the number of

beacon intervals the packet has been delayed) in each packetin order to give the receiver an indication that

it should decrease itsT hr listen . Unlike the T hr tx value, a node can only use oneT hr listen value (as opposed

to a separate value per sender) since the receiver does not know which senders may try to transmit in a

given beacon interval.

One major design issue is when to decrease and increaseT hr tx and T hr listen , respectively, in a dynamic

scheme. The bene�t of decreasingT hr tx is that the sender may be too conservative in trying to communicate

and unnecessarily delay packets for subsequent beacon intervals when the receiver is in fact still listening in

the current advertisement window. The bene�t to increasing T hr listen is that the node will use less energy

remaining on to listen for potential advertisements.

The di�culty with these rules are as follows. The reasons that a sender/receiver pair would try to decrease

T hr tx or increaseT hr listen are (1) the link and/or connection terminates or (2) their cu rrent communication

is acceptable in terms of reliability and they want to try to i mprove the latency or energy consumption

by changing T hr tx and T hr listen , respectively. In the �rst case, a node must keep track of thethresholds

per connection/link and use, for example, soft timers or packet loss to determinewhen the connection or

link terminates. At this point, the sender can stop using that receiver's T hr tx value and the receiver can

re-evaluate the T hr listen value it is using after removing the T hr listen value for that sender.

The second case is more di�cult since it is necessary to know how much a modi�cation in T hr tx or

T hr listen would e�ect the reliability. One method may be for the nodes to periodically modify their thresholds

for a neighbor and observe the reliability. Determining the magnitude of the change may be another issue.

Also, it may be the case that, for whatever reason, the observations represent outliers when compared with

the common operating environment and, thus, measure betterreliability than will be experienced on averaged

with the thresholds being tested.

We chose to use the RXTHRESHOLD and CS THRESHOLD values since they are already speci�ed.

Also, choosing a speci�cT hr tx and T hr listen would vary largely by environment and, thus, is di�cult to

e�ectively test in simulation. We chose to use static valuesof the thresholds to simplify the protocol. As

we can see from the discussion in this section, adding dynamic extensions would greatly complicate the
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protocol. As we show in Section 4.1.3, just using the static value for T hr tx and T hr listen performs well in

many environments and the added complexity of dynamic values may not be worth the potential additional

improvement in many circumstances.

4.1.3 Simulation Results

To evaluate our protocols, we simulated them by modifying the MAC and physical layers ofns-2 [103]. We

use the notation Ptx , Prx , Plisten , and Psleep to denote the power a node consumes to transmit, receive,

listen, and sleep, respectively. We test the following protocols:

� ALWAYS ON [7]: This is the IEEE 802.11 protocol with no power save. It is the default, unmodi�ed

MAC protocol in ns-2. Because nodes never sleep, ALWAYS ON uses the most energy, but has the

lowest latency.

� 802.11 PSM [7]: This is the standard IEEE 802.11 protocol with power save enabled. 802.11 PSM

is described in Chapter 2.

� CS-ATIM: This is 802.11 PSM with the carrier sensing modi�cation described in Section 3.1.1.

� DCS-ATIM: This is 802.11 PSM with the dynamic ATIM modi�cation for mult i-hop networks de-

scribed in Section 4.1.1.

� 802.11 MIN: This protocol needs more explanation because we are unawareof any other work which

uses it. 802.11 MIN represents the minimum latency and energy consumption possiblefor the IEEE

802.11 protocol. We do not claim, nor believe, that it is optimal across the entire range of possible

MAC protocols. However, it provides a useful baseline to measure other protocols against, since energy

consumption and latency are two competing metrics and the desired tradeo� between these metrics

is application-dependent. The latency for 802.11 MIN is simply equal to the latency for ALWAYS

ON. Generally, ALWAYS ON is better than any power save protocol in latency since a node can

immediately begin contending for medium access rather thanwaiting for the next scheduled wake-up

time for the sender and receiver. To calculate 802.11 MIN's energy, a node consumesPtx power while

sending a packet,Prx power while overhearing a packet,Plisten power while deferring and backing

o� as required by IEEE 802.11, and Psleep power at all other times. Essentially, for a given scenario,

802.11 MIN represents the lowest possible energy achievable for nodesusing IEEE 802.11 if they slept

as aggressively as possible (i.e., a node sleeps whenever they are not sending a packet or attempting

to access the channel). Obviously, such a protocol is not possible since it requires the receiver to have

51



perfect, advance knowledge of when a sender will attempt to begin contending for the channel to send

a packet and wake up at that time (even if the two nodes had never communicated previously).

We use 2 Mbps radios that have a 250 m range. Each data point is averaged over 30 tests. The choice

of a di�erent channel bitrate would have the following e�ect s on the protocols. For CS-ATIM, the carrier

sensing period is rate-independent [109]. Thus, ifTaw is normalized to the packet transmission time, the

carrier sensing time will be a higher overhead at a high bitrate and a lower overhead at a low bitrate. For

DCS-ATIM, Tidle from Equation 4.1 will be larger for a lower bitrate and smaller for a higher bitrate since

it is a function of how long it takes to transmit ATIM and ATIM- ACK packets.

For each multi-hop scenario, we place 50 nodes uniformly at random in a 1000m� 1000 m area and

consider only scenarios in which every node has a route to every other node in the network. To avoid second-

order e�ects from routing protocols (e.g., the long delay for RREQs to traverse a power save network), we

use Floyd-Warshall's All-Pairs Shortest Path algorithm [110] to precompute routes for all the nodes.

We vary di�erent parameters for each test, but the following values are used when the parameter is not

being varied. The beacon interval length is 100 ms andTaw is 20 ms. Five 
ows send 512 byte data packets at

a rate of 1 kbps per 
ow (i.e., each 
ow uses about 0.05% of the channel bitrate per hop). We test the e�ects

of increasing the per-
ow rate. We use a relatively low rate because at high rates, power save protocols

become ine�ective since nodes essentially transition to the ALWAYS ON state.

The sender and receiver of each 
ow are chosen uniformly at random and the tra�c is constant bitrate

(CBR) unless otherwise noted. With CS-ATIM, the carrier sensing time, Tcs, is set to 1 ms, which is about

66 times larger than the 15� s required by 802.11 compliant hardware. We setTcs to be large to mitigate the

e�ects of short-term fading. In DCS-ATIM, the maximum backo � interval size, CWaw , is set to be 63 slots.

For the parameters we use,Tidle is set to 3.19 ms according to Equation 4.1. For the power characteristics

of the radio [66,70], we use:Ptx = 1 :4 W, Prx = 1 :0 W, Plisten = 0 :83 W, and Psleep = 0 :13 W.

As mentioned earlier, CS-ATIM and DCS-ATIM are vulnerable t o false positives when they erroneously

carrier sense the presence of a signal. Thus, in some of our tests we evaluate the e�ect of false positives

on the protocols by specifying a percentage that representsthe probability that a node remains on for the

ATIM window even when none of its neighbors transmitted a dummy packet. For example, a 10% chance of

false probabilities means that with probability 0.1, a node running the protocols remains on for the ATIM

window even though there were no dummy packets transmitted.

In this chapter, we present tests that measure energy consumption and latency by varying the following

parameters:
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� Beacon Interval Time: We vary the length of the beacon interval to increase the amount of sleep

time between beacon epochs.

� Per-Flow Rate: We increase the rate at which each of the 
ows in the network issending packets.

� False Positives: For our protocols, we show how false positives (i.e., erroneously detecting the channel

as busy) a�ect the energy consumption.

In our tests, energy consumption is measured in units of Joules/bit. This is calculated by dividing the

total energy consumed by all nodes in a scenario by the total number of data bits that are received by their

�nal destination. The latency is calculated as the average end-to-end latency over all packets received by

their �nal destination in a given scenario.

Evaluating CS-ATIM and DCS-ATIM: First we tested the power consumption and latency of CS-

ATIM and DCS-ATIM. For these tests, we varied the length of th e beacon interval from 40 ms to 150 ms. As

shown in Figure 4.2, all of the power save protocols show a decrease in energy consumption as the beacon

interval is increased since this allows nodes more sleep time between ATIM windows. We see that CS-ATIM

and DCS-ATIM both perform signi�cantly better than 802.11 P SM. CS-ATIM and DCS-ATIM use about

the same amount of energy and consume anywhere from 30% to 60%less energy than 802.11 PSM for the

parameters tested. All protocols do signi�cantly better th an ALWAYS ON; even 802.11 PSM consumes

anywhere from 40% to 70% less energy than ALWAYS ON. When compared to 802.11 MIN, CS-ATIM and

DCS-ATIM use only about 18% to 30% more energy. The standard deviation for any single data point in

Figure 4.2 never exceeds 4.5% of the mean.
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Figure 4.2: Energy vs. beacon interval.
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The disadvantage of using power save protocols is evident inFigure 4.3 that shows the latency of the

protocols. Just as an increasing beacon interval decreasesthe energy consumption, it increases the latency

since there is a greater probability packets arrive outsidethe ATIM window and the time that these packets

have to wait to be advertised increases. ALWAYS ON, and hence802.11 MIN by de�nition, always do

signi�cantly better than the power save protocols. The maximum standard deviation for any single point on

a curve in Figure 4.3 is between 34% and 35.8% of its mean depending on the protocol.
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Figure 4.3: Latency vs. beacon interval.

For the power save protocols, 802.11 PSM always has the lowest latency of the power save protocols.

CS-ATIM, however, tends have a slightly higher latency. Thedi�erence between CS-ATIM's latency and the

latency of 802.11 PSM is relatively constant in the range of 8ms to 15 ms. This small increase in CS-ATIM

latency is due to the greater probability that packets may arrive during 802.11's longer ATIM window.

DCS-ATIM has a slightly larger latency than CS-ATIM because of the extra carrier sensing period as well

as the fact that sender's may occasionally have to postpone their advertisement until a later ATIM window.

In Figure 4.4 and Figure 4.5 we show how an increased sending rate a�ects the protocols. In these tests,

the sending rate of each of the �ve 
ows is increased from 1 kbps to 10 kbps (i.e., each 
ow uses about

0.5% of the channel bitrateper hop). We see that DCS-ATIM does even better relative to CS-ATIM in this

setting since a larger fraction of the ATIM windows have at least one advertisement to be sent. In this case,

CS-ATIM has the same energy consumption as 802.11 PSM. However, DCS-ATIM can do better by allowing

nodes to return to sleep earlier when only one advertisementis sent. The maximum standard deviation

for any point on the ALWAYS ON curve in Figure 4.4 is about 0.5% of its mean; for the other curves in

the �gure, this standard deviation metric ranges from 8% to 12.5%. In Figure 4.5, the maximum standard
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deviation for any single point on a curve ranges from 34.5% to42.7% of its mean depending on the protocol.
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Figure 4.4: Energy vs. beacon interval with 10 kbps 
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However, as Figure 4.5 shows, this improved relative energyconsumption comes at the cost of increased

latency. As the beacon intervals get longer with the higher sending rate, more contention occurs during

the ATIM window and, hence, a greater chance that a node with an ATIM to send will have to delay the

transmission until a later ATIM window, which signi�cantly increases the delay of that packet.
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Figure 4.5: Latency vs. beacon interval with 10 kbps 
ows.

This increased contention and advertisement delay also explains the gradual increase in energy consump-

tion for DCS-ATIM seen in Figure 4.4. We set DCS-ATIM to resort to CS-ATIM when a packet cannot be
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advertised for three consecutive ATIM windows. Thus, as DCS-ATIM uses more static ATIM windows, its

energy consumption approaches that of CS-ATIM.

In Figure 4.6 and Figure 4.7, we see this trend as a function ofper-
ow rate. We note that the �gures

show the values of these metricsrelative to 802.11 PSM (i.e., 802.11 PSM is always equal to one). CS-ATIM

converges to 802.11 PSM in terms of energy and latency when the load increases to the point that packets

are being advertised every ATIM window. DCS-ATIM, however, tends to plateau relative to 802.11 PSM

when the rate reaches the point where packets are being advertised every beacon interval. In Figure 4.6 and

Figure 4.7, the maximum standard deviation of any single point on any single curve as a percentage of its

mean is 11% and 26%, respectively.
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False Positives As mentioned earlier, our protocols are susceptible to false positives when nodes carrier

sense the channel as busy even though no dummy packet was sent. In this case, nodes waste energy by

staying up for an ATIM window when no packets need to be advertised. In Figure 4.8, we see that CS-ATIM

and DCS-ATIM show a linear increase in energy consumption asthe false positive probability increases. In

the worst case, when the false positive probability is equalto 1, the energy consumption of our protocols

converges to slightly more than that of 802.11 PSM since theystill have the overhead of carrier sensing. The

maximum standard deviation for any single point on any single curve in Figure 4.8 is 3.6% of its mean.

56



 0

 0.2

 0.4

 0.6

 0.8

 1

 1.2

 1.4

 0  0.2  0.4  0.6  0.8  1  1.2  1.4  1.6

La
te

nc
y 

R
el

at
iv

e 
to

 8
02

.1
1 

P
S

M

One Hop % Channel Utilization Per Flow, 1% = 20.0 kbps

802.11 MIN
ALWAYS ON
802.11 PSM

DCS-ATIM
CS-ATIM

Figure 4.7: Relative latency vs. per-
ow rate.

 0

 0.001

 0.002

 0.003

 0.004

 0.005

 0.006

 0.007

 0.008

 0.009

 0  0.2  0.4  0.6  0.8  1

Jo
ul

es
/B

it

False Positive Probability

802.11 MIN
ALWAYS ON
802.11 PSM

DCS-ATIM
CS-ATIM

Figure 4.8: Energy vs. false positive probability.

4.2 Multi-Level Power Save Routing

In this section, we propose an adaptive sleeping approach for an in-band protocol. This is somewhat di�erent

from our previous work [27{29] on adaptive sleeping for out-of-band protocols in that we use the routing

layer as opposed to only the link layer. The sleep intervals adapt in response to the desired latency of the

tra�c on a path.

In particular, we design a routing protocol for networks that use multiple levels of power save protocols.

Each level of power save provides a di�erent energy-latencytradeo� (i.e., a level with a lower latency requires

more energy). We note that this paradigm is a generalizationof the environment in [66, 67] (discussed in
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Section 2.1.3) where only two levels of power save are assumed (i.e., (1) not using any power save and (2)

using 802.11 PSM). This allows applications (e.g., sensor reports) to achieve an acceptable latency while

reducing energy consumption in the network.

By incorporating the routing layer in the power save process, we believe that the energy-latency tradeo�

can be better adapted to �t the needs of an application. For example, consider the scenario where data

packets are being sent fromA to C via the route A ! B ! C. Using network layer information, we can

design power save protocols to consider the whole route. In pure link-layer-based approaches, the power save

protocol would run independently at links A ! B and B ! C.

The idea of using multilevel design to achieve acceptable tradeo�s is prevalent in computer science

(see [111] and references therein). For example, in computer architecture, accessing cache is much faster

than main memory. However, main memory is cheaper in terms ofcost per byte and is capable of storing

much more data.

In Section 4.2.1, we give an overview of the link layer protocol that provides multilevel power save. In

Section 4.2.2, we describe our routing protocol to e�ectively use multilevel power save. We present simulation

results in Section 4.2.4.

4.2.1 Link Layer Protocol Description

First, we need to specify how the link layer power save protocols can be designed to providek levels of

power save, each with di�erent energy-latency characteristics. Many power save protocols can be adapted to

achieve this as discussed later in this section. We use 802.11 PSM [7] as the underlying power save protocol,

which is described in detail in Chapter 2. This protocol is used because it is in-band and for the reasons

discussed in Section 2.1.1, such as well-documented speci�cation and widespread usage.

The 802.11 PSM protocol can be adapted to providek levels of power save by changing how frequently

a node wakes up to listen during an ATIM window based on its current power save level. We denote these

k power save levels asP S0; : : : ; P Sk � 1. Without loss of generality, we assume thatP S0 corresponds to the

\always on" state and P Sk � 1 uses the least amount of energy, but has the highest latency.In P S0, the

nodes never sleep and, thus, can receive a packet with the lowest latency, but also consume the most energy.

The next level, P S1 corresponds to the standard implementation of 802.11 PSM. That is, when a node is

not sending or receiving any packets, it wakes up for every ATIM window and sleeps for the remainder of

the beacon interval. In P S2, nodes wake up only every other ATIM window. This allows themto save about

twice as much energy as the nodes in levelP S1 while also doubling the latency to send or receive a packet.
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Because we want to ensure that every node has their ATIM overlap with every other node periodically,

we increase the sleep time for each level by a factor of two. This is a simple method to guarantee overlap,

but more complicated schedules [41, 42] may work as well. Thus, to calculate the beacon interval for level

P Si , we have:

BI i = 2 i � 1 � BI base , when i > 0 (4.2)

whereBI i is the beacon interval for the i -th power save level andBI base is the base beacon interval speci�ed

for the system (i.e., BI 1 = BI base).

Figure 4.9 illustrates the multilevel link layer protocol w ith k = 4. In this �gure, AW corresponds to the

ATIM window size and we show only the case in which no tra�c is being sent. The beacon intervals of the

four power save levels are:BI 0 = 0, BI 1 = t1 � t0, BI 2 = t2 � t0, and BI 3 = t4 � t0. The base interval is t1

(i.e., BI base = t1).

t0 t1 t2 t3 t4

P S0

P S1

P S2

P S3

AW

\ON"

\ON"

\ON"

\ON"

SLEEP

SLEEP

SLEEP

SLEEP

Figure 4.9: Multilevel power save with 802.11 PSM [7].

The largest possible beacon interval,BI k � 1, serves as the reference point for all of the nodes to ensure

that they remain in phase. That is, the �rst ATIM window for wh ich a node awakes in a cycle must always

occur at the beginning of a reference point beacon interval (that is spacedBI k � 1 time units after the previous

reference point). The reference points in Figure 4.9 are att0 and t4.

Since we assume that the nodes are synchronized, each node isinitialized with the time of the previous

reference point. Alternatively, if a node is added to the network later, it can learn the time of the previous

reference point from older nodes in the network, along with the ATIM window size, BI base , and the number

of power levels the network is using via 802.11 management frames. This guarantees that for any two nodes,

one with P Si and the other with power level P Sj where i < j , then the node with P Si will be awake during

every ATIM interval that the node with P Sj is awake sinceBI j is divisible by BI i .
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Each node keeps track of its neighbors' power save state as follows. On every data and ACK packet a

node sends, it attaches its current power save level. We do not test the consistency of a node's power save

table. However, our protocol could use a scheme similar to the one in [66] whereby the �rst time a packet

transmission fails, a node sets the intended receiver's power save state toP Sk � 1. Recall that P Sk � 1 has the

longest beacon interval and all nodes, no matter what power state, are guaranteed to wake up everyBI k � 1

time units. Thus, if the neighbor still exists near the node, communication should be possible during this

beacon interval. If a transmission fails again for the receiver using P Sk � 1, then the link is considered dead

and reported to upper layers.

This is just one example of how a power save protocol can be modi�ed to achieve multiple levels with

di�erent energy-latency tradeo�s. Other examples include adjusting the time between listening periods in

protocols such as STEM [2, 3] and WiseMAC [58]. Nodes using a longer sleeping time between listening

periods would save more energy, but require a longer latencyto be awakened by neighbors.

4.2.2 Routing Protocol Description

In Section 4.2.1, we described how toprovide multilevel power save. In this section, we describe a routing

protocol to e�ciently use multilevel power save. If energy consumption is the only concern, the optimal

adaptive sleeping strategy is simply for every node to select P Sk � 1 as their power save state. However, this

results in large delays due to the power save protocol that may be unacceptable for many applications.

Thus, our protocol works by taking an application-de�ned la tency bound and trying to �nd a route to

achieve the bound while attempting to minimize the increasein energy consumption. We focus on only

the latency induced by the power save protocol because this delay tends to be large (e.g., hundreds of

milliseconds or even secondsper hop) relative to contention and queuing delay in non-congestednetworks.

In highly congested networks, power save protocols would most likely not be used. A vast body of QoS

research deals with congestion and queuing delay which we view as orthogonal and complementary to our

work.

If we are given a set ofm 
ows to route ( F1; F2; : : : ; Fm ) and a desired latency for each 
ow (L 1; L 2; : : : ; L m ),

�nding routes that minimize the overall energy consumption increase for the 
ows is NP-complete. A proof

of this is presented in Appendix B. In this work, therefore, we consider heuristics to address the problem.

We modify DSR (Dynamic Source Routing) [77] to obtain our routing protocol. We now give a brief

overview of the salient aspects of DSR. When a source,S, wants to send packets to a destination,D , it must

�rst discover a route. To do this, S broadcasts a route request packet (RREQ ) that is 
ooded throughout

the network specifying that it is trying to �nd a route to D . Each node, other than D, that receives S's
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RREQ will add itself to a node list in the packet and rebroadcast the RREQ (assuming that the TTL

of the RREQ has not expired).4 Each RREQ is rebroadcast only once by an intermediate node. So, if

multiple copies of the sameRREQ are received by a node, as determined by a unique sequence number for

the request, the node will forward only the �rst one that it re ceives. If the RREQ reachesD, it generates

a route reply (RREP ) packet and sends it to the source.5 The RREP packet is generated by reversing the

node list in the RREQ and sending theRREP along the path speci�ed by the node list. The entire node

list is included in the payload of the RREP packet and is also used for source routing the packet toS. A

node that receives a source-routed packet will only forwardit if the node's ID is next on this node list. To

do so, it transmits the packet to the next node ID speci�ed on the list. In this manner, the RREP makes

its way back to S. At this point, S extracts the node list from the payload of the RREP and uses it as

the source route to forward data packets. That is, every datapacket that S sends will have the node list

appended to the routing header.

We modify DSR as follows. TheRREQ sender adds its desired latency,L , for the 
ow to the RREQ

packet. When forwarding the RREQ , each node will append its current power save state in addition to its

node ID. When D receives its �rst RREQ from S, it will set a timer for some speci�ed time, Tdelay .6 D will

not send aRREP until this timer expires. While the timer is running, D will collect all RREQ s with the

same sequence number that it receives fromS. At the end of this Tdelay time, D will evaluate all the paths

it has received from theseRREQ s and send anRREP along the \best" path. Next, we specify the routing

metrics that are used to determine which path to use.

The goal of our routing metric is to �nd the path that can achie ve the desired latency,L , (speci�ed in

the RREQ ) while increasing the energy consumption in the network theleast. To do this, we consider paths

that have been collected during theRREQ reception phase. For each path, we �nd the node on the path

whose energy consumption will increase the least by moving to the next higher energy state (and, hence,

lowering the latency for that hop). We continue iterating in this manner until the path's end-to-end power

save-induced latency is less thanL or all nodes are in the highest energy state. At this point, westore the

total energy increase for the path that was necessary for theiteration to terminate. Once this has been

done for all the paths, we send theRREP on the path that requires the smallest total energy consumption

increase. If two or more paths are tied for the minimum cost, then our protocol prefers routes with the

4Non-destination nodes replying to RREQ s using cached routes is one of many extensions that has been proposed for DSR.
We do not use cached replies in our work.

5Another option in DSR is whether the destination replies to e very RREQ it receives or just the �rst one. In our protocol,
the RREP procedure is modi�ed, but the destination will send only one RREP per RREQ .

6Another option is that a node replies after receiving some nu mber, say x, RREQ s even if the Tdelay timer has not yet
expired. For example, if x = 1, then a node would just calculate the power save state chan ges required for the path on the �rst
RREQ that it receives and use that path (and disregard all subsequ ent RREQ s for that route discovery). If x = 2, the node
would consider only the �rst two RREQ s that it receives and cancel the Tdelay timer if it has not yet expired.

61



lowest hop count.7 Our algorithm is shown in Figures 4.10, 4.11, and 4.12.

Each node receiving theRREP will check the requested power save level set for it by the destination.

If the requested power save level is a higher energy level than its current level, then the node switches to

the new power save level. Otherwise, it will remain in its current power save state since it is su�cient to

maintain the desired latency of the path.

Find-Route (R; L )
1 /*****
2 * Find route on which to send the RREP
3 * given a list, R, of received RREQ s
4 * and latency threshold, L
5 *****/
6
7 isF irst  true
8 for each r in R
9 do cost  Energy-Increase (r; L )

10 if isF irst or cost < min
11 then min = cost
12 minRREQ = r
13 isF irst  false
14
15 /* Set the requested power levels for the chosen path */
16 Array-Copy (psLevels[minRREQ ]; newP sLevels[minRREQ ])
17
18 /* Reply using the path from minRREQ */
19 Send-RREP (minRREQ )

Figure 4.10: Algorithm for determining which path to use from collected RREQ s.

The Find-Route function in Figure 4.10 �nds the route to use based onR, the set of RREQ s that have

been collected. For eachRREQ , Find-Route calls Energy-Increase (discussed below) to calculate the

cost of using theRREQ 's route in terms of how much the energy consumption of the path must be increased

to reach the latency threshold, L . At the end of the for loop, the least costly path is found and the power

save states are set to the new power levels necessary to achieve the latency threshold (newP sLevels is a

global variable set in Energy-Increase ). With these updated power levels, theRREP is constructed and

sent along the chosen path via the call toSend-RREP .

The Energy-Increase function in Figure 4.11 computes the minimum increase in energy consumption

necessary for the path in aRREQ , r , to achieve the desired latency,L . First, the function makes a copy of

the power save levels of the nodes inr 's path (psLevels[r ]) since our algorithm needs to change this state.

The energyCostvariable keeps a running total of the increase in energy consumption required for r 's path to

reachL . The while loop on line 21 will continue until the latency of the path is less thanL (we assume that

7We note that other metrics such expected number of transmiss ions or packet loss [112] could be used instead.
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Energy-Increase (r; L )
1 /*****
2 * Find the minimum energy consumption increase required
3 * for the path in a RREP , r , to achieve a wake-up
4 * latency less than or equal to L .
5 *****/
6
7 /*****
8 * psLevels[r ] contains the current power save level
9 * of each node along the path in r .

10 * psLevels[r ] is an array with an element for each node on the path.
11 *****/
12
13 /* pathLen [r ] is the length of the path in r */
14
15 Array-Copy (newP sLevels[r ]; psLevels[r ])
16 energyCost  0
17 /*****
18 * We assume that Path-Latency � L
19 * when newP sLevels[r ][i ] = 0 for all i on the path
20 *****/
21 while Path-Latency (r ) > L
22 do isF irst  true
23 for i  1 to pathLen [r ]
24 do cost  Energy-Diff (newP sLevels[r ][i ]; (newP sLevels[r ][i ] � 1))
25 if cost 6= 0 and ( isF irst or cost < min )
26 then min = cost
27 minIndex = i
28 isF irst  false
29 energyCost  energyCost + min
30 newP sLevels[r ][minIndex ]  newP sLevels[r ][minIndex ] � 1
31 return energyCost

Figure 4.11: Algorithm for computing cost of a path to reach latency threshold L .

this will always terminate in the pseudocode). Each iteration of the while loop will calculate the di�erence

in energy consumption that would result for each node inr 's path if its current power save state was moved

to the next lower latency power save state (i.e., moving fromP Si to P Si � 1). This calculation is done via

the call to Energy-Diff , which is discussed below. Once thefor loop on line 23 has terminated, we have

identi�ed the node on r 's path who can transition to a lower latency power save statewith the smallest

increase in energy consumption. At this point, we transition to the lower latency power save state (using

the newP sLevels variable) and increment energyCost by the energy consumption increase required. When

the path latency (calculated by the Path-Latency function call) is less than L , the while loop terminates

and returns energyCost.

The Path-Latency function in Figure 4.11 (line 21) can be computed in terms of worst-case latency,

average-case latency, or some other metric. We assume that anode j is using the kj -th power level. Thus,

P Sk j denotes its power save level andBI k j is the length of its beacon interval. Thus, for a path of n nodes,
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and the worst-case latency metric, our protocol considers the route for use if:

BI k1 + BI k2 + � � � + BI kn < L (4.3)

Energy-Diff (oldLevel; newLevel )
1 /*****
2 * Find the di�erence in energy consumption for
3 * switching from the lower energy oldLevel
4 * to the higher energy newLevel
5 *****/
6
7 /*****
8 * atimSize is a parameter speci�ed elsewhere.
9 * It is the size of the ATIM window in units of time.

10 *****/
11
12 if oldLevel = 0 or newLevel > oldLevel
13 then return 0
14
15 oldEnergy  atimSize

beaconIntervalSize [oldLevel ]
16 if newLevel > 0
17 then newEnergy  atimSize

beaconIntervalSize [newLevel ]
18 else newEnergy  1
19 return (newEnergy � oldEnergy )

Figure 4.12: Algorithm for computing the energy consumption di�erence between two power save levels.

The Energy-Diff function in Figure 4.12 computes an energy cost for transitioning from one power

save state to a lower latency power save state. We compute theenergy consumption of a power save state

as the ATIM window size (atimSize , whose value is set elsewhere) divided by the power save state's beacon

interval size (i.e., BI i ). The beaconIntervalSize variable is an array indexed by the beacon interval sizes for

each power save state. Note that this energy consumption calculation considers only the energy consumption

when nodes are not awake after the ATIM window. When nodesare awake following the ATIM window,

the energy consumption used in the subsequent beacon interval is the same regardless of the power save

state. As an example, letatimSize = 20 ms, and BI i = 200 ms and BI i � 1 = 100 ms. In this case,Energy-

Diff (P Si ; P Si � 1) will return 20
100 � 20

200 = 0 :1.

Though we do not test this in our simulations, each node must set a soft timer for each 
ow for which

it forwards packets so that it can revert to lower energy states whenever that 
ow ceases or the route fails.

Because the inter-arrival time for the packets on a 
ow is highly application dependent, we propose letting

the application specify this timeout value and piggybacking it on data packets sent by the 
ow. Whenever a


ow times out or explicitly indicates that it will no longer u se the route, the node transitions into the lowest
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energy power save state that is still acceptable to the 
ows which continue to use that node on their route,

as indicated by the power save levels speci�ed for the node inRREPs that it has received.

4.2.3 Design Discussion

Wake-Up Schedules: As described in Section 4.2.1, we use a simple link layer protocol to provide multiple

levels of power save. Basically, the beacon interval eitherincreases by a factor of two or decreases by half

depending on whether the node is moving to a lower or higher energy state, respectively. An alternative is

to use more complex wake-up schemes that provide overlap either deterministically or probabilistically.

In general, probabilistic protocols (e.g., [44]) are not appropriate in our design since they essentially add

more uncertainty to an already unreliable channel. Additionally, these protocols make even soft real-time

constraints more di�cult to obtain. Thus, we do not consider probabilistic approaches for our protocol.

By contrast, protocols that give deterministic overlap in an asynchronous manner (e.g., [41,42]) do allow

soft real-time latency bounds. The basic idea is that each node wakes up according to some pattern that is

guaranteed to overlap within some bound with every other node even though they may be unsynchronized.

The major advantage of this approach is that it makes synchronization less necessary. However, it can greatly

increase the protocol complexity since the wake-up schedules have to be chosen appropriately and nodes still

must probe to �nd out when the overlap occurs since they have no prior knowledge. Additionally, broadcast

is a problem since there is no single time where a node is guaranteed to have all of its neighbors listening.

We do not use a deterministic asynchronous protocol becausewe are not concerned with synchronization

and we need a relatively reliable and low overhead broadcastmechanism for the route discovery in our work.

This also frees us from the added complexity such a scheme would add to focus on the major idea of routing

with multiple power save levels.

Another option is to have one, long \master" beacon interval in which everyone is awake (i.e.,P Sk � 1

in our protocol). Then, each node chooses its own beacon interval independently based on the RREPs it

receives and lets each communicating neighbor know the nexttime it is scheduled to awake. Nodes then

keep track of the next wake-up time for each node with which they are communicating. This frees the nodes

from the need to use speci�ed discrete intervals and allows them to use any interval up to P Sk � 1. Broadcast

is still possible, as in our scheme, where broadcasts are sent only during the \master", or P Sk � 1, interval.

The disadvantage of this approach is that it requires the nodes to keep more per 
ow state. Also, it is more

susceptible to nodes returning to sleep too early since nodes waking up experience contention from data

packets, not just ATIM packets as in our scheme. Data packetstend to be signi�cantly larger than ATIM
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packets. In future work, one could more fully explore this idea to see under what conditions the early sleep

problem makes this protocol worse than our current version.

Soft Timers: As mentioned in Section 4.2.2, we use soft timers per 
ow passing through a node to

determine when it can revert to a lower energy state. We believe that this is acceptable since, in many

environments, a node will have only a few 
ows passing through it. Of course, a node can always choosenot

to handle additional 
ows if its per 
ow state becomes excessive.

An alternative to this design decision is to require a senderto explicitly \delete" a 
ow by sending a

packet along the path when it is �nished. We feel that this method would be unacceptable in multihop

wireless network settings due to the inherent underlying reliability of the channel and devices. Because links

and 
ows can fail unexpectedly, a node would permanently keep state for dead 
ows for which the 
ow was

not deleted. Eventually, this could exhaust the node's memory resources. Thus, overall, we feel that the per


ow state required to maintains soft timers for this purpose is best for the environment we are considering.

Routing Techniques: We choose to use DSR [77], a source routing protocol, in our work as described in

Section 4.2.1. An alternative would be to use a distance vector approach, like AODV [78]. The disadvantage

of using AODV (or another distance vector protocol) is that nodes learn only aggregate information about

the path during routing as opposed to DSR which providesper nodeinformation. In the algorithms discussed

in Section 4.2.1, we need per node information. In this aspect, DSR provides a superset of the information

that AODV does. Because our algorithms do not work with the information from AODV, we use DSR in

our work.

Another choice would be to use link state routing [113], suchas OLSR [114]. Nodes could 
ood the

network whenever their power save level changes or a link breaks. The obvious disadvantage of this approach

is the high overhead to 
ood the network if power save states are changing relatively frequently. Also, as

shown if Appendix B, even if the entire topology is accurately known, it is still NP-complete to �nd the

minimal energy consumption increase required for a desiredlatency. Thus, the advantage of knowing the

entire topology, as opposed DSR which learns just a few paths, is not easily exploited. At the very least, we

could �nd the k shortest paths [115], given the entire topology, and run thealgorithms from Section 4.2.1

on each of these paths. In future work, it would be interesting to test a link state routing protocol versus

our DSR implementation to determine which performs better under di�erent metric change frequencies and

network sizes.
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4.2.4 Simulation Results

To evaluate our protocol, we simulated it using ns-2 [103]. We test the following schemes, where the bold

text is the name we use to refer to the scheme and the italicized text indicates the (Routing, MAC) tuple

used:

� Always On [7, 77] (DSR, 802.11): This is the IEEE 802.11 protocol with no power save. It is the

default, unmodi�ed MAC protocol in ns-2. Because nodes never sleep, ALWAYS ON uses the most

energy, but has the lowest latency.

� 802.11 PSM [7,77] (DSR, 802.11 PSM): This is the standard IEEE 802.11 protocol with power save

enabled. 802.11 PSM is described in Chapter 2. The beacon interval for this protocol is set to the

longest beacon interval for a givenk value.

� CS-ATIM (DSR, CS-ATIM) : This is 802.11 PSM with our proposed carrier sensing modi�cation

described in Section 3.1.1. The beacon interval for this protocol is set to the longest beacon interval

for a given k value.

� Multilevel PSM (Multilevel DSR, Multilevel 802.11 PSM): This is our proposed multilevel power

save protocol described in Section 4.2 using 802.11 PSM.

� Multilevel CS-ATIM (Multilevel DSR, Multilevel CS-ATIM) : This is our proposed multilevel power

save protocol described in Section 4.2 using the CS-ATIM protocol that we proposed in Section 3.1.1.

We use 2 Mbps radios that have a 250 m range. Each data point is averaged over 30 tests. The ATIM

window is 20 ms and the base beacon interval,BI base , is 100 ms. Our topologies are generated by placing 50

nodes uniformly at random in a 1000 m� 1000m area. Each scenario has �ve 
ows among randomly chosen

source and destination pairs. Each 
ow sends at rate one packet per second using CBR tra�c. We set Tdelay ,

the time that a destination waits to collect RREQ s to be 500 ms. In our experiments, we setL to be the

same value for all 
ows in the network and do not test the more general case where each 
ow could select

its own L value.

Since our protocols are designed to only achieve soft real-time bounds on latency, it is important to

consider the standard deviation of our latency results. This gives us an indication of how well the protocols

are able to stay within the bounds over multiple runs. To avoid cluttering our �gures with standard deviation

bars, we provide the numerical values in Table 4.1 (we will refer to this table in our discussion of the results).

In this table, we give the standard deviation for each protocol in each latency �gure as a percentage of the

mean for the corresponding data point. We use the percentagesince the mean values can vary signi�cantly
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which makes the absolute values of the standard deviations di�cult to compare. We compute the standard

deviation averagedover all data points for the protocol as well as themaximum standard deviation of any

one data point on a protocol's curve. Additionally, we have plotted the standard deviation bars for the

latency of the multilevel protocols to show their deviation relative to the desired latency bound.

Table 4.1: Standard deviation as percentage of mean for latency �gures (Average j Maximum).

Figure 4.14 Figure 4.16 Figure 4.19

Always On 29.06 29.06 25.99 25.99 29.00 29.00
802.11 PSM 33.77 52.54 29.39 29.39 56.94 56.94

Multilevel PSM 20.03 22.75 26.33 29.04 23.46 53.28
Multilevel CS-ATIM 17.61 19.43 24.86 35.56 22.04 61.39

CS-ATIM 36.06 52.01 26.94 26.94 43.72 43.72

Figure 4.13 shows energy consumption of the protocols whenL = 300 ms. The horizontal axis is k, the

maximum number of power save levels. SinceTbase = 100 ms, k = 2 corresponds to the traditional 802.11

protocol where a node can either be on or using a power save protocol with a beacon interval of 100 ms.

From the �gure, we see that all the power save protocols use signi�cantly less energy than the Always On

protocol.
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Figure 4.13: E�ects of the number of power save levels on energy.

We see that the multilevel PSM protocol uses about 33% to 50% more energy than the traditional PSM

protocol. However, this increase in energy comes with a hugereduction in latency as shown in Figure 4.14.

In this �gure, we measure only the latency for packets that are sentafter the source has received theRREP .
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The source queues packets while waiting for theRREP , which makes their delay rather large and can skew

the average end-to-end delay of the rest of the packets.

The multilevel protocols achieve a delay of around 140 ms to 180 ms, which is well within the L = 300 ms

bound that was given. By contrast, the non-multilevel protocols have a latency of just over 300 ms when

k = 2 and increase to over 3000 ms whenk = 5. For k = 3 and k = 4, we notice that the average latency

is approximately double that of using the next lower latency power save state (i.e.,k = 3 latency is about

double that of k = 2 and k = 4 is twice as much ask = 3). However, when k = 5, the latency more than

doubles over that of k = 4. The reason for this is that ATIM window contention causes signi�cant delays.

Since the ATIM window size is static regardless ofk and the tra�c rate remains the same, more packets

need to be advertised in the ATIM window when k = 5 as opposed to, say,k = 2. The increased contention

reaches a point where some nodes are unable to send an ATIM when they �rst try and must wait another

beacon interval. This greatly degrades latency since the beacon intervals are longer for larger values ofk.

When k = 5, each hop has a wake-up latency of 800 ms plus the increased ATIM contention. With the

multilevel power save protocols, the routing protocol adjusts the power save level of nodes along a path to

ensure that the latency is less thanL .
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Figure 4.14: E�ects of the number of power save levels on latency.

Additionally, we can see from Table 4.1 that the multilevel protocols in Figure 4.14 have a lower deviation

in their latency among di�erent runs than the corresponding protocol without the multilevel extension. The

multilevel protocols have a deviation of about 20% on average, whereas PSM and CS-ATIM without the

multilevel extension have about a 35% deviation on average.This is due to the fact that a wider range of

average latencies are possible in the non-multilevel protocols for di�erent topologies and tra�c patterns.
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From Figure 4.13, we can see that our carrier sense techniques from Section 3.1.1 integrate nicely with

the multilevel power save scheme. In particular, by using CS-ATIM, we are able to achieve virtually the

same latency at using PSM (and well below theL threshold) while consuming less energy than the PSM

version of multilevel power save. All of the protocols seem to plateau at a point where the utility of adding

more power save levels diminishes. The multilevel CS-ATIM protocol seems to reach this plateau with only

two power save levels and shows only a slight decrease in energy consumption after this point.

In Figure 4.15, Figure 4.16, and Figure 4.17, we setk = 2 and show the e�ects of changingL , the desired

latency, on energy consumption and the observed latency, respectively. Again, we see that the multilevel

power save protocols achieve the latency bound with only a slight increase in energy. In particular, we can

see that, for k = 2, if a latency of less than about 300 ms is desired, then the power save protocols that do

not use multilevel power save cannot achieve this. Without multilevel power save, the only option would be

to turn o� power save which, as we can see from Figure 4.15, substantially increases energy consumption by

more than a factor of two. Furthermore, in Figure 4.17, we cansee that virtually none of the individual runs

exceed the latency bound when using the multilevel extension. We note that a few of the 
ows do exceed the

latency bound by a small amount. This occurs because our protocol adjusts the power save inducedlatency

and does not account for transmission times and queuing delays. Thus, our protocol occasionally sets the

power save states such that they are close to or equal toL , but the extra delays make the observed latency

slightly higher than L .
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Figure 4.15: Latency threshold versus energy consumption using two power save levels.

In Figure 4.18, Figure 4.19, and Figure 4.20, we show the e�ects of changing L for k = 3. We can see

that the multilevel power save protocols use slightly more energy relative to the other power save protocols
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Figure 4.16: Latency threshold versus observed latency using two power save levels.
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Figure 4.17: Latency threshold versus observed latency using two power save levels.

than for the k = 2 case. However, the multilevel power save protocols are also much more useful in achieving

the latency bound. In Figure 4.19, we can see that an application with L up to about 600 ms cannot achieve

its bound without the use of multilevel power save protocolsor turning o� power save all together. The

600 ms is a function of the average hop count in the network andbeacon interval size. From Figure 4.16

and Figure 4.19, we can infer that the average hop count is approximately three in our scenarios since the

latency with a 100 ms beacon interval is about 300 ms and with a200 ms beacon interval is about 600 ms. As

with the k = 2 case, we can see in Figure 4.20 that virtuallynone of the individual runs exceed the latency

bound when using the multilevel extension. As discussed earlier, the bound is occasionally exceeded since
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our protocol only accounts for the power save induced latency whereas the observed value is also a�ected by

the packet transmission time and queuing delay.
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Figure 4.18: Latency threshold versus energy consumption using three power save levels.
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Figure 4.19: Latency threshold versus observed latency using three power save levels.

4.2.5 Extensions

Energy Load Balancing As in previous work [116{118], it is still a concern that certain nodes that are

chosen to have a high energy power save state early may end up receiving a disproportionate amount of the

network's tra�c because they have a favorable metric. To address this, we propose that higher energy nodes

periodically try to \patch" their place on the route with ano ther node with a power level less than or equal
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Figure 4.20: Latency threshold versus observed latency using three power save levels.

to it that can be reached by both its upstream and downstream neighbors on the route. A node could try

this procedure when its residual energy falls below a speci�ed level or when its recent energy consumption

rate exceeds a certain level.

Such a situation may occur when two nodes, sayA and B , are equivalent from a routing perspective and

are in the same power save state when theRREQ is initially broadcast. In this circumstance, node A may

be selected, for example, because it wins access to the channel beforeB and rebroadcasts theRREQ �rst.

Thus, patching would allow A to eventually switch places with B to balance the energy consumption of the

two nodes.

We note that others [67] propose delaying theRREQ proportional to remaining energy. However, a node

with more energy at the time of the RREQ may eventually consume more energy than its neighbors and

require load balancing. Also, such a scheme assumes a homogeneous environment where all devices have the

same initial energy and/or they all consume energy at the same rate. In practice, this may not be true.

To do this, the node desiring the patch, sayP, broadcasts a message that is received by both its upstream

and downstream neighbors (nbrup and nbrdown , respectively) asking them each to broadcast a packet to test

which nodes are neighbors to bothnbrup and nbrdown . This packet also includesP's residual energy. Any

node that receives both the packet broadcast bynbrup and nbrdown and has more residual energy thatP is

a candidate to replaceP on the path. Such nodes respond toP and then P can select the node with the

highest remaining residual energy. Standard techniques such as choosing a backo� interval proportional to

a node's residual energy can be used to ensure that nodes witha higher residual energy reply �rst.

The process of patching a route is shown in Figure 4.21. Here,we assume that tra�c is being sent along
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the route A ! B ! C and that B wants to try to remove itself from the path. Thus, B sends out a broadcast

indicating that it wants to try to patch the route between A and C. In turn, A and C broadcast a packet

to help other nodes determine their reachability. In this example, N1, N2, and N3 cannot take B 's place

because they do not have bothA and C as neighbors. The only two candidates to takeB 's place areN4

and N5, since both are neighbors of bothA and C. In order for N5 to take B 's place, it would be necessary

for it to communicate this to B via A and/or C. This is in contrast to N4, which can communicate with B

directly. This implies that the communication overhead and complexity for N4 to be used is less than ifN5

is used. In order forN4 or N5 to take B 's place on the route, they need to have more residual energy than

B .

N1 N2 N3

N4

N5

A B C

Figure 4.21: Patching a route in multilevel power save.

If a node is part of multiple, disjoint routes, it can still tr y this patch procedure incrementally by applying

it to the path which requires the highest energy level until an acceptable level is reached. We note that in

this scenario, a node may also need to account for the rate at which tra�c is being forwarded on a given

path since 
ows which require a lower energy power save level, say f low , may still cause the node to consume

more energy than a 
ow that requires a higher power save level, say f high , if the f low is sending at a higher

rate that f high . Another issue is instability in the route if two neighbors t ry to patch their place on the

route simultaneously. If a node hears a patch request from one of its neighbors, it defers from issuing a patch

request until the current one is resolved or a timeout occurs.

We have not evaluated this protocol extension. Adding it to the protocol and testing it via simulation

and/or implementation is an area of future work.
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4.3 Summary

In this chapter, we proposed methods of adaptive sleep and listening intervals for power save protocols. In

Section 4.1, we propose an adaptive listening technique where a node adjusts the time that spend checking

for wake-up signals in response to transmissions in its neighborhood. This is especially bene�cial when only

a few advertisement packets need to be sent in each listeninginterval. In this case, nodes who are not the

recipient of a wake-up signal can return to sleep much sooner.

In Section 4.2, we present an adaptive sleeping technique that allows nodes to adjust their sleeping interval

in response to the desired latency of data that it is forwarding. We �nd that our proposed protocol allows

end-to-end latency bounds to be achieved with much less energy consumption than turning power save o�.

The protocol can maintain a desired latency bound with only aslight increase in energy consumption over

traditional power save protocols.
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Chapter 5

Adaptive Broadcast Dissemination
Framework

In Chapter 3 and Chapter 4, we have proposed energy-e�cient designs primarily for unicast tra�c. In

this chapter, we look at power save with respect to broadcasttra�c. Multihop broadcast is used in many

wireless network applications. Some common uses of multihop broadcast include discovering routing paths,

sinks querying sensors for data, and distributing code updates throughout the network.

With respect to broadcast, power save protocols generally expose two options to the user. First, if no

power save is used, then the broadcast can achieve a relatively low latency, but at the expense of large energy

costs to listen for broadcasts. The second option is to use the power save protocol. This option conserves

much less energy than the �rst, but has a high latency that may be unacceptable to some applications.

In our work, we propose a lightweight protocol to augment existing protocols that allows broadcast

propagation to be more energy e�cient while still achieving a desired latency. In this chapter, we present

PBBF, Probability-Based Broadcast Forwarding, and explore the resulting energy-latency-reliability trade-

o�s that emerge. Additionally, we describe our implementation of PBBF on sensor hardware in TinyOS [11]

in Section 5.3.

5.1 Protocol Description

We propose Probability-Based Broadcast Forwarding (PBBF) that can be used in conjunction with any

power save protocol that has the following characteristics:

1. Nodes are scheduled to sleep at certain times.

2. A mechanism exists which ensures that all of a node's neighbors will be awake at the same time to

receive a broadcast.
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While we focus on a synchronous power save protocol in this chapter, asynchronous and out-of-band protocols

with these characteristics could also use PBBF. For example, in an out-of-band protocol, nodes could be

scheduled to sleep between epochs when they sample the out-of-band channel for a wake-up signal. Then,

for broadcasts, a node could wake up all of its neighbors by transmitting a wake-up signal long enough that

each of its neighbors has time to detect it. For deterministic asynchronous protocols, the nodes would be

scheduled to sleep in certain slots and there could be one common slot scheduled at certain times.

We use IEEE 802.11 PSM [7] as the base protocol to demonstratePBBF. Particularly relevant to this

work is the fact that 802.11 PSM, unlike many power save protocols, speci�es a protocol for broadcast.

Additionally, some protocols designed speci�cally for sensors, such as S-MAC [45], are similar to IEEE

802.11 and use many of its mechanisms.

The goal of PBBF is to achieve a speci�ed reliability, with hi gh probability, while allowing a wide-range

of tradeo�s in energy consumption and latency. Speci�cally, we focus on two de�nitions of reliability in this

work: (1) the average fraction of nodes that receive a broadcast and (2) the average fraction of broadcasts

received by a node.

PBBF introduces two new parameters to a power save protocol:p and q. The �rst parameter, p, is the

probability that a node rebroadcasts a packet in the current active time even though not all neighbors may

be awake to receive the broadcast. With probability (1� p), the node will wait to send the packet according

to the power save protocol. The second parameter,q, represents the probability that a node remains on after

the active time when it normally would sleep (the length of time that a node remains on is a parameter of the

power save protocol being used). With probability (1� q), the node sleeps as it would in the original power

save protocol. Even with these modi�cations, a node still only rebroadcasts a packet once. In Section 5.3.1,

we introduce a third parameter that allows a node to rebroadcast a packet twice for added reliability.

Figure 5.1 shows pseudo-code of changes to any sleep scheduling protocol required for PBBF. The original

sleep scheduling protocol is a special case of PBBF withp = 0 and q = 0. The always-on mode (i.e., no

active-sleep cycles) can be approximated by settingp = 1 and q = 1. PBBF may be slightly di�erent from

always-on in this case. For example, in synchronous protocols, there may still be byte overhead (e.g., sending

advertisements) and temporal overhead (i.e., PBBF cannot send data packets during the advertisement

window).

Intuitively, we can see that the p and q parameters will have the following e�ects.

Energy: As q increases, energy consumption increases. Changingp has a negligible e�ect on energy con-

sumption.
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Sleep-Decision-Handler ()
1 /* Called at the end of active time */
2 /* If stayOn is true, then remain on; else sleep*/
3 stayOn  false
4
5 if DataT oSend = true or DataT oRecv = true
6 then
7 stayOn  true
8 else if Uniform-Rand (0; 1) < q
9 then stayOn  true

Receive-Broadcast (pkt)
1 /* Called when broadcast packet pkt is received */
2 if Uniform-Rand (0; 1) < p
3 then Send-Broadcast (pkt)
4 else Enqueue (nextP ktQueue; pkt )

Figure 5.1: Pseudo-code for PBBF.

Latency: As q increases, latency decreases, provided thatp > 0. As p increases, latency decreases, provided

that q > 0.

Reliability: As q increases, reliability increases, provided thatp > 0. As p increases, reliability decreases,

provided that q < 1. When p increases, there is a greater probability that a node rebroadcasts the

packet immediately. Thus, for a �xed q < 1, there is a greater chance that some of its neighbors do

not receive the broadcast since they chose to sleep.

If the conditions listed above (e.g., p > 0 for latency and reliability as q increases) are not met, then the

metric is not a�ected in that situation. In the subsequent sections, we investigate these interactions more

thoroughly.

5.1.1 Design Discussion

Connected Dominating Sets: An alternative method to address the problem of broadcast inenergy

saving networks is to construct a connected dominating set (CDS) (a.k.a., virtual backbone) and allow the

selected set of nodes to remain in a high energy consumption state. Previous work [82,119,120] has presented

algorithms to approximate the construction of a CDS in wireless networks.

The key aspects of a CDS are that all the nodes in the CDS are connected and all nodesnot in the CDS

are one hop away from a CDS node. Thus, if the CDS consists of high energy consumption, low latency nodes

in the always on state, then a broadcast could be unicast along the CDS without incurring any power save

delay. Then, each CDS node would incur one power save delay torebroadcast the packet to all neighbors
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which may be in a power save state. For example, let us assume that the latency to send a packet among

always on nodes isL 1 and the latency to send a packet using power save isL 2, where L 1 � L 2. If the

maximum path length between any two nodes in the CDS isD , then the broadcast will reach all nodes in

at most DL 1 + L 2 time (assuming that the broadcast initiator does not use power save mode to transmit).

The major di�culty with the CDS approach is that the formatio n of the CDS is NP-complete so approx-

imation algorithms must be used [82, 119, 120]. Additionally, such an approach does not give �ne-grained

control over the energy consumption and latency tradeo�. Once the CDS is formed, the energy-latency

tradeo� is �xed. By contrast, our design gives the user more � ne-grained control of this tradeo� and does

not require the construction of a distributed structure in the network.

5.2 Simulation Results

In this section, we present simulation results for PBBF. In Section 5.3.3, we discuss TinyOS [11] implemen-

tation results for our protocol. We simulated PBBF in two di� erent ways. First, we used a grid topology

with ideal MAC and physical layers (i.e., no collisions, packet errors, or MAC delays). This allows us to

observe some fundamental aspects of the protocol behavior without second-order e�ects such as collisions

and irregular topologies. The second method of simulation was to test the protocol in ns-2 with uniformly

random topologies. This allows us to explore how PBBF performs in a more realistic setting.

In both sets of simulations, one source that broadcasts periodically. First, we present a brief overview of

the results from the ideal simulator. Then, in Section 5.2.1, we highlight some results fromns-2 simulations.

More details can be found in [1].

The metrics that we test are:

� Joules Consumed/Total Broadcasts Sent at Source: The sum of the total energy consumed by

each node in the network divided by the total number of broadcasts sent by the source.

� Average Per-Hop Latency: Calculated by �nding the average latency for each node divided by the

node's hop count from the broadcast source. These values arethen averaged over the entire network.

For each broadcast, we only count the latency for nodes thatreceived the broadcast.

� Average X -Hop Latency: The average latency of nodes that are exactlyX hops away from the

broadcast source. For each broadcast, we only count the latency for nodes that received the broadcast.

� Fraction of Broadcasts Received: The fraction of broadcasts received by each node averaged over

the entire network.
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� Fraction of Broadcasts Received by 99% of Nodes: For each broadcast, we determine if it was

received by 99% of the nodes in the network. Then, the number of broadcasts that were received by

99% of the nodes is divided by the total number of broadcasts sent by the source.

In Figure 5.2, we show how the reliability increases as the values ofp and q increase (e.g., PBBF-0.5 refers

to PBBF with p = 0 :5). The key aspect of this �gure is that PBBF demonstrates a threshold behavior as is

seen with connectivity in percolation theory [121]. In Figure 5.3, we see energy consumption as a function

of q. Figure 5.4 shows the latency for variousp and q combinations. By combining the data from Figure 5.3

and Figure 5.4, we are able to see the achievable tradeo� between energy consumption and latency for a

given reliability in Figure 5.5. This demonstrates the wide-range of energy-latency tradeo�s for broadcast

made possible by PBBF.
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Figure 5.2: Threshold behavior for 99% reliability.

5.2.1 ns-2 Simulations

We simulated the broadcast application at the routing layer of ns-2. One random node is chosen to be the

broadcast source for each scenario. Broadcasts are sent deterministically at the source at a rate of 0.01

broadcasts/second. The total size and data payload of each packet are 64 and 30 bytes, respectively. Our

scenarios have 50 nodes placed uniformly at random such thatthe expected number of one-hop neighbors

per node is 10. We ran each simulation for 500 seconds and eachdata point is averaged over 10 runs. In

Table 5.1, we give the average and maximum standard deviations for the data points on each curve as a

percentage of their mean.
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Figure 5.3: Average energy consumption.
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Figure 5.4: Average per-hop broadcast latency.

Table 5.1: Standard deviation as percentage of mean for Section 5.2.1 �gures (Average j Maximum).

Figure 5.6 Figure 5.7 Figure 5.8 Figure 5.9

PBBF-0.5 1.25 6.80 17.59 32.65 8.47 15.53 2.88 10.59
NO PSM 0.0 0.0 30.69 30.69 11.08 11.08 0.45 0.45

PBBF-0.25 0.59 2.21 11.74 15.85 3.99 6.89 1.03 3.11
PBBF-0.1 0.49 1.93 6.07 9.01 3.16 4.31 0.63 1.55

PSM 1.54 1.54 2.27 2.27 2.20 2.20 0.44 0.44
PBBF-0.05 0.48 1.60 3.47 4.64 2.49 3.99 0.71 1.28
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Figure 5.5: Energy-latency tradeo� for 99% reliability.

Our �rst simulations show how various values of q a�ect PBBF. Figure 5.6 shows how the average energy

consumed at a node, normalized for the number of broadcasts generated, changes withq. We can see that

using PSM saves almost 2 Joules per broadcast over using no PSM. The �gure also shows that energy

consumption increases linearly with theq value. We also observe thatq dominates p in the energy usage

because regardless of thep value, the PBBF lines almost overlap.

In Figure 5.7 and Figure 5.8, we see the e�ect ofq on latency. Figure 5.7 and Figure 5.8 show the average

latency of nodes that are two hops and �ve hops from the source, respectively. In our simulations, new

packets always arrive at the source during the ATIM window, so they are sent with a delay of aboutAW .

As expected, the latency to reach two hop neighbors is aboutAW + BI . We can see that PSM consistently

has a high latency, whereas turning o� PSM results in a much lower latency. PBBF does worse than PSM

at small values of q, but improves signi�cantly as q and p increase. The reason PBBF performs worse for

small values ofq is the amount of redundancy in broadcasts received from di�erent neighbors is reduced.

Therefore, it is more likely that a node will not receive the broadcast from the neighbor that would result

in the smallest latency. However, asq and p get larger, the probability increases that a broadcast will be

transmitted and received without waiting for the next beacon interval. From Figure 5.7 and Figure 5.8, we

can also see that the cross-overq point where PBBF does better than PSM occurs at a lower value for nodes

farther from the source. This is expected since there is a greater probability that at least one node between

the source and a distant node is able to reduce the latency by at least one beacon interval. Whenever the

latency is reduced by at least one beacon intervaland the broadcast is received on a path with the same hop

count as PSM, then PBBF does better than PSM in terms of latency. Also, potentially many more di�erent
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Figure 5.6: Average energy consumption.

paths exist by which the broadcast can reach distant nodes.

Figure 5.9 illustrates how the q value a�ects the fraction of broadcasts a node receives. We observe that

setting p = 0 :5 results in a signi�cant degradation until q reaches about 0:5. For p = 0 :25, a little degradation

occurs and all the other p values result in less than 1% loss. These results are explained the e�ect that p

and q have on the probability that a broadcast sent by a node is received by a neighbor. We must decrease

p and/or increase q until the desired level of reliability is achieved.

5.3 Implementation

We implemented PBBF in TinyOS [11] for the Mica2 Mote [104] sensors. This serves as a proof-of-concept

for the protocol and provides results from a real-world communication environment. As described in Sec-

tion 5.3.2, PBBF is implemented on top of a di�erent sleep scheduling protocol than the 802.11 PSM protocol

that was the basis for the simulations in Section 5.2. This demonstrates the versatility of PBBF.

Additionally, we added an extension to the PBBF protocol described in Section 5.1. This extension is de-

scribed in Section 5.3.1. In Section 5.3.2, we describe the architecture designed in TinyOS. Our experimental

results are presented in Section 5.3.3. Section 5.3.4 details some lessons we learned from our implementation

experience.
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Figure 5.7: 2-hop average broadcast latency.

5.3.1 Protocol Extension

As mentioned in Section 5.1, the PBBF parametersp and q provide a tradeo� in energy consumption, latency,

and reliability for broadcast dissemination. Section 5.2 quanti�es this tradeo� via simulation.

We propose another parameter that can be used in PBBF that induces an overhead tradeo� in addition

to the three aforementioned metrics (i.e., energy consumption, latency, and reliability). We denote this

parameter as r and it behaves as follows. When a sensor decides to immediately transmit a broadcast

packet according thep parameter (as described in Section 5.1), it will broadcast the packet a second time

with probability r . If the packet is broadcast for a second time, then the secondtransmission is advertised

according to the sleep scheduling protocol's original protocol. The pseudo-code for this PBBF extension is

shown in Figure 5.10.

We can see that ther parameter induces an overhead tradeo� into PBBF. By increasing r , we increase the

reliability of a broadcast at the expense of increasing the packet overhead in the network. At the extreme, if

r = 1, then reliability should be close to 100% regardless of the p and q values, but each node is broadcasting

every packet twice. This gives designers yet another control parameter to achieve a desired tradeo� in the

energy consumption, latency, reliability, and overhead planes.

5.3.2 Design

We chose to implement PBBF in TinyOS [11] since this is a widely used open-source operating system

designed for sensors. Its adoption in the research community has led to a relatively stable system with a
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Figure 5.8: 5-hop average broadcast latency.

signi�cant amount of documentation. For a hardware platfor m, the Mica2 [104] and Telos [122] Motes were

available. We chose to use the Mica2 platform since it has twopower save protocols implemented for it.

The two power save protocols available on the Mica2 platformwere S-MAC [45] and B-MAC [26]. These

protocols are both described in Chapter 2. Either would havebeen an appropriate choice for our PBBF

implementation. We chose to use B-MAC over S-MAC for severalreasons. First, B-MAC is implemented in

the core of TinyOS whereas S-MAC is an add-on that must be incorporated into the TinyOS separately. Thus,

B-MAC has undergone more rigorous testing since it is used bynearly everyone that downloads TinyOS and

does not require an extra e�ort to get it working. Second, the code for B-MAC was less complex and easier

to understand. Thus, it was easier to make the necessary modi�cations for PBBF. Finally, B-MAC, unlike

S-MAC, does not require time synchronization. This eliminates a major source of potential experimental

errors.

As described in Section 2.1.2, B-MAC uses preamble samplingfor in-band power saving. Sensors wake

up according to a speci�ed duty cycle and carrier sense the channel. If the channel is idle, the sensor returns

to sleep until the next scheduled carrier sense period. If the channel is busy, the sensor continues listening to

channel in anticipation of receiving a pending data packet.When a node has data to transmit, it attaches

a preamble longer than the duty cycle in order to guarantee that all nodes will carrier sense the channel at

some point during the preamble and continue listening.

To implement PBBF on B-MAC, we make the following changes:

� When a node carrier senses the channel idle during its duty cycle, with probability q, it continues

listening to the channel until its next scheduled carrier sensing period.
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Figure 5.9: Average broadcasts received.

Receive-Broadcast (pkt)
1 /* Called when broadcast packet pkt is received */
2 if Uniform-Rand (0; 1) < p
3 then Send-Broadcast (pkt)
4 if Uniform-Rand (0; 1) < r
5 then Enqueue (nextP ktQueue; pkt )
6 else Enqueue (nextP ktQueue; pkt )

Figure 5.10: Pseudo-code forr parameter in PBBF.

� When a node has a packet to rebroadcast, with probabilityp, it transmits the packet without the long

preamble. In this situation, most of the node's neighbors will not carrier sense the preamble and, hence,

not receive the broadcast packet at that time. With probabil ity (1 � p), the node will rebroadcast the

packet with the long preamble so that its neighbors will carrier sense it and receive the subsequent

data packet.

� When a node rebroadcasts the packetwithout the long preamble (as discussed in the previous item

above), with probability r , it will broadcast the packet a second time. This second broadcast will use

the long preamble.

The architecture we used for our implementation is shown in Figure 5.11. The solid arrows in the �gure

represent the interface that connects two modules. The notation A I! B indicates that component B

implements interface I and that component A usesB 's implementation of interface I . The dashed arrows

indicate the message type that the connected module uses to send and/or receive via GenericComm. Details
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Figure 5.11: TinyOS architecture for PBBF implementation. The solid rectangles are modules (CC1000Radio
is an abstraction for the three modules listed in the dotted lines). The solid arrows represent the major
interface(s) that connect modules. The incoming dashed lines to GenericCommrepresent the message types
the connected module uses.

about the interfaces and packet types are in Appendix C. TheGenericComm, UART, and CC1000Radio1

components are already implemented in TinyOS. We made some modi�cations to the CC1000Radio modules,

but used these components, for the most part, in their current TinyOS instantiation. We now describe the

functionality of each component from Figure 5.11.

DummyBcastSrc: This is the application that we use to test PBBF. The node with ID 0 is chosen as the

broadcast source and transmits a broadcast periodically according to a desired rate. The broadcast

1CC1000Radiois an abstraction for the three modules listed in the dotted l ines.
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does not contain any useful data. Non-source nodes that receive broadcast packets pass information

to the Stats module to collect experimental data.

DummyBcastSrcalso serves as the link to the serial port (UART) for communication with a com-

puter. The module also passes control packets (e.g., whatp, q, and r parameters to use for a particular

run) to CtrlPktHandler . Finally, it maintains all the timers for when an experiment al run ends and

when statistics are sent back to the broadcast source.

SimplePbbfBcast: The main functions of this module are duplicate suppressionand queuing forDummyBcastSrc's

broadcast packets. Control packets are also passed toCtrlPktHandler and Stats is noti�ed of every

broadcast sent or received.

CtrlPktHandler: This module handles incoming control packets by setting thep, q, and r parameters to

the values speci�ed in the packet. This is done via its connection to Pbbf.

Stats: This module keeps track of statistics for our experiments and aggregates the information in pack-

ets to send back to the broadcast source. ViaDummyBcastSrc, it keeps track of the end-to-end la-

tency of received packet as well as the total number of unique, application-layer received packets.

SimplePbbfBcast informs Stats of the total number of data packets sent and received.Pbbf signals

to Stats when a packet was transmitted twice due to ther parameter (as discussed in Section 5.3.1).

CC1000Radiosignals this component whenever the radio switches to and from sleep mode to track the

total fraction of time spent sleeping.

This module also provides a basic end-to-end retransmission scheme for added reliability in reporting

experimental stats. We found this to be somewhat useful since the link layer retransmission scheme

seemed to occasionally fail. One limitation of the link layer retransmissions in TinyOS is that no

receiver is speci�ed in the ACK packets. Thus, it is possiblethat both S1 and S2 send a packet toD

at about the same time and, for whatever reason,D receives only, say,S1's packet. However, the ACK

send byD, which is intended for S1 in this example, will also be overheard byS2 and S2 will considered

its packet successfully received since the ACK does not specify if it is for S1 or S2. However, we did

not run tests to determine if this was the source of occasional failures for link layer retransmissions

since this was a peripheral issue that the end-to-end retransmissions seemed to �x. We mention it,

though, as a possibility.

GenericComm: (Existing TinyOS module) This serves primarily to multiplex and demultiplex packets

in TinyOS based on the packet type. Essentially, the packet type serves the role that ports do in

traditional TCP/UDP communications
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UART: (Existing TinyOS module) This component provides the lower level communication withthe serial

port.

Pbbf: This is the actual implementation of the PBBF protocol. It is placed betweenGenericCommand the

CC1000Radiocomponents. GenericCommis analogous to the network layer andCC1000Radioprovides

the medium access and the physical layer.

The p, q, and r values that Pbbf uses are input fromCtrlPktHandler . B-MAC noti�es Pbbf of a

decision point for whether to sleep via thePbbfNotifier interface. At this point, Pbbf compares the

current q value to a random number to decide whether to tell the radio to sleep, as would be normal

operation, or continue listening to the channel, which is part of PBBF. For every packet received from

GenericComm, PBBFdecides, based on thep and r values, whether to use a long preamble and whether

to transmit the packet twice, respectively. This layer also provides link layer retransmissions since this

feature is not implemented in lower layers (i.e.,CC1000Radio).

CC1000Radio: (Existing TinyOS modules) These components provide the lower level communication with

Chipcon's CC1000 radio [123] found on Mica2 Motes. Additionally, the B-MAC [26] implementation

is integrated into these components.

5.3.3 Results

To test our implementation, we set up the following experiments. The broadcast source, with ID 0, was

attached directly to a laptop via a MIB510CA board. This sensor also served as the sink for reporting

statistics back to the laptop. Our Mica2 Motes used the 433 MHz frequency. We were constrained to using

only nine Motes total, so the other eight Motes served as broadcast receivers.

Initially, we planned a multihop topology. However, statistics reporting proved far too unreliable for the

environment in which we attempted this (see Section 5.3.4 for more details). Thus, we only experimented

on a topology where all of the devices were within range of thebroadcast source (and each other). This

setup was also bene�cial since a limited number of Motes wereavailable and PBBF relies on some amount

of density to operate e�ciently. Furthermore, this simple s cenario is su�cient for demonstrating some of the

key properties of PBBF.

In our experiments, the source transmitted a broadcast every 2.5 s. Each experiment ran for 30 s, which

results in 11 packets being sent per run (the �rst packet is not sent immediately when the test commences).

Each data packet uses the standard TinyOS format with 2 synchronization bytes, 5 header bytes, 2 CRC

bytes, and a payload of 29 bytes. The default preamble adds anadditional 8 bytes, though, as described in
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Section 2.1.2, B-MAC increases the preamble length according to how much power saving is desired. In our

tests, we set the B-MAC parameters to have a duty cycle of 135 ms and preamble size of 371 bytes. We note

that when a sender decides to transmit immediately, according to the p parameter in PBBF, the preamble

size is set to the default 8 bytes for that particular packet. We also note that the version of B-MAC we

used carrier senses the channel for 8 ms once every duty cycle. If the channel is not carrier sensed idle, then

B-MAC extends the time that it is awake for 32 ms. At the end of this 32 ms interval, B-MAC carrier senses

again and will sleep or extend its listening for another 32 msdepending on if the channel is idle or busy,

respectively. For statistics collection, once the sensor has run the experiment for the speci�ed 30 s length, it

switches power save o� for 10 s and reports its data.

The metrics that we measured are:

� Fraction of Time Not Sleeping: Obtaining �ne-grained energy measurements for the Motes requires

special equipment. Thus, we use a coarse-grained metric where we track how much time a node spends

with its radio not in the sleep state over the course of an experiment. Thus, the larger the fraction of

time not sleeping, the more energy is generally being consumed by the radio.

� Average Broadcast Latency: This is the average latency from the time a packet is sent at the

sender's application layer until the data begins transmission over the radio (i.e., after the preamble

and synchronization bytes have been transmitted). For this, we use the time stamping implementation

described in [40]. Again, this is not as �ne-grained of a metric as we would like. However, this technique

obviates the need for time synchronization among the nodes which would induce a large amount of

complexity and overhead to our implementation. We only compute the latency for nodes that received

a given broadcast.

� Unique Data Packets Received: We measure the average fraction of broadcasts sent by the source

that are received by listening nodes.

� Total Data Packets Received: This is a measure of the receive overhead of the protocol. It is

the average total broadcasts received divided by the numberof broadcasts sent by the source. Since

sensors �lter duplicate broadcast packets (with respect tothe source and sequence number), the total

data packets received is greater than or equal to the unique data packets received.

� Total Data Packets Sent: This is a measure of the sending overhead of the protocol. It is the

average total broadcasts sent by a node (excluding the broadcast source) divided by the number of

broadcasts send by the source.
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To test the e�ects of p, q, and r , we set their values to 0.0, 0.3, 0.7, and 1.0 and ran one experiment

(with multiple broadcasts) for each of the 64 possible combinations of these three variables using these four

values. For clarity of presentation, we omit some of the combinations in our graphs.

In Figure 5.12, we show the e�ects ofp on energy consumption. Whenq = 1, obviously no energy savings

occurs. Whenr = 0, the energy consumption decreases withp because less packets are being received by the

nodes (it is proportional to the corresponding curve shown in Figure 5.14). If a sensor is receiving only a few

packets, then it will be sleeping most of the time. Whenr = 1, every packet transmitted immediately is also

transmitted a second time using the power save protocol. This results in increased overhead and reliability.

However, since more packets are being sent and received, theenergy consumption is greater than forr = 0.

The curve is approximately 
at when q = 0 and r = 1 because the number of transmissions that

follow the B-MAC power save protocol remain the same. In B-MAC, such transmissions, with their long

preambles, consume signi�cantly more energy than the immediately sent packets. Thus, the dominating

energy consumption component, the packets sent using the power save protocol, remains constant. The

number of immediate sends increases asp increases, but the e�ect on the curve is small.
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Figure 5.12: Energy consumption.

The e�ect of p on latency is shown in Figure 5.13. We can see howp improves the latency whenq = 1.

This improvement comes at the expense of energy consumption. The sharp drop-o� in the q = 0, r = 0

case occurs because of a large decrease in reliability (shown in Figure 5.13). This is due to the fact that the

latency is only computed for sensors that receive a broadcast. So, the few sensors that happen to receive

the broadcast will do so with a small latency whenp is high and q = 0. As an example, whenp = 0 :3, the

reliability of the broadcast is about 80%. However, the slight decrease in latency whenp = 0 :7 comes at
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the expense of achieving only a 20% reliability. Theq = 0, r = 1 case actually shows an increase in latency

because the second packet being transmitted is what is usually being received. The second transmission

occurs only after the �rst transmission that uses a short preamble.
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Figure 5.13: Average broadcast latency.

Figure 5.14 shows, as expected, that ifq = 1 or r = 1, the reliability is 100%. However, if both q and r

are zero, then the reliability steadily decreases withp to the point of almost 0% reliability.
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Figure 5.14: Reliability of broadcast.

The overhead for receiving and sending in the protocols can be seen in Figure 5.15 and Figure 5.16,

respectively. As expected, whenr = 1, we get twice the overhead for both sending and receiving when

compared to r = 0. In both �gures, we see that the overhead increases asp increases whenr = 1 since more
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packets are sent according to thep parameters and, hence, more packets are sent a second time according

to the r parameter. In the case whereq = 0 and r = 0 in these �gures, we see a decrease in overhead since

more packets are being transmitted according to thep parameter and less neighbors are listening at that

time (since q = 0).
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Figure 5.15: Reception overhead.
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Figure 5.16: Transmission overhead.

Consistent with our results in Section 5.2, Figure 5.17 shows that an increase inq causes a linear increase

in energy consumption. The p = 1 case uses signi�cantly less energy than the other three cases at lower

values ofq. This is due to a decreased reliability compared with the other three cases. When no packets are
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being transmitted using the power save protocol, sensors sleep more since they are receiving fewer packets.

This is similar to what was seen in Figure 5.12.
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Figure 5.17: Energy consumption.

Figure 5.18 shows the e�ect ofq on latency. In the p = 1, r = 1 case, the latency shows a linear decrease

with q. This is because whenq = 0, most of the broadcasts received are from the second transmission.

However, whenq = 1, the broadcasts received are from the �rst transmission instead of the second rebroadcast

(as determined by the r parameter). In the p = 1, r = 0 case, whenq = 0 the latency is low due to the

low reliability (as shown in Figure 5.19). After this point, however, there is a gradual decrease in latency as

more broadcasts are received directly from the source rather than rebroadcasts by a neighbor. Whenp = 0 :3

and q = 0, we can see thatr = 1 can actually have a negative e�ect when compared with r = 0 due to the

increased contention from the extra overhead induced.

The fraction of broadcasts that are received is shown in Figure 5.19. The interesting cases are onlyp = 1,

r = 0 and p = 0 :3, r = 0 since the other two curves have enough redundancy to give 100% reception. In both

cases we can see how the reliability improves atq increases (the other two curves are 
at at 100% regardless

of q's value).

Finally, we tested the e�ects of r in our implementation. Figure 5.20 shows energy consumption. When

p = 1, q = 0, we can see that the nodes use more energy due to the increase in reliability that the increasing

r is providing. The reliability improvement with r is illustrated in Figure 5.21.

Figure 5.22 and Figure 5.23 show the overhead for receptionsand transmissions, respectively. These

results show that the overhead doubles whenp = 1 and q = 1 as r goes from 0 to 1. This occurs because

when p = 1, each sensor will transmit each broadcast once whenr = 0 and twice when r = 1. When p = 0,
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Figure 5.18: Average broadcast latency.
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Figure 5.19: Reliability of broadcast (all curves overlap except for (q = 0 ; r = 0).

we see no e�ects on the overhead, with respect tor , as expected. Whenp = 1 and q = 0, then the overhead

is zero whenr = 0 due to the lack of reliability. The increasing reliabilit y with r causes the overhead to

increase linearly.

From these results, we see that our implementation in TinyOSshows the same trends as we observed

in simulation for energy consumption, latency, and reliability as a function of the p and q parameters.

Additionally, we have shown the e�ects of a new parameter,r , which can improve reliability at the expense

of extra packet overhead. Our �gures show the quantitative performance of these three parameters on sensor

hardware.
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Figure 5.20: Energy consumption.

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  0.2  0.4  0.6  0.8  1

U
ni

qu
e 

D
at

a 
P

ac
ke

ts
 R

ec
ei

ve
d/

T
ot

al
 U

ni
qu

e 
D

at
a 

P
ac

ke
ts

 S
en

t a
t S

ou
rc

e

p = 0, q = 0
p = 0, q = 1
p = 1, q = 0
p = 1, q = 1

r

Figure 5.21: Reliability of broadcast.

5.3.4 Lessons Learned

In this section, we list some lessons that we learned as a result of our implementation.

Lesson 1: A small fraction of seemingly trivial tasks will take a largefraction of your time.

Getting a reliable serial connection between a Mote and the laptop proved extremely time consuming.

The need for root access limited our PC choices to laptops. Most laptops are equipped with only

USB ports and not serial ports. However, the USB-to-serial adapters that we tried tended to produce

non-deterministic errors where serial communication would succeed about 10-20% of the time. After

devoting signi�cant time working under the assumption that the operating system needed con�gured
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Figure 5.22: Reception overhead.
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Figure 5.23: Transmission overhead.

correctly, we eventually had to purchase a laptop with a native serial port.

Similarly, some aspects of TinyOS code are poorly documented and commented (though, overall,

the documentation is good relative to other open source projects). Thus, some questions that could

be answered quickly by someone familiar with the system tooka much longer time to �gure out by

perusing code, documentation, and running applications. Examples include �nding that link layer

retransmissions were not implemented and discovering how to code them correctly. Another example

is determining the di�erences among the routing protocols provided in TinyOS and discovering how to

use these components correctly.
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Lesson 2: Multihop topologies are much more di�cult to create than in simulation.

We found this particularly di�cult in an indoor setting. Con trary to our assumption that one could

just place devices in a large seminar room spaced by a �xed distance, we discovered that this task

requires much more in the way of measurement studies in a speci�c location to create a topology.

Factors such as the height of a device, its distance to other objects, and asymmetry of communication

links proved extremely complex in our chosen environment. Amuch more rigorous measurement study

of a location or, better, a speci�cally designed testing area are needed to create multihop topologies.

Lesson 3: Statistic collection and software updates are extremely di�cult without a wired backplane.

A signi�cant amount of e�ort was needed to create a system for collecting statistics that did not

interfere with experimental runs. Without an out-of-band c hannel available, each node had to unicast

its statistics for a run back to the sink using the same channel on which the experiments were run.

This was exacerbated by the fact that the experiments required power save protocols to be used,

which decreased reliability and increased latency for packets. Our solution was to use local timers

with a large \fudge" factor to account for synchronization errors so that all nodes would report their

statistics at about the same time and could turn power save mode o� while this was being done. Thus,

one node's statistics collection was not interfered with byanother node's statistics reporting.

Another major di�culty with the lack of a wired backplane is t hat every time a change is made to

the code, each sensor must be manually connected to the laptop and receive the uploaded code. This

approach is obviously neither scalable nor desirable during the debugging phase.

Lesson 4: Debugging is di�cult.

Essentially, the only output available is three LEDs. No gdb or printf statements can be used when

things do not go as planned. The simulator that is available with TinyOS is of some use, but some

lower level hardware abstractions are not available (e.g.,the time-stamping mechanism) or signi�cantly

di�er from the Mica2 implementation (e.g., the channel bitr ate in the simulator is hard-coded to be

twice that of the Mica2 hardware). Again, debugging is an area that would greatly bene�t from a wired

backplane. Though, even this is made di�cult by the fact that every module that needs debugged

must be wired to the backplane component and it must create a new packet type to communicate its

data.

Lesson 5: Bu�er management is di�cult.

In TinyOS, when an upper layer sends a packet to a lower layer,it is responsible for protecting the

memory allocated to that packet until lower layers signal that they are �nished handling it. Lower
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layers are responsible for sending back pointers to packet memory locations when they signal that they

are �nished. Coding must be done carefully to ensure that upper layers never reuse memory being

handled by lower layers and that lower layers return memory pointers consistent with what upper

layers are expecting.2

5.4 Summary

In this chapter, we have proposed a lightweight protocol, PBBF, that makes lower latency broadcast prop-

agation in power save networks more energy e�cient than not using any power save protocol. Using the

protocol, a user has more �ne-grained control over the energy consumption for a broadcast to achieve a de-

sired latency and reliability. Our simulations show the e�ectiveness of the protocol and allows us to quantify

the energy-latency-reliability tradeo�. Additionally, o ur implementation in TinyOS [11] demonstrates the

protocol on sensor hardware.

2For example, an upper layer has two packet queues from which i t is sending. The pointers to the packets at the heads
of these queues are q1 and q2 , respectively. Thus, if an upper layer sends the packet at po inter q1 , it would expect that the
corresponding signal to indicate that the send is done will r eturn pointer q1 so that it knows which queue just �nished being
serviced. If a lower layer erroneously returns a di�erent po inter, the upper layer cannot correlate which queue is being signaled
as serviced.
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Chapter 6

Leveraging Channel Diversity for
Secure Key Distribution

As sensor networks become more ubiquitous, security becomes a major concern. It is also an excellent

opportunity for researchers to integrate security in the initial stages of protocol design, rather than an added

afterthought as has occurred in many previous network protocols. To this end, an important aspect of sensor

network security is key establishment. Using secure keys isthe foundation of many other aspects of security

such as encryption for con�dentiality and message authentication for integrity.

Certain properties of sensor networks make the key establishment problem unique compared with proto-

cols for other types of networks:

� Sensors are resource constrained:The sensors are generally assumed to be small devices. This implies

that resources such as memory, computation power, and transmission rates are much more constrained

than in desktops and laptops. As an example, Mica Motes [25] have a CPU speed of 4 MHz, a few

hundred kilobytes of memory, and a bitrate of 19.2 kbps. Froma security perspective, this means

that symmetric keys are preferable to asymmetric keys and, ideally, only a small portion of memory is

devoted to key material [6,89,90,93,95].

� Packets are broadcast over the air:This is true for wireless networks of all types and means thatit is

much easier for an adversary to tap into a device's communication channel. Thus, it is assumed that

an attacker can overhear any packet transmitted in its vicinity.

� Deployment may be large in scale:Networks may be on the order of thousands of sensors. Thus, itis

preferable to localize key establishment as much as possible.

� Topology may be uncontrolled:In some cases, it is envisaged that sensors may, for example,be tossed

out of an airplane to monitor an area. In such a case, there is no advance knowledge of which sensors
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will be neighbors in the network. Thus, it is conceivable that a device is equally likely to be neighbors

with any of the N sensors being deployed. If a sensor wishes to share a secret key with each of its

neighbors, it needs to storeN � 1 in memory, creating a scalability problem given the memorysize of

the sensors and the potentially large scale of the network.

� Deployment may be in hostile territory: Sensors may be used to monitor enemy areas, therefore it is

possible that an adversary is able to populate the network with a signi�cant number of its own devices.

� Planned incremental additions may be desired:Sensor networks may be long-lived and require the

owner to deploy new sensors as older ones fail (whether maliciously or due to battery exhaustion).

Additionally, it may be desirable for an owner to occasionally \upgrade" the network by increasing

the density of the sensors to get better sensing coverage. Inthis work, we assume that incremental

additions are relatively rare events that can be planned reasonably well in advance.

Given these properties, we design a key establishment protocol based on symmetric cryptography that can

scale to hundreds or thousands of sensors without any prior knowledge of sensor locations and demonstrate

resilience to the threat model described in Section 6.1.2. In this chapter, we focus on distributing pairwise

keys among one-hop neighbors in a sensor network. Pairwise keys are important in sensor networks for

a couple of reasons. First, when sensors are sending their data to a sink, it allows secure aggregation of

data at each hop since a sensor shares a secret key with each ofits children as well as its parent. Second,

pairwise keys can be used to authenticate a hash chain commitment that can then be used to do, for example,

authenticated broadcasts [124].

The design space for pairwise key distribution lies betweentwo extremes. On one end, each sensor could

be loaded with N � 1 keys before deployment such that it shares a secret key withevery other sensor in the

network. This scheme o�ers the most security since no information about the keys is ever broadcast and a

compromised sensor gives an attacker no information about keys being used by other sensor pairs. However,

this scheme su�ers greatly from a scalability viewpoint since a sensor may need to store thousands of keys,

of which it probably uses only a small subset.

At the other extreme, each sensor is given one key which it shares with every other sensor in the network.

From a scalability viewpoint, this scheme is excellent since a sensor stores only one key regardless of the size

of the network. However, this scheme o�ers little resilience to an attacker since if one device is compromised,

the communication between every pair of sensors is also compromised.

The major contributions of this work are as follows. First, we present a distributed protocol that requires

a small amount of memory for storage and, with high probability, ensures each link in the network shares
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a unique key. Through analysis, we show the properties of ourprotocol and demonstrate that it is feasible

within the resource constraints of current sensor hardware.

Second, we show that diversity of sensor channels and location can be a bene�t to sensor network security.

While such diversity has been widely used to improve performance in wireless networks (e.g., increasing

spatial reuse, decreasing bit errors), to our knowledge, this is the �rst work to apply these concepts to

symmetric key establishment. In particular, we show that the location diversity of randomly deployed

sensors greatly improves resilience to adversarial hardware that is deployed in the same manner. It is also

demonstrated that using only one extra channel during initialization (i.e., using two channels instead of one)

greatly improves security. Finally, we characterize the tradeo� in security and energy that is possible when

power saving is used.

6.1 Background

6.1.1 System Model

We assume that the sensors are deployed such that their locations are distributed in a desired area. In our

model, the network is relatively dense (e.g., more than ten one-hop neighbors per sensor) so a sensor can

overhear multiple neighbors.

Our analysis also assumes a radio model that can be represented by unit disks and that links are sym-

metric; so if A can hearB , then B can also hearA. We assume that the radio can communicate on multiple,

non-interfering channels, but can listen to or transmit on only a single channel at any given time. For exam-

ple, devices such as Mica Mote sensors [25] and any 802.11 compliant hardware [7] can use frequency-division

multiple access (FDMA) to achieve this.

6.1.2 Threat Model

In this work, an attacker's primary objective is to learn the link key that a legitimate pair of sensors is using

for communication. If the attacker is able to learn this key, then the encryption and authentication for the

link is no longer secure. As in previous work [6,89,90,93,95], we consider denial-of-service to be beyond the

scope of this work. See [125] for a discussion of possible solutions to address such attacks in sensor networks.

The attacker has two means by which it tries to learn link keys. The �rst is by compromising legitimate

sensors and learning all the key material that is stored on the device. In this case, obviously all communication

with the compromised sensor becomes insecure. However, learning the key material of the compromised

sensor may also assist the attacker in learning the link keysbeing used by non-compromised sensors. In this
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work, we assume that attackers can compromise sensorsany time after deployment. We note that this is a

stronger attack model than is assumed in some key establishment protocols [97] in which an attacker can

compromise sensors onlyafter some initialization time.

The second method by which an attacker may try to learn link keys is listening to the plaintext keys

exchanged during the initialization phase as discussed in Section 6.2. Since all the information needed to

create link keys is broadcast in plaintext at some point during the initialization, the attacker may be able

to reconstruct link keys by eavesdropping.

As in [6], we assume that the hardware that an attacker deploys is similar to the legitimate sensor

hardware in the network. Thus, any radio hardware an attacker uses has a receive threshold equal to or

larger than that of the sensors in the network. That is, for a packet transmitted at a certain power level,

the attacker's radio cannot receive a packet if it is farther away than the distance that sensors can receive

the packet. As another result of this assumption, the attacker cannot execute wormhole attacks whereby

colluding devices can propagate data across the network viaan out-of-band channel.

We do not investigate coordinated channel assignment and switching protocols that an adversary may

use with multiple radio devices or colluding single radio devices. Such scenarios are an area for future work.

However, we do consider the e�ects of an attacker adding more devices that collude by combining their

knowledge of overheard packets.

6.1.3 Bloom Filters [4]

In our protocol, we use Bloom �lters [4] to communicate sets of keys. In this section, we give a brief

overview of the operation of Bloom �lters. For more informat ion, the reader is encouraged to peruse any of

the numerous tutorials or surveys available on the subject (e.g., [126]).

Each sensor is preloaded with the sameh one-way hash functions [127],H 1
BF ; H 2

BF ; : : : ; H h
BF .1 Given

an input, each of these hash functions maps an object to a value between 1 ands according to a uniform

distribution. The Bloom �lter is a bit vector of s bits. Initially, every bit is set to 0. Given an object, vi ,

it is placed in the �lter by setting the bits H 1
BF (vi ); H 2

BF (vi ); : : : ; H h
BF (vi ) to 1. Thus, for each object (say,

i = 1 to n) added to the �lter, up to h bits are set to 1. After receiving a Bloom �lter, a sensor can check

to see if an object,vj , is in the �lter by testing if the bits H 1
BF (vj ); H 2

BF (vj ); : : : ; H h
BF (vj ) are all set to 1.

If this test is true, then the object is considered to be in the�lter. False positives occur when each of theh

values for an object,vj , maps to a bit that was set to 1 by the hash function for some object other than vj .

1A one-way function, H , is easy to compute (i.e., given object x, H (x) can be computed in polynomial time), but hard to
invert (i.e., given H (x), no polynomial time algorithm exists to �nd y such that H (y) = H (x)).
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In 6.3, we investigate what values ofh and s are appropriate for our scheme to avoid false positives withhigh

probability. However, our scheme is robust against occasional false positives as described in Section 6.2.5.

6.1.4 Merkle Trees [5]

Another cryptographic primitive used in our protocol is Mer kle trees [5]. We use Merkle trees to provide

authentication that the set of keys being broadcast by a sensor was generated by a trusted source before

deployment.

Assume that a trusted source hasm objects that it wishes to distribute among untrusted sensors. The

goal of a Merkle tree is that when a sensor claims to have a certain object, the value of that object can be

authenticated without contacting the trusted source. To do this, the trusted source generates the Merkle

tree for the objects before deployment and then loads each sensor with the root of the tree as well as the

lg m interior nodes of the tree needed to verify the authenticity of each object distributed to the sensor.

Figure 6.1, gives an example of a Merkle tree for four objects: v1; v2; v3; v4. First, each leaf node of the

tree is generated by hashing one of the objects. For example,C = HM (v1), where HM is a one-way hash

function [127]. Each of the interior nodes of the tree is generated by hashing a concatenation of the node's

left and right child. For example, B = HM (E jjF ). This continues until the root, R, is generated.

A B

C D E F

R

v1 v2 v3 v4

A = HM (CjjD )

C = HM (v1)

Figure 6.1: An example Merkle tree [5] for four objects:v1; v2; v3; v4. The leaf nodes are generated by doing
a one-way hash,HM , on the corresponding object. The interior nodes are generated by doing a one-way
hash, HM , on a concatenation of the children of a node.

Each sensor can verify the authenticity of objects by being loaded with R by the trusted source. As an

example, consider a sensor that is given objectv2 by the trusted source. The sensor is then also loaded with
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the values necessary to authenticatev2 (i.e., C and B ). When the sensor wishes to verify the authenticity

of v2, it can do so by transmitting v2 along with the values of C and B . With these values, any sensor that

knows R can verify the authenticity of v2 by checking that R = HM (HM (CjjHM (v2)) jjB ).

6.2 Protocol Description

6.2.1 Overview

We begin with a brief overview of the details that are presented in Section 6.2.2 through 6.2.4. Table 6.1

provides a key for the notation used in this section.

Table 6.1: Protocol notation.

Notation Description
c Number of non-interfering channels available
� Number of keys broadcast by each sensor during initialization
� Maximum number of advertisement keys from any one of a sensor's neighbors

 Cumulative number of keys a sensor includes in its advertisement from neighbors
� Minimum number of advertised keys a sensor must share with a neighboring sensor to

engage in communication
h Number of hash functions per Bloom �lter
s Size of the Bloom �lter (bits)

Prior to deployment, each sensor is loaded with a unique, non-overlapping set of � keys by a trusted

source. Unlike previous work [89, 90], this set of keys is known to only that sensor and not part of a larger

shared pool of keys. Along with these keys, the sensors are loaded with the Merkle tree nodes necessary for

others to authenticate the Bloom �lter of their � keys (as discussed in Section 6.2.2, the actual keys could

be authenticated rather than the Bloom �lter at the cost of in creased overhead).

The sensors are then deployed non-deterministically over agiven area. On a common channel, each sensor

broadcasts the Bloom �lter of the � keys with which it was loaded along with the Merkle values necessary

to authenticate the �lter. This allows sensors to verify tha t future keys received from a given neighbor were

given to that neighbor by the trusted source. In Section 6.2.2, we discuss this aspect of the protocol in depth

as well as how to deal with attacking devices that try to rebroadcast legitimate keys and generate arbitrary

keys.

During initialization, sensors switch their radios to a channel chosen uniformly at random and choose a

non-deterministic amount of time to listen to the channel before switching to another channel. Also during

this time, the sensors choose non-deterministic times to broadcast each of their� keys in plaintext. The key
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broadcast times are independent of the channel switching times. This procedure continues until all sensors

have had a chance to broadcast all of their keys. Each key is sent on the channel to which the sensor is

listening at the chosen broadcast time. During this initialization phase, sensors store every key that they

transmit as well as every key that they overhear in broadcasts by their neighbors.

At the end of the initialization phase, all sensors switch their radio to a common channel, and perform a

key discovery phase during which a sensor tries to establisha unique key to communicate with each neighbor.

For the discovery phase, each sensor hashes all its known keys into a Bloom �lter and broadcasts the �lter.

Every time a sensor overhears a �lter, it searches the Bloom �lter of its own keys to determine which keys

it has in common with the sender of the overheard �lter.

After the key discovery phase, the key establishment phase is done. During key establishment, a sensor

broadcasts a separate message for each �lter it overheard inthe key discovery phase. In this message, the

sensor includes a Bloom �lter indicating the keys it believes it has in common with the sender of the original

Bloom �lter along with a random nonce encrypted by a link key composed of those shared keys. If the

sensor receives a single acknowledgment with a properly encrypted, incremented nonce value, a link key has

been established with that neighbor. This process continues until a sensor has a unique key for each of its

neighbors.

At this point, with high probability, the sensor shares a secret key with each of it neighbors and needs

to store only its link keys, � preloaded keys, and Merkle nodes for authentication [128].

6.2.2 Predeployment Phase

We now describe how keys for sensors in the initial deployment are loaded onto each device. In Section 6.6.1,

we discuss how this phase of the protocol can be extended to allow incremental sensor additions after this

initial deployment.

A trusted authority generates � keys per sensor that are loaded on each sensor before deployment. The

keys generated for each sensor are unique to that sensor, andnot part of a global key pool as has been done

in previous work [89,90] (i.e., a sensor's set of keys do not overlap with another sensor's set of keys). Once

the key sets are generated for the sensors, the trusted source computes the Bloom �lter for each sensor's

set of keys as described in Section 6.1.3. Finally, the trusted source creates a Merkle tree, described in

Section 6.1.4, as follows. The leaves of this Merkle tree aregenerated by hashing a concatenation of the

sensor's ID with the Bloom �lter of its keys (discussed in Section 6.2.2), denoted asBF .2 Thus, there is one

2Alternatively, the leaves of the Merkle tree could be a hash o f each of the sensor's keys instead of the Bloom �lter of the
keys. This would increase the protocol's storage and commun ication overhead, but eliminates the possibility of false p ositives
and increases robustness against attacks that generate arb itrary keys. Our work does not explore this approach.
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Merkle leaf for each sensor its value for that sensor isHM (ID jjHM (BF )).3

At this point, each sensor is loaded with the� keys that the trusted source generated for that device, the

root of the Merkle tree, and the lgN interior Merkle nodes needed to authenticate the sensor's Bloom �lter

of its keys, whereN is the number of sensors deployed. After deployment, every sensor listens to a common

channel. During this period, each sensor broadcasts the Bloom �lter of its � preloaded keys along with the

lg N Merkle values needed to authenticate its Bloom �lter and ID. Every sensor stores the ID and Bloom

�lters for each of its neighbors for the duration of the key distribution procedure.

When the key broadcasting begins, a sensor only accepts a keyfrom a neighbor if the key exists in

the Bloom �lter associated with the neighbor's ID. This scheme is vulnerable to two attacks. First, an

attacker may try to assume another sensor's identity by rebroadcasting the packets containing a legitimate

sensor's ID, Bloom �lter, and Merkle values and then rebroadcasting keys that it hears the legitimate sensor

broadcast during key initialization. In Section 6.2.4, we explain why an attacker could bene�t from such a

strategy. However, such an attack can bedetected if any legitimate sensor overhears a key broadcast twice

claiming to be from the same ID since each key is to be broadcast only once. Alternatively, the malicious

device can be detected if the sensor that is the victim of identity theft overhears the attacker using its keys

and ID. Such detection will happen with high probability in r elatively dense sensor networks. It is an area of

future work to quantify the optimal strategy for an attacker to try rebroadcasting legitimate packets while

remaining undetected.

The second type of attack is for the malicious devices to generate arbitrary keys that hash to all 1's in

a legitimate sensor's Bloom �lter. In 6.3, we analyze the e�ort required by an attacker to generate these

arbitrary keys and see that somewhere on the order of tens to hundreds of arbitrary keys must be generated,

on average, for an attacker to create such a key. Also, increasing the size of the Bloom �lter can greatly

increase the e�ort required to generate arbitrary keys.

Another way to combat such an attack is to keep track of the number of keys received from any one

neighbor and alert an authority when the number of keys received exceeds some threshold that may indicate

misbehavior. In applications that require greater immunity to this attack at the expense of storage and

communication overheard, eachkey could be placed as a leaf in the Merkle tree, resulting in� � N leaves for

the tree instead of only N leaves. This would allow each broadcasted key to be authenticated individually.

3 If a sensor's post-deployment location is known prior to deployment, then the techniques from [129] can be used to r educe
the amount of communication required to verify that a sensor 's leaf is legitimate.
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6.2.3 Initialization Phase

The goal of the initialization phase is to ensure that each pair of neighbors knows a unique subset of keys at

the end of the process. The length of the initialization process depends on how large� must be to achieve

the desired probability that all links have a unique set of keys and the amount of channel contention. We

assume that broadcasts are sent using CSMA/CA to reduce collisions. In Section 6.3, we analyze what values

of � are appropriate for a deployment.

Neighbor pairs are expected to share a unique subset of keys because of the channel and spatial diversity

in the network. The primary form of diversity is from the chan nel switching of the protocol. The only

constraints we make on the channel switching algorithm are:(1) each of a sensor's� keys are broadcast

during the initialization phase, (2) that each broadcast from a sensor is, on average, overheard by a subset

of d=c neighbors, whered is the expected number of one-hop neighbors of the sensor andc is the number

of channels available, and (3) a di�erent subset of neighbors overhears each of a sensor's broadcasts, with

high probability. Thus, channel selection gives diversity in the subset of neighbors that overhears each of a

sensor's key broadcasts.

This is illustrated in Figure 6.2 where E is a neighbor ofA, B , and C. We refer to a key that is known

by both A and B as ashared key. In Section 6.2.4 and Section 6.2.5, we elaborate on how the shared keys

are used to generate alink key for the sensor pair. The link key is the secret symmetric key that A and B

use for secure communication. WhenC broadcasts a key, the probability that A and B are both listening

to the channel on which C broadcasts is (1=c)2. Given that A and B are listening to the same channel on

which C broadcasts, the probability that E is not listening to that channel is 1 � (1=c). When this occurs,

A and B have a shared key that can keep the link secure against eavesdropping by E.

The spatial diversity comes from the fact that two neighbors, say A and B , may overhear broadcasts

from di�erent sets of common neighbors. Consider the scenario in Figure 6.2 where A and B are one-hop

neighbors that are both within range of C and D. However, C and D are not within range of each other.

Thus, for example, if one ofA and B 's shared keys comes from a broadcast byC, then D will not know that

key and, hence,A and B 's link can use the overheard key fromC to secure the link from being compromised

by D. Similarly, if one of A and B 's shared keys comes fromD 's broadcast, then the link can be made secure

against eavesdropping byC. Therefore, over the course of several broadcasts, the linkbetweenA and B is

expected to eventually be secure against eavesdropping by both C and D with high probability.

Another form of diversity from the wireless channel comes from uncorrelated packet loss. Thus, even if

A, B , and E all listen to the channel on which C broadcasts a key,E may receive a packet in error that A

and B receive correctly. In this case,A and B learn a key that E does not know. Packet loss can occur, for
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Figure 6.2: One-hop neighborsA and B can both overhear broadcasts fromC and D. However, C cannot
overhear broadcasts fromD and vice versa.E is a one-hop neighbor ofA, B , and C.

example, due to noise and interference degrading the received signal.

If two sensors happen to end up close to each other, our protocol still provides some security from

diversity. Two cases need considered. The �rst is when two sensors are close enough to have the same set of

one-hop neighbors, but still far enough apart to have uncorrelated packet loss. In this case, the sensors may

still receive a di�erent set of keys since they are switchingto di�erent channels and experiencing di�erent

packet losses. The second case is when the sensors are withinthe coherence distance [130] of each other. In

this case, the diversity in key sets still exists since the sensors are switching to a di�erent set of channels.

6.2.4 Key Discovery Phase

When the initialization phase completes after the speci�edtime, to determine a link key, sensors must discover

which keys are known by its neighbors. To reduce communication overheard, we use Bloom �lters [4] to

advertise key sets in a compact manner.

A sensor creates a Bloom �lter for advertising its keys by including each of the� keys that it transmitted

and some of the keys it overheard from the broadcasts of others. We denote the set of keys that a sensoru

overheard from other neighbors asK u . In Section 6.2.6, we discuss how to deal with an attacker whosends

out a �lter packet that spoofs the address of a legitimate sensor (e.g., claiming the source of the �lter is

sensoru when it is not). Sensor u then chooses a key subset of size
 to advertise in its �lter (i.e., 
 is a
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predetermined constant that, with high probability, is les s than jK u j). Since the sensor knows the source

of each of its overheard keys, an upper limit,� , is placed on how many keys in this advertised subset come

from any one neighbor. This avoids giving disproportionatein
uence to any one neighbor in establishing

link keys. The sensor creates its advertisement by placing each of these� + 
 keys into an s-bit Bloom �lter.

Thus, to place key k in the �lter, a sensor sets the bits H 1
BF (k); H 2

BF (k); : : : ; H h
BF (k) to one. A sensor also

computes and stores the hash values associated witheachof the keys that it overheard or transmitted during

the initialization phase so that it can check its key hashes for inclusion in the Bloom �lters of its neighbors.

Using CSMA/CA the sensors broadcast their s-bit �lters.

Upon receiving a Bloom �lter from one of its neighbors, a sensor checks to determine which subset of

keys it shares with the sender of the �lter. Assume that sensor u overhears a Bloom �lter advertisement

from sensorv. Node u checks to see which of its known keys are included inv's �lter. For each key for

which all h associated bits are set in the �lter, u adds the key to the list of keys it potentially shares with v.

Because Bloom �lters are susceptible to false positives (but not false negatives),u may add a key to the list

that is unknown to v. In Section 6.2.5, we describe how this list of keys is veri�ed. After a �lter has been

received from each ofu's neighbors, it has a list of keys that it believes to be shared with each neighbor.

For security, we can require that a sensor only participatesin the key establishment phase with neighbors

that share some minimum number of keys,� , with the sensor. � can be determined based on the expected

number of keys a link should share such that, with high probability, their subset of shared keys is unique.

We note that � is similar to the q value in [90].

Now, u tries to determine a unique subset of keys that it shares witheach neighbor and creates a link

key that will be used for future communication. The set of keys that sensoru believes it shares with sensor

v is denoted asK uv . To try creating a shared key with v, u chooses a subset ofK uv of size � . It creates

the link key, kuv , as the hash of these� shared keys:kuv = hash(k1 jj k2jj : : : jj k� ), where k1; k2; : : : k� 2 K uv .

Node u will try to verify kuv during the key establishment phase described in Section 6.2.5.

If a sensor determines that it does not share at least� keys with some neighbor, then a few options

exist. First, it can choose not to use the link. In a dense network, not being able to use a few links may be

acceptable. Alternatively, the sensors can request that the sensors do another initialization procedure at a

later time to try adding the links, 4 though such a technique would require some authentication mechanism

for the request to avoid attackers spuriously sending such requests. Another option is to use one of the

multipath reinforcement mechanisms described in [90] if enough trust exists among its neighbors to do so.5

4 If another link key initialization procedure occurs, senso rs that established link keys previously do not try to re-est ablish a
new link key.

5Multipath reinforcement [90] allows a sensor pair, A and B , that do not share � keys to use m shared neighbors,
nbr 1 ; : : : ; nbr m to establish a key if A and B both already share � with each of these m neighbors.
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6.2.5 Key Establishment Phase

The �nal phase of the protocol is the key establishment phase. At this point, each sensor knows of a subset of

keys that it believes it shares with each of its neighbors (sometimes this belief may be erroneous as discussed

below). Furthermore, as we show in Section 6.4, with high probability, this subset of keys is unique to that

sensor pair. Each sensor has a list of unique �lters receivedin the key discovery phase. We refer to this

as the �lter list . In key establishment phase, a sensor,u, challenges its neighbor,v, with the key kuv that

it generated in the previous phase. Speci�cally,u sends a random nonce,RN , encrypted by key kuv to v

along with a Bloom �lter containing the � keys that composekuv . We refer to this packet as a Link Request

(LREQ ). Thus, LREQ = ( vjjujjf RN gkuv jjBF (kuv )), where BF (kuv ) is a Bloom �lter containing the hashes

of the keys that composekuv . We note that the size of BF (kuv ) should be much smaller than the Bloom

�lters send during the advertisement phase since, typically, � � � + 
 . In Section 6.2.6, we discuss how to

deal with an attacker who sends out aLREQ packet that spoofs the address of a legitimate sensor (e.g.,

claiming the source of theLREQ is sensoru when it is not).

When v receives theLREQ , it searchesK v to determine if it believes it knows every key inBF (kuv ). If v

can decrypt the LREQ correctly using the keys that u used to composekuv ,6 it will reply with a Link Reply

packet (LREP ). The form of this packet is LREP = ( ujjvjjf RN + 1 gkuv ). Once u receives theLREP and

veri�es that the incremented value of RN is correct, the link key is established and, with high probability,

kuv is known only to u and v.

It is possible that v is not able to decodeu's LREQ correctly for one of two reasons. First, there could

have been a false positive whenu determined its shared keys fromv's advertisement and it used the key

that caused this false positive to composekuv . The second reason is that a false positive occurred when

v determined the keys that composedkuv from the Bloom �lter in u's LREQ . If one of these two event

occur, then v can reply with its own LREQ to u using some di�erent subset of keys that it believes the

two sensors share. If the sensors are unable to agree on a shared key after some speci�ed number ofLREQ

exchanges, then can resort to one of the methods described inthe previous section (i.e., do not establish the

link, request another link key initialization procedure, or use multipath reinforcement [90]).

6.2.6 Neighbor Address Authentication

We note that an attack could occur during the key discovery orkey establishment phase whereby an attacker

spoofs the identity of another node in the �lter, LREQ , or LREP packet. A malicious device could initiate

6We assume well-known �elds are in the encrypted part of the LREQ so that a sensor can verify that it correctly decrypted
the random nonce.
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a Sybil attack [92] by spoo�ng multiple addresses in this manner. In this case, a legitimate node,v, may

receive two di�erent packets claiming to be from a neighbor,u. One of the packets is actually from sensoru

while the other one is spoofed by the adversary. In this case,v has no way of identifying which set of known

keys are actually associated withu. If the v chooses the wrong set, it may end up establishing a pairwise

key with the malicious device thinking that it is sensor u.

To guard against this attack, we propose using Merkle trees and one-way hash chains for a challenge-

response system. Each sensor is loaded with the root of another Merkle tree (i.e., separate than the key

authentication tree discussed in Section 6.2.2). The leaves of this Merkle tree consist of hashing the con-

catenation of the sensor's ID with a hash chain commitment (described below) for the sensor. Thus, the

leaf for sensoru is HM (ujjHCu ), where HCu is the chain commitment for u. The sensor is also loaded with

the lg N values necessary to authenticate the leaf with its ID and hash chain commitment, as discussed in

Section 6.1.4.

The hash chain works as follows. The commitment of the chain is obtained by applying multiple one-way

hashes to an initial value known to only the sensor associated with the commitment. For example, suppose

that RN u is a random nonce known to onlyu initially. In this case, HCu = H c(H c(: : : H c(H c(RN u )) : : :)),

where H c is a one-way hash function for generating hash chains. Thus,if we denote RN u as v0, then the

i -th value (i > 0) of the hash chain,vi , is vi = H c(vi � 1). Thus, for a chain of length l , HCu = vl � 1.

The hash chain is then revealed, as needed, in order startingwith the value preceding HC in the chain.

That is, the �rst time a sensor needs to authenticate itself using the chain, it will send the value vl � 2. Recall

that HC = vl � 1 = H c(vl � 2). Thus, since H c is a one-way function, it is computationally infeasible for any

sensor other than the owner of the hash chain to derivevl � 2 prior to its initial broadcast. Additionally,

any sensor than knows theHC for the broadcasting node can verifyvl � 2 by testing that HC = H c(vl � 2).

Choosing a su�ciently long value for the hash chain represents a tradeo� in the number of challenges that

a device can respond to on one hand and the computation required to compute/verify chain values on the

other hand. We note that hash chains have been used for symmetric key authentication in other wireless

networks applications [131,132].

Each device broadcasts it hash chain commitment value alongwith the lg N Merkle tree nodes to au-

thenticate the commitment to its neighbors. When the authentication of a �lter packet, LREQ , or LREP

is needed, a device will reveal the next value on its hash chain. If the most recent value that the sensor

broadcasted wasvi , then it will next broadcast vi � 1. A sensor can pessimistically authenticate each �lter,

LREQ , or LREP packet that it sends, or do so only in response to a challenge by a neighbor. Such a

challenge could come, for example, in response to a sensor receiving two di�erent packets claiming to be
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from node u, or if it receives a single packet which it suspects may spoofed.

Alternatively, instead of using hash chains, we could use another two-level Merkle tree as described in

Section 6.6.1. In this approach, each sensor would havek leaves in its Merkle tree and each leaf would

be the hash of the sensor's ID with one ofk random nonces. To authenticate in this scheme, the sensor

would include a previously undisclosed random nonce and broadcast the Merkle tree nodes necessary for

authentication.

We note that such an approach is not infallible. In particular, an attacker could learn the necessary

authentication values for a sensor,u, in one part of the network and transmit them out-of-band to another

part of the network for a malicious device to assumeu's identity. Such an attack is beyond the scope of our

work. Another shortcoming is when packet loss occurs, an adversary may rebroadcast a legitimate node's

most recent hash chain value. A sensor that did not receive the legitimate node's original disclosure of the

hash chain value, but did receive the adversary's rebroadcast of the value will consider the adversary's packet

authenticated. So, while this approach is not perfect, it does provide another level of security that makes

address spoo�ng more di�cult.

6.3 Analysis

In this section, we present analysis, followed by simulation in Section 6.4. We use the notation in Table 6.1

and Table 6.2. This analysis is approximate and only considers a limited case (i.e., where only nodes within

range of each other are considered and the attacker is passive) in order to see the trends that arise. We

consider two sensors,u and v, that have duv common neighbors (duv excludesu and v) that are not within

range of an eavesdropper,w. We are interested in the probability that the link key generated by u and v

is known by w in the system. Thus, our analysis does not consider multiple, colluding adversary devices.

Nor does it consider an attacker that is broadcasting its ownset of � keys during the initialization phase.

However, the simulation in Section 6.4, addresses these scenarios.

In our analysis, w has duvw neighbors that are shared byu, v, and w (duvw excludesu, v, and w). Thus,

the total number of shared neighbors foru and v is duv + duvw . In our analysis, we consider only sensors

u, v, and the duv and duvw shared neighbors ofu and v. In a real network, there may be many sensors

within range of one of the sensors (i.e.,u or v), but not the other one; this is not captured by our analysis.

In Section 6.4, we simulate the protocol in a more realistic setting. We then derive the probability that u

and v share at least one key in their key establishment phase that is unknown to w (and, hence, the link is
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secure against eavesdropping byw). In the analysis, we assume an ideal MAC layer with no collisions. In

Section 6.4, we simulate the protocol using a more realisticMAC layer.

Table 6.2: Analysis notation.

Notation Description
duv Shared one-hop neighbors of sensorsu and v (excluding u and v) that are not within range

of w
duvw Shared one-hop neighbors of sensorsu and v that are also shared by sensorw (excluding u,

v, and w)
pe Probability of a packet loss
ph Probability a sensor in overhears a key that is broadcast by one of neighbors

X uv Random variable indicating the number of keys known to both u and v that originated
from either u or v's � keys.

X duv Random variable indicating the number of keys known to both u and v that originated
from their duv neighbors.

X duvw Random variable indicating the number of keys known to both u and v that originated
from their duvw neighbors.

Ecomp Event that u and v's link is compromised by w (i.e., w overheardall of u and v's � keys).
Econn Event that u and v's link is connected (i.e.,u and v share at least� keys).

f False positive rate for Bloom �lter
pa Probability an attacker creates an arbitrary key that will b e accepted as a legitimate key

The probability that a sensor hears a key broadcast by one of its neighbors is: ph = 1
c (1 � pe), where c

is the number of channels andpe is the packet loss probability. Now, we look at the probability a link is

connected and not compromised for given values of� and � . We do not consider the e�ects of � or 
 in

our analysis (refer to Table 6.1 for parameter meanings). Instead, we assume that a sensor advertises all

its keys and places no maximum on the number of keys included from any one neighbor (i.e., � ). These

assumptions simplify the analysis. In Section 6.4, we incorporate the 
 parameter to avoid having arbitrarily

large advertisement packets.

Recall that � is the number of keys that u and v must share to have a link. Thus, we �rst determine the

probability with which u and v share this many keys. We partition the keys known by both u and v into

three sets: (1) those keys that came from eitheru or v's set of � keys (indicated by the random variable

X uv ), (2) those keys that came from their duv neighbors that are not within range of w (indicated by the

random variable X duv ), and (3) those keys that came from their duvw neighbors that is within range of w

(indicated by the random variable X duvw ). We now present equations of the probability density functions

for these three random variables.

Each random variable has a binomial distribution [133]. ForX uv , there are a maximum of 2� keys possible

and each one is in the shared set with probabilityph . This is because the originator of the key (eitheru

or v) knows that key with probability 1 and the non-originator wi ll have heard the key with probability ph .
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Thus, we have:

Pr[X uv = x] =
�

2�
x

�
px

h (1 � ph )2� � x , when 0� x � 2� (6.1)

The expressions forX duv and X duvw are similar to Equation 6.1 but have di�erent parameters. The

maximum number of keys that can come from these sets areduv � and duvw � , respectively. The probability

(for both X duv and X duvw ) that a key is in u and v's shared set of keys isp2
h since both u and v overhear

such a key with probability ph . This gives us:

Pr[X duv = x] =
�

duv �
x

�
p2x

h (1 � p2
h )duv � � x , when 0� x � duv � (6.2)

Pr[X duvw = x] =
�

duvw �
x

�
p2x

h (1 � p2
h )duvw � � x , when 0� x � duvw � (6.3)

Now, we can derive the probability that u and v are connected, or Pr[Econn ] (i.e., they share � keys

overheard during the initialization phase).

Pr[Econn ] = Pr[ X uv + X duv + X duvw � � ]

=
X

i + j + k � �

Pr[X uv = i ] � Pr[X duv = j ] � Pr[X duvw = k]
(6.4)

Next, we �nd the probability that a link is compromised given that it is connected (i.e., Pr[Ecomp jEconn ]).

For this, we note that if u and v share even one key from a common neighbor that is notw's neighbor, then

w cannot compromise this link since, by design, such neighbors are are not overheard byw. Therefore, we

need to sum over the event space whereX duv = 0 and (X uv + X duvw ) � � .

Pr[Ecomp jEconn ] =

0

@Pr[X duv = 0] �
2�X

i =0

duvw �X

j =max( � � i; 0)

pi
h pj

h Pr[X uv = i ] � Pr[X duvw = j ]

1

A

,

Pr[Econn ] (6.5)

Given these expressions, we can now compute the probabilitythat u and v's link is connected and not

compromised:

Pr[Ecomp ^ Econn ] = (1 � Pr[Ecomp jEconn ]) � Pr[Econn ] (6.6)

Based on these expressions, we generated some numerical results. Due to the O(� 3) complexity of

Equation 6.4, we had to make a simpli�cation to achieve an acceptable computation time. The simpli�cation
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is that we do not consider u and v's keys to be a separate partition of the key space. Instead, we include

them in the duvw set of keys to reduce the algorithmic complexity to O(� 2). Again, since our analysis is

approximate, the numerical results only serve to show trends whereas the simulation results in Section 6.4

capture e�ects that are ignored in our analysis. To generatethese numerical results, we set� = 10, duv = 0,

duvw = 11, and pe = 0 :01.

Figure 6.3 shows the fraction of links that are connected as afunction of � and Figure 6.4 shows the

fraction of links the are connected and not compromised.7 We note that the curves in Figure 6.3 and

Figure 6.4 are the virtually the same for all but the c = 1 case. This means that, for the curves wherec > 1,

a link is secure with high probability given that it is connected. For the c = 1 case at lower� values, we can

see that the connectivity is approximately one, but a signi�cant fraction of links are compromised. Thus, for

the c = 1 case, connectivity does not correlate to a link not being compromised as strongly as it does when

c > 1.
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Figure 6.3: Connectivity of legitimate sensors vs.� .

We note that the trends in Figure 6.3 and Figure 6.4 are the same as the corresponding Figure 6.7

and Figure 6.8, respectively, in Section 6.4. However, there are some di�erences when compared to these

simulation results. First, the security of the c = 1 case is higher in the analysis than in simulation. This

is because in the analysis we only consider one eavesdropper, whereas 30% of the sensors are colluding

adversaries in the simulation results. Also, the connectivity of the c = 2 and c = 3 cases is higher in the

analysis. This is because the analysis only considers an ideal MAC layer with no collisions. In the simulation,

when the number of channels is relatively low, the contention is higher and, hence, the number of packets

7These �gures are plotted on the same scale as Figure 6.7 and Fi gure 6.8, respectively, for purposes of comparison. Due to
computation time, we were not able to extend the curves as far in the analytical numerical results.
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Figure 6.4: Secure connectivity of legitimate sensors vs.� .

a node receives is reduced. Finally, the connectivity for the c = 7 and c = 12 cases islower in the analysis

than in simulation. When the number of channels is higher, contention is less of a factor. However, the fact

that we are not treating u and v's keys separately in the numerical analysis reduces the connectivity. This

is because the keys fromu and v's sets of � keys have aph probability of being in the pair's set of � keys

whereas in our numerical analysis, such keys only have ap2
h probability of being in the shared set of keys.

If duv > 0, then the security of the protocols improves to the point where virtually every connected link

is not compromised. This is shown in Figure 6.5, where we useduv = 3 and plot the probability that a link

is compromised given that it is connected (1� Pr[Ecomp ^ Econn ]=Pr[Econn ] = Pr[ Ecomp jEconn ]). We note

that for the c = 1 case, our tools do not have enough precision and all probabilities are rounded up to one

(i.e., Pr[Ecomp ^ Econn ] = 1 and Pr[ Econn ] = 1, which forces Pr[Ecomp jEconn ] = 0 by our numerical method).

Therefore, we do not plot the c = 1 curve. We see that, for the cases we can plot with su�cient precision,

the conditional probability is at least 0.99999. Thus, whenduv = 3, Pr[ Ecomp jEconn ] is virtually zero.

Figure 6.6 shows the fraction of links that are connected andnot compromised as a function of the

number of channels. This is comparable to Figure 6.10 in the simulation section (both �gures have the

� = 25 and � = 50 cases). In the analysis, when compared to the simulation, the connectivity is lower at a

higher number of channels and higher at a lower number of channels. The reasons for this are explained in

the previous paragraph in relation to Figure 6.4.
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Figure 6.5: Probability of link compromise given the link is connected vs.� for duv = 3. Note that the lack
of precision in our numerical method causes thec = 1 case (not plotted) to always be zero.

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2  4  6  8  10  12

P
ro

ba
bi

lit
y 

Li
nk

 is
 C

on
ne

ct
ed

an
d 

N
ot

 C
om

pr
om

is
ed

Number of Channels

� = 5
� = 10
� = 25
� = 50
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6.4 Simulation Results

We simulated our protocol with ns-2 [103]. In each test, 50 sensors are placed uniformly at random such that

the density of the network (i.e., the expected number of one-hop neighbors per sensor) is 10. Each data point

is the average of 30 test runs. The standard deviation for the�gures is shown in Table 6.3 and Table 6.4.

The default values used in the simulations for the protocol are: � = 100, 
 = 100 (i.e., the advertisement

size, � + 
 , is 200 keys), and� = 10 (i.e., a sensor pair must share at least 10 advertised keys for their link

to be considered \connected"). We set� = � ; in future work, we plan to thoroughly investigate the e�ect s
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of the � parameter.

Table 6.3: Standard deviation as percentage of mean for Section 6.4 �gures with channel curves
(Average j Maximum).

Figure 6.7 Figure 6.8 Figure 6.11 Figure 6.12 Figure 6.13

c = 1 0.00 0.00 43.62 45.00 65.38 224.82 0.45 0.91 44.50 65.42
c = 2 0.44 3.11 2.40 12.52 9.08 31.44 0.57 1.24 9.73 33.31
c = 3 2.91 20.35 3.69 24.45 3.08 13.56 0.68 1.40 7.06 21.36
c = 7 6.01 37.03 5.99 37.03 0.51 3.16 0.57 0.86 12.20 60.10
c = 12 15.89 81.48 15.89 81.48 0.22 0.78 0.49 0.81 14.20 45.14

Table 6.4: Standard deviation as percentage of mean for Section 6.4 �gures with � curves
(Average j Maximum).

Figure 6.9 Figure 6.10

� = 25 13.51 50.08 20.29 49.92
� = 50 3.29 12.23 9.10 37.72
� = 75 1.33 5.94 6.38 33.26
� = 100 0.52 2.95 4.872 29.32

To implement the channel switching and key broadcasting discussed in Section 6.2.3, we use the following

algorithms. Sensors are assumed to be synchronized and at �xed intervals (we use 2 s in our tests), all of

the sensors switch to a new channel uniformly at random. Within each �xed interval, if a sensor has not

broadcast all of its � keys, it chooses a time uniformly at random to broadcastone of its remaining keys.

When the parameter is �xed, we set 30% of the sensors, chosen uniformly at random, to be controlled

by a malicious entity. In our tests, these malicious sensorsfollow the same protocol as the uncompromised

sensors, however, they collude in their knowledge of plaintext keys learned during the initialization procedure.

Thus, collusion among malicious devices is global; we do notrestrict them to being neighbors to share their

knowledge. Thus, the attacker is able to compromise a link between two legitimate sensors if their set of

shared keys is found within the union of the sets of keys knownby all the colluding malicious sensors.

In our tests, we vary � , c (the number of channels), and the percentage of colluding malicious sensors

and consider the following metrics:

Connectivity: de�ned as the fraction of links between legitimate sensors in the network that share at least

� advertised keys.

Secure Connectivity: the fraction of links between legitimate sensors that use a key set with at least one

key that it unknown to the colluding malicious sensors.
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In Figure 6.7, we see how increasing� improves the connectivity of legitimate sensor pairs for di�erent

values of c. This is expected since sensor pairs will share more keys when their total number of known

keys increases. We also note that the connectivity improveswith a smaller number of channels, since the

probability of a sensor overhearing a neighbor's broadcastis increased.

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  20  40  60  80  100  120  140  160  180  200

F
ra

ct
io

n 
of

 L
in

ks
 T

ha
t A

re
 C

on
ne

ct
ed

�

c = 1
c = 2
c = 3
c = 7

c = 12

Figure 6.7: Connectivity of legitimate sensors vs.� .

However, as shown in Figure 6.8, using a smaller number of channels is not always good from a security

perspective. In Figure 6.7, usingc = 1 gave a connected topology for all values of� . However, in Figure 6.8,

we see that less than half of the connected links forc = 1 remain uncompromised by the attacker. All of the

other values ofc > 1 are much more resilient to attacker compromise, though they require a larger value of

� for all of the links to be connected. We note that the reason the c = 1 case does not converge to 70%, as

might be expected since 30% of the sensors are malicious, is due to the high network density. Intuitively,

if all sensors were within range of each other, then one wouldexpect virtually all links to be compromised

provided at least one attacker is in the network.

In Figure 6.9 and Figure 6.10, we look more closely at the e�ect of the number of channels on connectivity

and security. As expected, the connectivity of the network drops as the number of channels increases as

shown in Figure 6.9. The more interesting result is in Figure6.10, which shows the large bene�t obtained

from channel diversity. The reason that the c = 1 case is lower than thec = 2 case is because, despite the

high connectivity of the c = 1 case, the fraction of secure links for thec = 1 case is much lower. Thus, by

adding one extra channel (i.e., c = 2), the protocol's security is greatly increased. We note that the bene�t

from using multiple channel diversity is not possible in theAnderson's work [6], which uses only one channel

to broadcast plaintext keys.
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Figure 6.8: Secure connectivity of legitimate sensors vs.� .
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Figure 6.9: Connectivity of legitimate sensors vs. the number of channels.

At this point, it is evident that setting c = 2 provides the signi�cant gain in link security (compared

with c = 1) while maintaining very high network connectivity (comp ared with larger values ofc). Thus, one

may wonder what is the utility of setting c > 2. To answer this question, we refer the reader to Figure 6.11,

which shows the fraction of connected links between legitimate sensors that are secure against the colluding

malicious devices as a function of the number of such devicesin the network. Though we omit the data, we

note that the connectivity is greater that 90% in each of these tests and forc � 7, the connectivity is greater

than 99% for each test. Thus, all the values ofc shown in Figure 6.11 provide much higher connectivity than

is seen in the results for some other key predistribution schemes (e.g., [89,90]).
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Figure 6.10: Secure connectivity of legitimate sensors vs.the number of channels.
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Figure 6.11: Fraction of links between legitimate sensors that are secure vs. the number of colluding attacker
sensors.

Figure 6.11 shows that having more channels allows connected links to be more secure against the

colluding malicious devices. In particular, for c = 2, when about 15 malicious devices are in the network

(30% of the sensors), some of the links are no longer secure. For c = 3, about 25 malicious devices, 50% of

the sensors, are necessary to start compromising some of thelegitimate links. For c = 7 and c = 12, even

with 40 malicious devices in the network, virtually all of th e links between legitimate sensors are secure.

We would like to emphasize that this last scenario corresponds to 80% of the sensors in the network being

malicious, which is an extremely hostile setting. Recall that in Anderson's work [6], only up to about 3%

of the sensors were malicious.
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To test the e�ect on energy-saving on our protocol, when sensors switch channels once per �xed interval,

it also decides to sleep during the remainder of the intervalwith probability p. By increasing p, we are able

to consume less energy during the initialization, however the legitimate sensors will also overhear less keys.

The malicious sensors never sleep, so they can still overhear all broadcast keys.

In Figure 6.12, we see that the fraction of the time the legitimate sensors sleep has a linear relationship

with their average power consumption, as one would expect. In Figure 6.13, we show how the security of

the legitimate links decreases as the time spent sleeping increases. Finally, by combining the data from

Figure 6.12 and Figure 6.13, we generate Figure 6.14 to characterize the e�ects of energy-saving on the

security of the protocol. This �gure shows that using a small number of channels (i.e.,c = 2 or c = 3), gives

us the desirable property that the security increases signi�cantly for small increases in energy consumption,

until a certain point. At this point, to get a security level w here virtually all of the legitimate links are

connected and secure requires a much larger increase in energy consumption in our protocol.
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Figure 6.12: Average power consumption vs. the fraction of time legitimate sensors spend sleeping.

6.5 Discussion

We now discuss our protocol in relation to the key predistribution method (e.g., [89, 90, 93, 95]) as well as

the approach of Anderson et al. [6]. In some scenarios, thesemethods may be preferable to our protocol.

However, we believe properties of our protocol make it desirable in many environments.
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Figure 6.13: Secure connectivity of legitimate sensors vs.the fraction of time legitimate sensors spend
sleeping.
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Figure 6.14: Average power consumption vs. the secure connectivity of legitimate sensors.

6.5.1 Comparison with Predistribution Schemes

We begin with some comparative advantages of our scheme:

� Network Connectivity: As shown in Section 6.4, our protocol is able to achieve closeto 100% network

connectivity in many settings without using multipath reinforcement, which requires a sensor pair to

rely on other sensors to establish their link key. Allowing a sensor to communicate with all of its

neighbors is desirable from a performance perspective since it gives more options for forwarding a

packet over a high quality link [134].
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� Localizing Damage from Sensor Compromise: In the other predistribution protocols, every time a

sensor is captured, the entire network becomes slightly less secure since the attacker learns more about

the network's global key pool. By contrast, our protocol localizes the damage caused by compromised

devices. If an attacker captures many sensors in one region of the network, it does not learn anything

about the link keys being used in another region of the network. This is because our protocol forms

link keys based on the key sets of nearby sensors rather than from a network-wide key set.

Some comparative disadvantages of our scheme include:

� Multihop Key Sharing: In some applications (e.g., [135,136]), it may be desirablefor key establishment

to result in shared keys between sensors that are multiple hops away from each other. Predistribution

schemes provide this property since a sensor is as likely to share keys with one-hop neighbors as it is

to share keys with sensors in other regions of the network. Our protocol is localized and, therefore,

establishes keys among only neighboring sensors. Adaptingour protocol to establish keys with sensors

multiple hops away is an area for future work.

� Key Set Authentication Overhead and Vulnerability: While key predistribution schemes do have sig-

ni�cant overhead to advertise their key sets, our protocol has the added overhead of sending Merkle

nodes to authenticate the Bloom �lter of the key set that will be broadcast by a sensor. However, we

note that other sensor protocols have been proposed withO(lg N ) overhead associated with Merkle

trees (e.g., [129]) and suggested methods to improve this overhead if location information is available.

Additionally, our protocol introduces a vulnerability tha t is not present in key predistribution schemes

whereby an attacker could generate arbitrary keys that will be accepted as legitimate when broadcast.

However, we have discussed methods to address this problem,such as increasing the Bloom �lter size

or increasing the Merkle tree size, in Section 6.2.2.

6.5.2 Comparison with Anderson et al. [6]

Compared to Anderson's protocol, our protocol is more complex and has more overhead. Additionally, our

protocol requires the availability of multiple channels, which we do not view as a disadvantage since current

sensors [25] already have this capability. We feel that our protocol o�ers signi�cant comparative advantages:

� Greatly Increased Security: Any adversary that compromises our protocol could also compromise

Anderson's protocol [6]. However, in many cases, Anderson's protocol is compromised but our protocol

is not. Anderson's protocol can provide security no greaterthan the c = 1 case that is simulated in
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Section 6.4. In the same section, we show thatc > 1 signi�cantly improves resilience to colluding

malicious sensors.

� Increased Link Authentication: From the description in Chapter 2, it is easy to see that Anderson's

scheme is vulnerable to identity theft whereby a malicious device claims a legitimate sensor's ID and

creates link keys with neighbors using this ID. In our protocol, we preload the sensors with data

necessary to authenticate their ID and key set by a trusted source. We note that the authentication

mechanisms that we use could be adapted for use in Anderson'sprotocol.

6.6 Extensions

6.6.1 Incremental Deployment

We assume that incremental sensor deployment is done in a planned manner rather than a completely ad hoc

fashion. When the network is initially set up, the owner is assumed to have accurate knowledge of how many

incremental deployments will occur during the lifetime of a sensor as well as the maximum number of new

sensors that will be deployed each time. The new sensors are deployed in batches rather than individually.

When new devices are added after the initial deployment, sensors start another link key initialization

procedure. A link key initialization procedure after the in itial deployment could be triggered by one of

several means. It could be at regular, predetermined intervals when the incremental deployment will happen.

Alternatively, the new sensors could request the initialization procedure on demand by broadcasting their

authenticated Bloom �lters. Finally, a trusted source coul d send packets to the sensors telling them when

to start the procedure. As mentioned earlier, sensors that already have established link keys do not try to

create a new link key during subsequent link key initialization procedures.

Having discussed how the initialization, key discovery, and key establishment phases can be triggered for

incremental deployment, we now propose a modi�cation to thepredeployment phase to allow authentication

among existing and new sensors as well as provide a new key setfor existing sensors in a space-e�cient

manner.

First, we focus on authentication among existing and new sensors since it has a relatively simple solution.

Because incremental deployments are planned, it is assumedthat the network administrator plans no more

than I incremental deployment over the lifetime of a sensor. Furthermore, for the i -th incremental deploy-

ment, the network owner knows in advance that no more thanN i sensors will be deployed at that time (we

let i = 0 be the initial deployment). Thus, whenever a sensor is deployed along with its associated Merkle

tree values, it is also loaded with the roots of the nextI � i Merkle trees that will be generated by the trusted

126



source for future deployments. The trusted source is able togenerate theseI � i Merkle roots in advance

since the maximum number of sensors that will be associated with each of theseI � i Merkle trees is known

in advance. This allows an existing sensor to authenticate newly deployed sensors. To allow newly deployed

sensor to authenticate existing sensors, the new sensors are loaded with the previous i Merkle roots that

were generated for prior deployments. Given that sensors are loaded with these roots by the trusted source,

they can now authenticate the keys of sensors deployed over the previousi generations orI � i generations

in the future.

The second issue that needs to be addressed is how an existingsensor can generate a new set of au-

thenticatable keys to broadcast in subsequent deployments. If a sensor continues using the same� keys for

every initialization phase, this gives the attacker the chance to learn more of the sensor's preloaded keys. If

the attacker records previously heardLREQ / LREP handshakes, then it may be able to break existing link

keys as more of the preloaded keys are learned. Also, we seek to avoid using � � I extra storage per sensor.

Thus, we present a scheme which requires only� + 2 I � 1 extra storage per sensor. To do this, the Merkle

tree generated in Section 6.2.2 is modi�ed to be a two-level Merkle tree as follows.

Each sensor is again loaded with� unique, secret values. However, rather than use these values directly

as keys to broadcast, they are used to create a hash chain to generate key values. Speci�cally, each sensor

is loaded with the secret valuessv1
1 ; sv1

2 ; : : : ; sv1
� . The �rst set of keys a sensor broadcasts is generated by

applying a one-way hash function,H key , to each of these� secret values. Thus, the �rst key broadcast when

the sensor is initially deployed isH key (sv1
1 ) and the last key broadcast during the sensor's �rst initial ization

procedure isH key (sv1
� ). When a new batch of sensors is deployed, the existing sensor must generate keys to

use for its second initialization procedure using a new set of secret values,sv2
1 ; sv2

2 ; : : : ; sv2
� . This is done by

applying a hash function (not necessarily one-way),H sv , to each of its secret values to generate a new set of

secret values. That is,sv2
j = H sv (sv1

j ) for j = 1 ; : : : ; � . The keys for the second initialization phase are then

created by applying the one-way hash functionH key to each of the sv2
j values. So, the �rst key broadcast

for the second initialization procedure is H key (sv2
1 ) and the last key is H key (sv2

� ). Figure 6.15 illustrates

this process. Note that in between initialization procedures, a sensor needs store only� secret values rather

than � � I keys.

Now that we have speci�ed a way for a trusted source to generate each of a sensor'sI sets of� keys each

in advance while using only� storage on the sensor, we must create the Merkle tree used to authenticate

the Bloom �lter for each set of keys. To do this, we extend the Merkle tree discussed in Section 6.2.2 by

making each leaf node the root of another Merkle tree.8 Thus, each sensor in a given deployment generation

8Though this structure is actually just one larger Merkle tre e, we refer to it as a two-level tree for ease of explanation.
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Figure 6.15: Key generation from secret values for incremental deployment. K i
j denotes thej -th key broad-

cast by a sensor in thei -th initialization phase. H key is a one-way hash function andH sv is a di�erent hash
function that is not necessarily one-way.

has its own unique second Merkle tree. This second Merkle tree has I leaf nodes, one for each of theI

authenticated Bloom �lters corresponding to its key sets. Each sensor is then loaded with the 2I � 1 nodes

from its second Merkle tree to authenticate its Bloom �lters along with the lg N nodes from the primary

Merkle tree to authenticate the root of its second Merkle tree.

An example of a two-level Merkle tree is shown in Figure 6.16. In this example, N = 4 and I = 4.

Without loss of generality, consider the second sensor in the deployment. It is loaded with the four Bloom

�lters necessary to authenticate its key sets, BF 2
1 , BF 2

2 , BF 2
3 , and BF 2

4 . The �lters are then hashed to

form the leaves of its local Merkle tree. This local Merkle tree is constructed as described in Section 6.1.4

to generate root R2. This process is repeated for the three other sensors as well. Using these four roots as

leaves, the primary Merkle tree is constructed with root R0. The second sensor is then loaded with all the

nodes from the subtree rooted atR2 as well as the lgN nodes from the primary tree necessary to authenticate

root R0. The sensor must be loaded with all of the nodes rooted atR2 in order to ensure each of itsI Bloom

�lters can be authenticated.

6.6.2 Path Diversity

In this section, we explore another type of diversity that can be used to further improve our protocol. Ideally,

we would like to take scenarios where our protocol achieves,say, 99% secure links and augment the protocol
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A = HM (R1 jjR2)

D = HM (BF 2
3 jjBF 2

4 )

Figure 6.16: Two-level Merkle tree for incremental deployment. In this example, we have four sensors and
four Bloom �lters per sensor for the sets of keys on that device. BF i

j refers to the Bloom �lter for the keys
of the i -th sensor for the j -th initialization procedure.

to get, say, 99.9999% secure links. Thus, we consider the idea of path diversity, illustrated in Figure 6.17.

In this example, assume that the link betweenU and V is compromised, but all the links on the paths

U ! A ! V and U ! B ! C ! V are secure.U can send a key,k1, along the U ! A ! V path and a

key, k2, along the U ! B ! C ! V path. V could then create a secure link key,kuv by combining k1 and

k2 (e.g., kuv = k1 � k2). Provided that the intermediate sensors are trusted,U needs to have only one path

to V that has all secure links in order to form a secure key.

We note that this is similar to the multipath reinforcement s cheme proposed in [90]. However, in [90],

multipath reinforcement was proposed to combatnode compromise. By contrast, our path diversity scheme

aims to addresslink compromise. Thus, generally, multipath reinforcement algorithms need to discover node

disjoint paths whereas we need discover only link disjoint paths. A node disjoint algorithm guarantees link

disjointness, but a link disjoint algorithm need not necessarily �nd a node disjoint path. However, we have

found that there is little bene�t to considering paths longer than two hops (i.e., using a shared neighbor

of U and V ) and the algorithm complexity increases signi�cantly. In t his case, node disjointness and link

disjointness between two nodes are equivalent.
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Figure 6.17: Example topology for demonstrating path diversity.

Analysis: Given a that links are secure with probability9 p, the probability of using one shared neighbor

for path diversity increases the probability that the link i s secure to:

Pr[Link secure using one shared neighbor] = 1� (1 � p)(1 � p2)

= p(1 + p � p2)
(6.7)

If 2-hop paths via N shared neighbors are used, we get:

Pr[Link secure usingN shared neighbors] = 1� (1 � p)(1 � p2)N (6.8)

The bene�t from using longer link disjoint paths can be considered by looking at the scenario where there

are N shared neighbors andM 3-hop paths:

Pr

2

6
4

N shared neighbors are compromised and

at least one ofM 3-hop paths is secure

3

7
5 = (1 � p2)N (1 � (1 � p3)M ) (6.9)

Simulation Results: To test path diversity, we augmented our ns-2 code to determine the link security

if shared neighbors are used. We did some testing using 3-hoppaths between two nodes. To do this, we

performed the Hopcroft-Karp matching algorithm [110] on the bipartite graph generated with one set of

vertices consisting ofu's one-hop neighbors and the other set of vertices consisting of v's one-hop neighbors

(where u and v are the nodes that are using path diversity). Hopcroft-Karp �nds the maximal matching on

9We note that this analysis assumes independence among link c ompromises which is not always true. Later we use simulation s
to determine the e�ectiveness of path diversity when correl ations may exist in link compromises.
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a bipartite graph, resulting in the discovery of the maximum number of 3-hop paths betweenu and v. Our

simulations showed virtually no improvement from using 3-hop paths over using two-hop paths, so we did

not further pursue methods of �nding longer link disjoint pa ths.

In Figure 6.18, we show an example scenario from one run whereusing path diversity does e�ectively

reduce link compromise from over 10% to zero. Note that in this �gure, the y-axis is inverted from our

graphs in Section 6.4 and now shows the fraction ofcompromised links. The x-axis is the number of shared

neighbors a link is allowed to use to try to improve their security. This demonstrates that it can be useful

to use more than one shared neighbor.
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Figure 6.18: Example topology that bene�ts from path diversity.

However, when averaging over multiple runs, we found that itis di�cult reach 100% security when some

fraction of the links are initially compromised. Figure 6.19 shows an example where the fraction of secure

links in the network plateaus regardless of how many paths are used. Thex-axis is the maximum number

of shared neighbors that a link is allowed to use to try to improve their security.

Unfortunately, we discovered that it is di�cult to reach 100 % link security even when the initial fraction

of secure links is relatively high. To investigate why, we looked in more detail at the (c = 2 ; � = 40) case.

From Figure 6.8, we see that these parameters give a high fraction of secure connectivity that is still less

than one.

Table 6.5 shows how path diversity a�ects �ve individual run s. Each run used the same input parameters

except for the random seeds used to generate the topology andrun the simulations. Of the three runs

that did not result in all links being securely connected, two of them improve to one when just one shared

neighbor is used. However, in Run 2, the topology never becomes completely securely connected regardless
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Figure 6.19: Security improvements using path diversity.

of how many shared neighbors are used. Instead, it plateaus after one shared neighbor is used at 0.978.

Table 6.5: Fraction of connected links that are secure usingshared neighbors.

Run Number Maximum number of shared neighbors used
0 1 : : : 7

1 1.0 1.0 : : : 1.0
2 0.968 0.978 : : : 0.978
3 1.0 1.0 : : : 1.0
4 0.989 1.0 : : : 1.0
5 0.982 1.0 : : : 1.0

The reason for this is that some topologies are compromised such that some sensors are partitioned from

their neighbors with respect to secure links. For example, in Run 2, we discovered the topology shown in

Figure 6.20. The dashed lines represent compromised links and the solid lines represent secure links. In this

example, we see thatA can used shared neighbors to form a secure key withB , but cannot form one with

E or F since the compromise is such that there exists a partition. If E , F , and H do not have any other

neighbors, then it is impossible forA to form a secure key with any of them regardless of how much path

diversity is allowed.

In conclusion, our research in path diversity has shown that:

� Path diversity can improve the security of some links in our key distribution protocol. Depending on

the topology, in can make all links secure.
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Figure 6.20: Example topology of network security partition. Dashed lines are compromised links and solid
lines are secure links.

� Path diversity's utility in making all links secure in a wide variety of networks is limited due to the

security partitions which can occur in large randomly deployed topologies.

� Finding the maximum number of link disjoint paths beyond two hops increases algorithm complexity

signi�cantly and gives little improvement over exclusively using two-hop paths.

6.7 Summary

In this work, we have proposed a novel method of symmetric keyestablishment for a sensor network that uses

channel diversity, as well as spatial diversity, to create link keys for one-hop neighbors. Establishing such

keys is important because public keys are computationally expensive for many sensors. Sharing a symmetric

key with neighbors allows for secure aggregation as well as hash chains authentication, for example.

Via analysis and simulation, we show that our protocol performs well in network connectivity and re-

silience to colluding malicious devices compared with previous work. One result is that using evenone extra

channel for broadcasting keys during the initialization phase signi�cantly improves security. From a numer-

ical perspective, our simulations demonstrate that our protocol can achieve over 90% connectivity among

neighboring sensors with link keys that are uncompromised even when 80% of the devices in the network are

malicious and collude.
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Chapter 7

Conclusion

In this dissertation, we have considered the problems of saving energy and security in multihop wireless

networks. In Chapter 1, we discuss that wireless networkingis a rapidly growing area and discuss the

advantages o�ered by multihop wireless. We then quantify the importance of the energy-e�ciency problem

by presenting data that shows: (1) the energy density of batteries has shown little improvement in recent

years and (2) the radio interface can be a major source of energy drain, particularly in devices with little

or no displays (e.g., cell phones and sensors). We also arguethat security research is of great importance

in this domain due to the ease with which the channel can be tapped and the resource constraints faced by

many wireless devices. In Section 1.1, we outline the major contributions of this dissertation.

Having demonstrated the relevance of the problems that we are addressing, we next propose techniques

to address energy e�ciency and secure symmetric key distribution. In Chapter 3, we propose techniques that

reduce wasteful listening while checking for signals to wake up a device's radio. In particular, we propose using

carrier sensing to make wake-up signal checking more e�cient for both in-band and out-of-band protocols.

In Chapter 4, we use adaptive sleeping and listening to improve the energy e�ciency of in-band protocols.

This compliments our previous work [27{29] that used adaptive techniques for out-of-band protocols.

Chapter 5 focuses on energy e�cient broadcast dissemination in power save networks. In particular, we

propose a probabilistic protocol that allows users to reduce energy consumption while maintaining a desired

latency and reliability. Additionally, we implemented our protocol in TinyOS [11] to test it on readily

available sensor hardware.

In Chapter 6, we address security in sensor networks by proposing a pairwise symmetric key distribution

protocol. Unlike previous work, we propose using the underlying channel diversity to address the problem.

In doing so, our protocol shows signi�cant improvements in connectivity and resilience to adversaries when

compared to other protocols.
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7.1 Future Work

In this section, we brie
y mention areas of future work basedon our thesis. We outline four directions|two

in energy e�ciency and two in security.

� Implementation and testing in an application context: Most of our work is tested in simulation with

controlled tra�c patterns. To truly quantify and qualify th e bene�ts of our power save protocols, an im-

plementation would be bene�cial. As with the implementatio n of our broadcast protocol in Section 5.3,

we anticipate that many design decisions do not manifest themselves in simulation. Additionally, this

would provide code that users in need of power save could run.

� Power save for multichannel and multi-interface protocols: With the emergence of devices and protocols

that use multiple channels and/or are equipped with multipl e interfaces [137{139], it may be interesting

to determine how power save can be used in this realm. All of our energy e�ciency work focuses on

either devices with a single channel or two interfaces (one of which is used exclusively for control

messages). While such scenarios are of interest since they are widely used, considering the more

general case of how to design power save protocols for devices with k channels andm interfaces may

be a promising area of future work.

� Quantifying the tradeo�s of public key exchange versus symmetric key approaches in sensor networks:

As mentioned in Section 2.3, we think that the research community could greatly bene�t from a rigorous

comparison of using public key exchange on sensors versus the pure symmetric key approaches emerging.

While public key computation does have high computation overhead when compared with symmetric

key operations, they provide many advantages. Public keys are much more secure in binding a key to

an identity and have much less memory and communication overhead. Fully exploring such metrics

would help determine under what circumstances not using public key exchanges is more e�cient.

� Exploring other techniques that use diversity for security: In Chapter 6, we have proposed a method

to use channel diversity for security in sensor networks. Traditionally, the focus of wireless diversity is

on performance [137{139] instead ofsecurity. A potential area of future work is considering other uses

of diversity for security (e.g., transmission power, channel bitrates, multiple interfaces and channels).

Looking at applications of such diversity to security is a promising area of future work.

135



Appendix A

Carrier Sensing Modi�cations to
Handle Synchronization Errors

In this section, we show the correctness of the modi�cationsto CS-ATIM discussed in Section 3.1.1. As

mentioned previously, we assume that the node's clocks are always within � seconds of each other. Thus,

� represents the maximum error between the clocks of any two nodes in the network. The modi�cations,

shown in Figure A.1, are as follows. Without loss of generality, we assume that a node with the fastest clock

in the network begins the current beacon interval at time Tf 0. Thus, the latest a node's beacon interval can

begin is:

Ts0 = Tf 0 + � (A.1)
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Figure A.1: CS-ATIM time synchronization. The shaded area denotes a dummy packet being sent. The
slanted lines represent the ATIM window when ATIM packets can be transmitted. The wavy lines denote
when data packets can be transmitted.

To account for �, nodes that have no packets to advertise must wake up � seconds after the beacon
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interval is scheduled according to their local clock. Thus,a node with the fastest clock carrier senses the

channel from time:

Tf 1 = Tf 0 + � (A.2)

until:

Tf 2 = Tf 1 + Tcs

= Tf 0 + � + Tcs

(A.3)

A node with the slowest clock carrier senses the channel fromtime:

Ts1 = Ts0 + �

= Tf 0 + 2�
(A.4)

until

Ts2 = Ts1 + Tcs

= Tf 0 + 2� + Tcs

(A.5)

For a node that has packets to advertise, it begins transmitting the dummy packet when the beacon

interval begins according to its local clock and transmits the dummy packet for 2� + Tcs time. Thus, a node

with the fastest clock transmits its dummy packet from time:

Tf 3 = Tf 0 (A.6)

until:

Tf 4 = Tf 0 + 2� + Tcs (A.7)

Since Tf 3 < T f 1 < T f 2 < T f 4 and Tf 3 < T s1 < T s2 = Tf 4, nodes with the fastest clock and nodes with the

slowest clock are both guaranteed to carrier sense this dummy packet for the speci�ed Tcs length of time. A

node with packets to advertise with the slowest clock will transmit its dummy packet from time:

Ts3 = Ts0

= Tf 0 + �
(A.8)
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until:

Ts4 = Ts0 + 2� + Tcs

= Tf 0 + 3� + Tcs

(A.9)

SinceTs3 = Tf 1 < T f 2 < T s4 and Ts3 < T s1 < T s2 < T s4, nodes with both the fastest and slowest clocks will

carrier sense this dummy packet for the speci�ed time,Tcs.

If a node without packets to advertise detects the channel idle at the end of the Tcs time, it will return to

sleep. However, if the node detects the channel as busy, it will remain on for an additional 3� + Taw time,

as show in Figure A.1, for reasons explained below. For a nodethat does have a packet to advertise, it will

begin sending ATIM packets � seconds after it �nishes transm itting the dummy packet. During this � time

gap between the end of the dummy packet and the beginning of the ATIM window, the node may receive

packets and reply with ACKs, however, it may not send any ATIMs or data packets during this time. At

the end of the ATIM window Taw seconds later, the node waits another � seconds before it starts sending

data packets. Again, during the � time gap, the node may receive and reply with ACKs, but may not send

ATIMs or data packets. For a node with the fastest clock, it is guaranteed to be on from timeTf 4 (the time

it �nished transmitting the dummy packet) until:

Tf 5 = Tf 4 + 2� + Taw

= Tf 0 + 4� + Tcs + Taw

(A.10)

A node with the fastest clock is allowed to transmit during it s ATIM window which starts at time:

Tf 6 = Tf 4 + �

= Tf 0 + 3� + Tcs

(A.11)

and ends at time:

Tf 7 = Tf 6 + Taw

= Tf 0 + 3� + Tcs + Taw

(A.12)

For a node with the slowest clock, it is guaranteed to be on from time Ts4 until:

Ts5 = Ts4 + 2� + Taw

= Tf 0 + 5� + Tcs + Taw

(A.13)
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A node with the slowest clock is allowed to transmit during its ATIM window which starts at time:

Ts6 = Ts4 + �

= Tf 0 + 4� + Tcs

(A.14)

and ends at time:

Ts7 = Ts6 + Taw

= Tf 0 + 4� + Tcs + Taw

(A.15)

BecauseTf 4 < T s6 < T s7 = Tf 5, a node with the fastest clock is guaranteed to be listening during the

entire ATIM window of a node with the slowest clock. Similarly, becauseTs4 = Tf 6 < T f 7 < T s5, a node

with the slowest clock is guaranteed to be listening after its dummy packet transmission during the entire

ATIM window of a node with the fastest clock.
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Appendix B

Minimum Energy Routing Proof

Sections B.1, B.2, and B.3 give instances of known NP-complete problems [140, 141]. We use these for the

reduction in our proof in Section B.4.

B.1 Steiner Tree Problem ( ST )

INSTANCE: An undirected graph G = ( V; E), an edge cost functionc : E ! N , a subset S � V of

required vertices.

SOLUTION: A subtree of G that includes all the vertices in S. This is called a Steiner tree. Note that

vertices in V n S may be included in the Steiner Tree and are calledSteiner vertices.

MEASURE: Sum of the edge weights in the subtree.

B.2 Steiner Tree With Unit Edge Weights Problem ( ST-UE )

A proof to show that ST is NP-complete is based on a reduction from the exact covering by 3-sets prob-

lem [140]. TheST proof [140] answers the following decision problem: given an undirected bipartite graph

G = ( V; E), a subset of verticesS � V , and an integer B , is there a tree T in G that spans all of the S

terminals and has at mostB edges?

By design, the ST proof [140] shows thatST is NP-complete even if the cost function isc : E ! 1. Thus,

we know that even though ST-UE (de�ned below) is a limited case ofST, it is still NP-complete.

INSTANCE: An undirected graph G = ( V; E), an edge cost functionc : E ! 1, a subsetS � V of required

vertices.

SOLUTION: A subtree of G that includes all the vertices in S.
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MEASURE: Sum of the edge weights in the subtree.

We can see that the measure inST-UE is equivalent to the following measure:

MEASURE 2: The number of edges in the subtree.

Trivially, minimizing the number of edges in a subtree also minimizes the number of vertices in the

subtree sinceVT = ET + 1.

B.3 Steiner Tree on Bidirected Graphs ( ST-BG )

Any instance of ST (which, of course, includesST-UE ) can be reduced to ST-BG by replacing every

undirected edgeeij 2 E with two directed edgeseij and eji
1 and giving both of the directed edges the same

cost as the original undirected edge. Then, any one node inS, which we denoter , is chosen as the root.2

Thus, the ST-BG problem (also called theSteiner arborescence problem[140]) is de�ned as follows.3

INSTANCE: A bidirected graph G = ( V; E), an edge cost functionc : E ! 1, a subsetS � V of required

vertices, and a root vertex, r .

SOLUTION: A directed subtree of G such that there exists a path from r to every vertex in S.

MEASURE: Sum of the edge weights in the subtree.

The corresponding decision problem is: given an instance ofST-BG, is there a solution such that the

sum of the edge weights is less thanW ?

B.4 Minimum Energy Routing for Multilevel Power Save ( MER )

We now de�ne the MER problem and show that it is NP-complete using a reduction from ST-BG. As

described in Section 4.2, we only consider the latency induced by the power saving protocol because this

delay tends to be larger relative to contention and queuing delay in the networks that we consider. Thus,

the l i term mentioned below is only a function of a node's power savestate and not a function of the number

of 
ows that it and its neighbors are forwarding.

1The notation eij denotes an edge between i and j in the undirected case and a directed edge from i to j in the directed
case.

2 In the undirected case, declaring a root is unnecessary sinc e every node can reach every other node in the tree. In the
directed case, we specify a root to create a structure which e nsures that the root can reach every other node in the tree.

3We skip the general de�nition of ST-BG , where c : E ! N , and just focus on the version with unit edge weights.
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INSTANCE: A bidirected graph G = ( V; E), a set of 
ows F (i.e., a set of source-destination tuples), a

maximum end-to-end latency threshold for a pathL , and k the number of power save states available

to each node. Each power save state has an associated latency, l i , and energy consumption,gi (where

1 � i � k). For i < j , l i � l j and gi � gj . When a node is in PS statei , its energy consumption isgi

and the latency cost of all its incoming edges isl i .

SOLUTION: A set of power save states for each node such that each 
ow inF can be routed without L

being violated for any of the 
ows.

MEASURE: Sum of the energy consumed by the power save state (i.e.,gi ) of each node in the network.

The decision problem that we use forMER is: can we assign power save states for an instance ofMER

such that the sum of the energy consumed by the power save state of each node is less thanY?

It is easy to verify that MER is in NP. Given a set of PS states for each node, all of the link costs in the

network can be �xed (i.e., the appropriate value of l i for all incoming links to a node). Then, we do shortest

path routing on the weighted graph obtained by using latencies as edge weights for each 
ow inF and verify

that the cost of each path is less thanL , which can be done in polynomial time. Additionally, we verify that

the sum of all the power save states is less thanY which can be done in polynomial time.

For convenience, we consider a special case ofMER where:

� k = 2

� g1 = 1 and g2 = 0

� l1 = 1 and l2 = jV j

� L = jV j � 1

� All 
ows originate from one sender

� A 
ow is capable of satisfying the latency constraint. This can be checked inpolynomial time by

placing all nodes in their highest energy state and computing a 
ow's shortest path cost. If this cost

is greater than L , then we can immediately decide that the instance ofMER is unsolvable.

By showing that the above special case ofMER is NP-complete, we will have proved the generalMER

problem to be NP-complete. We do so with a reduction fromST-BG. We show that given any instance of

the ST-BG problem, it is possible to construct an instance of theMER problem such that the instance of

ST-BG has a total edge weight less thanW if and only if the MER instance has a total energy consumption

less thanW + 1.
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Given an instance ofST-BG, we convert it to an instance ofMER as follows. The graph,G, from ST-BG

is used as the graph inMER. The root, r , from ST-BG is the one sender in our special case ofMER and

each vertex in ST-BG 's S set corresponds to a receiver inMER.

Now, we need to show that an instance ofST-BG has a total edge weight less thanW if and only if the

correspondingMER instance has a total energy consumption less thanW + 1.

If ST-BG Has Total Edge Weight < W : Then, we select all of the nodes inST-BG 's subtree to remain

in PS state 1 while all other nodes are put in PS state 2. Since the cost of each edge in the tree is 1

and there can be at mostjV j � 1 edges in the tree, then the latency must be less than or equalto L .

This is because each of the selected nodes has an incoming latency of l1 = 1 and there can be at most

jV j � 1 edges in the tree since there arejV j nodes total. Thus, the total latency is at most L = jV j � 1.

Since there must be at mostW � 1 edges in the subtree, there can be at mostW nodes in PS state 1

and, thus, the sum of the energy consumption in the network isless thanW + 1.

If MER Has Total Energy Consumption < W + 1 and the Latency � L = jV j � 1: Then, all the nodes

on every routing path must be in PS state 1 or else the latency would be greater than L (since one

node in PS state 2 would make the latency at leastjV j > L ). Thus, each node on the routing paths is

using one unit of energy. Therefore, if the total energy consumption is less than W + 1, then at most

W nodes in the network are using one unit of energy and the source can reach all receivers. Since the

source, each receiver, and all intermediate nodes on the paths form a tree with at most W nodes, we

have a subtree with at mostW � 1 edges.

�
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Appendix C

PBBF Interfaces and Packet Formats
in TinyOS

C.1 Packet Formats

C.1.1 SimplePbbfMsg

typedef struct SimplePbbfMsg {
/* Source can be either the broadcast source or a predefined U ART address */
uint16_t source;
/* A broadcast sequence number that is unique per source */
uint8_t seqno;
/* How many hops the packet has traveled from the broadcast so urce */
uint8_t hopCount;
/* The p value that the node should use */
uint8_t pVal;
/* The q value that the node should use */
uint8_t qVal;
/* The r value that the node should use */
uint8_t rVal;
/* Sequence number of the test run for this packet */
uint8_t runSeqno;
/* Timestamp for stats (granularity = 1/921.6 kHz) */
uint32_t latency;

} __attribute__ ((packed)) SimplePbbfMsg;
/* packed attribute removes field padding on Mica2 architec ture */

144



C.1.2 PbbfStatsMsg

typedef struct PbbfStatsMsg {
/* Source ID of the node reporting the stats */
uint16_t nodeId;
/* Total amount of data packets sent by SimplePbbfBcast */
uint16_t totalDataSent;
/* Total amount of data packets resent according to the r para meter */
uint16_t totalDataResent;
/* Total data packets received by SimplePbbfBcast (include s duplicates) */
uint16_t totalDataRecv;
/* Total application level packets received (duplicates su ppressed) */
uint16_t totalAppRecv;
/* Average end-to-end latency from broadcast source to this node */
uint32_t avgLat;
/*****
* Fraction of time the node's radio was not sleeping
* 0=0%, 255=100%, uniform spacing between
*****/

uint8_t fracOnTime;
/* Sequence number of the test run for which stats are being re ported */
uint8_t runSeqno;

} __attribute__ ((packed)) PbbfStatsMsg;
/* packed attribute removes field padding on Mica2 architec ture */

C.1.3 UARTMsg

UARTMsg can be of type either SimplePbbfMsg or PbbfStatsMsg.

C.2 Interfaces

C.2.1 PBBF Interface

interface PbbfControl {
/*****
* Each parameter can be set to one of 11 discrete values corres ponding
* to probability values between 0.0 and 1.0 spaced uniformly .
*****/

command void setPLevel(uint8_t);
command void setQLevel(uint8_t);
command void setRLevel(uint8_t);

}

interface PbbfNotifier {
/* Signals PBBF module when a sleep decision needs made */
event result_t sleepDecisionPoint();
/* PBBF tells the signaling module whether or not to sleep */
command void setSleep(bool);
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}

C.2.2 Broadcast Send Interface

interface BcastSender {
/* Used by the application to send a broadcast packet */
command result_t send(TOS_MsgPtr);
event result_t sendDone(TOS_MsgPtr, result_t);

}

C.2.3 Stats Handling Interface

interface PktStats {
/* A packet was sent, bool tells whether it was a control packe t */
command void SentPkt(bool);
/* A packet was received, bool tells whether it was a control p acket */
command void RecvdPkt(bool);
/*****
* Collect the stats from the received packet. uint32_t is the
* latency of the packet since it was sent by the source.
*****/

command void HandleRecvdStats(TOS_MsgPtr, uint32_t);
/* Signal that the stats have been handled */
event result_t HandleRecvdStatsDone(TOS_MsgPtr);

}

interface RadioPktStats {
/* Signal to the stats module when the radio switches on and of f */
event result_t radioPoweredOn();
event result_t radioPoweredOff();

}

interface ReportStats {
/*****
* Used by the stats collection module to transmit collected s tats
* back to the sink.
*****/

command result_t ReportStats();
event result_t ReportStatsDone(result_t);

}

interface PbbfStats {
/*****
* Signal to the stats module when PBBF sends a packet twice
* according to the r parameter.
*****/

event result_t didSecondSend(TOS_MsgPtr);
}
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C.2.4 Control Packet Handling Interface

interface NetworkInit {
/*****
* Signals a component when a control packet has
* been received to initialize the current test run
* for an application. The input parameters gives a
* unique sequence number to identify the test run.
*****/

event result_t isInitialized(uint8_t);
}

interface PktHandler {
/*****
* When a control packet is received, pass it to the
* control packet handling module.
*****/

command result_t handle(TOS_MsgPtr);
event result_t done(TOS_MsgPtr, result_t);

}
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